
© 2009 The MITRE Corporation. All rights reserved.

““Making Security MeasurableMaking Security Measurable””

An Integrated Framework for Cyber Security 
and Incident Response

26 October 2009

Robert A. Martin

ramartin@mitre.org



© 2009 The MITRE Corporation. All rights reserved.

Today Everything’s Connected

When this Other System gets subverted 
through an un-patched vulnerability, a mis- 
configuration, or an application weakness…

Your System is 
attackable…
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Making Security Measurable (MSM): 
You Are Here   
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Solutions Also Emerged Over Time

1980’s 1990’s 2000’s

password 
guessing

exploiting known 
vulnerabilities burglaries

disabling audits
back doors

sniffers

automated probes/scans

www attacks

binary encryption

network mgmt. diagnostics

email propagation of malicious code
“stealth”/advanced scanning techniques

widespread attacks using NNTP to distribute attack

widespread attacks on DNS infrastructure

executable code attacks (against browsers)

automated widespread attacks
GUI intruder tools

hijacking sessions

Internet social 
engineering attacks 

packet spoofing automated 
probes/scans

widespread 
denial-of-service 

attacks

techniques to analyze code for 
vulnerabilities without source code

DDoS attacks

increase in tailored worms

sophisticated 
command & control

anti-forensic techniques
home users targeted

distributed attack tools

increase in wide-scale Trojan horse distribution
Windows-based remote 

controllable Trojans (Back Orifice)

password 
cracking

2010’s

Attack 
Sophistication

diffuse spyware



© 2009 The MITRE Corporation. All rights reserved.

Like Security - Networks Evolved

Each new solution had to integrate with the existing solutions  - 
->>    every enterprise ends up learning as they go and has a 

“unique” tapestry of solutions with “local practices”



But A More Supportable 
Solution Is Possible with 
Standardized Approaches 
and the application of 
Architecting Principles
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Architecting Security with Information 
Standards for COIs
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What Do The Informational Building Blocks 
for “Architecting Security” Look Like?

• Standard ways for enumerating “things we 
care about”

• Languages/Formats for encoding/carrying 
high fidelity content about the “things we care 
about”

• Repositories of this content for use in 
communities or individual organizations

• Adoption/branding and vetting programs to 
encourage adoption by tools and services
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• Enumerations 
– Catalog the fundamental entities in IA, Cyber Security, and Software 

Assurance
• Vulnerabilities (CVE), configuration issues (CCE), software packages 

(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

• Languages/Formats
– Support the creation of machine-readable state assertions, assessment 

results, and messages
• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 

from standards-based assessments (CRF), software security patterns 
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a 
vulnerability (CVSS), config risk (CCSS), weakness risk (CWSS), 
information messages (CAIF & *DEF)

• Knowledge Repositories
– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA  
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)
Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network
– Methods for assessing compliance to languages, formats, and enumerations

The Building Blocks Are:
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Remembering the Acronyms
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Standards included in the 
Security Content Automation Protocol (SCAP)



• Enumerations 
– Catalog the fundamental entities in IA, Cyber Security, and Software 

Assurance
• Vulnerabilities (CVE), misconfigurations (CCE), software packages (CPE), 

malware (CME), attack patterns (CAPEC), weaknesses in 
code/design/architecture (CWE)

• Languages/Formats
– Support the creation of machine-readable state assertions, assessment 

results, and messages
• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 

from standards-based assessments (CRF), software security patterns 
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a 
vulnerability (CVSS) , config risk (CCSS), weakness risk (CWSS), 
information messages (CAIF & *DEF)

• Knowledge Repositories
– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA  
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), code 
assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools
– Interpret IA, Cyber Security, and SwA content in context of enterprise network
– Methods for assessing compliance to languages, formats, and enumerations

The Building Blocks Are:
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NIST Checklists, CIS Benchmarks, NSA 
Configuration Guides, DISA STIGS
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Benchmark

Configuration
Guidance

Configuration
Guidance

Knowledge Repository



Configuration

Guidance

Analysis

Configuration

Guidance

Analysis

Configuration

Guidance

Configuration

Guidance

Centralized

Reporting

Centralized

Reporting

Enterprise IT

Change Management

Enterprise IT

Change Management

FDCC

FDCC

Results

FDCC

Results FDCC

Results

Knowledge Repositories

Operational Enterprise Networks

Enterprise IT Asset Management

Operations Security Management Processes

SCAP-Based FDCC Guidance

FDCC Compliant Tools

Presenter
Presentation Notes
28 products from 16 organizations



© 2009 The MITRE Corporation. All rights reserved.Centralized ReportingCentralized Reporting

ARMY AIR

FORCE

NAVY DISA IC

IRS COMMERCEDOE DHS WH

LABOR DOJEDUCATION HUD HHS

DOT TREASURYVA INTERIOR DOS

Configuration

Guidance

Configuration

Guidance

Knowledge Repositories SCAP-Based FDCC Reporting

FDCC

Results

FDCC

Results FDCC

Results
FDCC

Results FDCC

Results

FDCC



© 2009 The MITRE Corporation. All rights reserved.



• Enumerations 
– Catalog the fundamental entities in IA, Cyber Security, and Software 

Assurance
• Vulnerabilities (CVE), configuration issues (CCE), software packages 

(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

• Languages/Formats
– Support the creation of machine-readable state assertions, assessment 

results, and messages
• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 

from standards-based assessments (CRF), software security patterns 
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a 
vulnerability (CVSS), config risk (CCSS), weakness risk (CWSS), 
information messages (CAIF & *DEF)

• Knowledge Repositories
– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA  
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)
Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network
– Methods for assessing compliance to languages, formats, and enumerations

The Building Blocks Are:
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CVE 1999 to 2000to 2009



CVE is Widely Used & Available  ……38,921 and climbing…
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CVE Vendor/Industry Penetration
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The Consensus Audit Guidelines – Aimed at Auditable Items



• Enumerations 
– Catalog the fundamental entities in IA, Cyber Security, and Software 

Assurance
• Vulnerabilities (CVE), configuration issues (CCE), software packages 

(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

• Languages/Formats
– Support the creation of machine-readable state assertions, assessment 

results, and messages
• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 

from standards-based assessments (CRF), software security patterns 
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a 
vulnerability (CVSS), config risk (CCSS), weakness risk (CWSS), 
information messages (CAIF & *DEF)

• Knowledge Repositories
– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA  
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)
Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network
– Methods for assessing compliance to languages, formats, and enumerations

The Building Blocks Are:
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Vulnerability Type Trends: 
A Look at the CVE List (2001 - 2007)
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Removing and Preventing the Vulnerabilities 
Requires More Specific Definitions…CWEs

Failure to Sanitize Directives in a Web Page (aka 'Cross-site scripting' (XSS)) (79)
• Failure to Sanitize Script-Related HTML Tags in a Web Page (Basic XSS) (80)
• Failure to Sanitize Directives in an Error Message Web Page (81)
• Failure to Sanitize Script in Attributes of IMG Tags in a Web Page (82)
• Failure to Sanitize Script in Attributes in a Web Page (83)
• Failure to Resolve Encoded URI Schemes in a Web Page (84)
• Doubled Character XSS Manipulations (85)
• Invalid Characters in Identifiers (86)
• Alternate XSS syntax (87)

Failure to Sanitize Directives in a Web Page (aka 'Cross-site scripting' (XSS)) (79)
• Failure to Sanitize Script-Related HTML Tags in a Web Page (Basic XSS) (80)
• Failure to Sanitize Directives in an Error Message Web Page (81)
• Failure to Sanitize Script in Attributes of IMG Tags in a Web Page (82)
• Failure to Sanitize Script in Attributes in a Web Page (83)
• Failure to Resolve Encoded URI Schemes in a Web Page (84)
• Doubled Character XSS Manipulations (85)
• Invalid Characters in Identifiers (86)
• Alternate XSS syntax (87)

Failure to Constrain Operations within the Bounds of an Allocated Memory Buffer (119)
• Unbounded Transfer (‘Classic Buffer Overflow’) (120)
• Write-what-where Condition (123)
• Boundary Beginning Violation (’Buffer Underwrite') (124)
• Out-of-bounds Read (125)
• Wrap-around Error (128)
• Unchecked Array Indexing (129) 
• Incorrect Calculation of Buffer Size (131) 
• Miscalculated Null Termination (132) 
• Return of Pointer Value Outside of Expected Range (466)

Failure to Constrain Operations within the Bounds of an Allocated Memory Buffer (119)
• Unbounded Transfer (‘Classic Buffer Overflow’) (120)
• Write-what-where Condition (123)
• Boundary Beginning Violation (’Buffer Underwrite') (124)
• Out-of-bounds Read (125)
• Wrap-around Error (128)
• Unchecked Array Indexing (129) 
• Incorrect Calculation of Buffer Size (131) 
• Miscalculated Null Termination (132) 
• Return of Pointer Value Outside of Expected Range (466)

Path Traversal (22)
• Relative Path Traversal (23)

• Path Traversal: '\..\filename' (29)
• Path Traversal: '\dir\..\filename' (30)
• Path Traversal: 'dir\..\filename' (31)
• Path Traversal: '...' (Triple Dot) (32)
• Path Traversal: '....' (Multiple Dot) (33)
• Path Traversal: '....//' (34)
• Path Traversal: '.../...//' (35)

• Absolute Path Traversal (36)
• Path Traversal: '/absolute/pathname/here’ (37)
• Path Traversal: '\absolute\pathname\here’ (38)
• Path Traversal: 'C:dirname’ (39)
• Path Traversal: '\\UNC\share\name\' (Windows UNC Share) (40)

Path Traversal (22)
• Relative Path Traversal (23)

• Path Traversal: '\..\filename' (29)
• Path Traversal: '\dir\..\filename' (30)
• Path Traversal: 'dir\..\filename' (31)
• Path Traversal: '...' (Triple Dot) (32)
• Path Traversal: '....' (Multiple Dot) (33)
• Path Traversal: '....//' (34)
• Path Traversal: '.../...//' (35)

• Absolute Path Traversal (36)
• Path Traversal: '/absolute/pathname/here’ (37)
• Path Traversal: '\absolute\pathname\here’ (38)
• Path Traversal: 'C:dirname’ (39)
• Path Traversal: '\\UNC\share\name\' (Windows UNC Share) (40)
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Printable PDFs of Entire CWE Available
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Complete CAPEC Entry Information
Stub’s Information
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SwA Outreach and Adoption Activities

CWE and CAPEC included in 
Control 7 of the “Twenty Most 

Important Controls and Metrics for 
Effective Cyber Defense and 

Continuous FISMA Compliance” 

CWE and CAPEC included in 
Control 7 of the “Twenty Most 

Important Controls and Metrics for 
Effective Cyber Defense and 

Continuous FISMA Compliance”
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Common Criteria version 4 will utilize 
CAPEC and CWE



• Enumerations 
– Catalog the fundamental entities in IA, Cyber Security, and Software 

Assurance
• Vulnerabilities (CVE), configuration issues (CCE), software packages 

(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

• Languages/Formats
– Support the creation of machine-readable state assertions, assessment 

results, and messages
• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 

from standards-based assessments (CRF), software security patterns 
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a 
vulnerability (CVSS), config risk (CCSS), weakness risk (CWSS), 
information messages (CAIF & *DEF)

• Knowledge Repositories
– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA  
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)
Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network
– Methods for assessing compliance to languages, formats, and enumerations
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CVE Name:
2003-0109 

CVE Name:
2003-0352

CVE Name:
2003-0223

CVE Name:
2003-0228

CVE Name:
2003-0660

System 1
10.0.0.121

no yes no yes yes

System 2
10.0.0.122

no yes no no no

System 3
10.0.0.123

no yes no yes no

System 4
10.0.1.124

yes no yes no yes

System 5
10.0.2.125

yes no no no no

First Level Vulnerability Examination 
Results

OVAL109 OVAL296 OVAL66 OVAL321 OVAL198 
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