
ARF, ARCAT, and Summary Results

Lt Col Joseph L. Wolfkiel



Enterprise-Level Assessment and Reporting


 
The Concept



 
Assessment Results Format (ARF)



 
Assessment Summary Results (ASR)



 
The Assessment Results Consumer and Analysis Tool 
(ARCAT)
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Assessment Results Format

The detailed, per-device assessment results 
language



ARF Functionality


 

Packages information any SCAP validated tool must already produce
– OVAL Results
– XCCDF Results



 

Adds network info, CPE inventory, Ops-Attributes
– CPE Inventory = findings reported against OS & applications



 

Supports object re-use
– References instead of building stand-alone objects



 

Has built-in replication support
– Action/Status tags



 

Simplistic – Supports comprehension and Cross-Domain Solution (CDS)



ARF Data Schema Top Level Concept


 

A “report” consists of some number of “report objects”

– Each type of object is assigned a unique ID and can be 
referenced

– Intended to support paging – 0 to many report objects/page



ARF Vision
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Device Record – The Key ARF Data Type


 

The stuff from the DoD data modeling efforts
– We’re pretty sure we need
– We’re pretty sure we can get
– No hardware inventory (disk drive, µprocessor, memory, etc.)



 

May re-look that before 1.0 release



Per Software Product Data (aka cpe-record)



Summary Results

When you just want a single question 
answered



Summary Results Functionality


 

Allows for Concise reports on single assessment checks
– CPE platform definitions – For a CPE mask, how many devices 

have a matching CPE?
– CVEs – Which devices have/don’t have CVEs?
– CCE parameters – How many/which devices have each 

parameter value?
– OVAL Definitions - How many/which devices resolve to true or 

false for each OVAL def?
– XCCDF Benchmarks 



 

Average benchmark score, max score, min score, pass/fail


 

How many/which devices pass or fail each rule
– Patches - How many/which devices have resolved to true or false 

for each patch?


 

Provides results either as Counts and (optionally) Lists per finding 
– (true/false, pass/fail, not applicable, not checked, error)
– Lists can include: IP, Domain Name, Record Identifier



 

Plus population data and scan data



Sample – CPE Summary Report for cpe:/a:adobe:flash



Sample – Arbitrary XCCDF Benchmark with 1 Rule, Listed 
by IP Address, Ungrouped



ARCAT

When you have a bunch of ARFs and want to 
look at and evaluate them



Assessment Results Consumer & Analysis Tool (ARCAT) 
Status



 

ARCAT development began in June 09
– Reference implementation of standard for device data reporting - 

- Assessment Results Format (ARF)


 

ARCAT is a generic ARF consumer (i.e. not a sensor, a sensor 
output data collection capability)

– Used for reporting compliance with FDCC, STIG, IAVA, and CTO
– Used for collecting inventories of devices and installed 

applications/OS
– May serve as basis for multi-sensor network assessment data 

fusion capability
– Source code to be made available within DoD and can be shared 

across US Government



Vision

ARCAT 
Spiral One

1) Consumer
2) Repository
3) GUI (to a very 

limited degree)



Provides ability to associate devices with operational/environmental information 
– e.g. Where is it, who owns it, who defends it, what network is it on, how 

important is it, etc.. (see example – above)



Shows device information collected from all sensors and any environmental 
information associated – supports “clickable” drill down for any device



Shows device detail that can be packaged in standard ARF device inventory or 
compliance fields.



Combines installed software descriptions, plus any vulnerabilities, settings, 
patches, services, and open ports/protocols associated.



Shows compliance with any XCCDF checklist – e.g. FDCC, STIG, IAVM, CTO



Supports search for common data elements reported in ARF.



Provides summarized roll-up for decision maker-level situational awareness.



Why ARCAT?


 

Serves as reference implementation to ensure ARF provided by 
tools is valid



 

Acts as development platform to do proof-of-concept for vendor 
discussions



 

Allows for testing of bandwidth, processing, and implementation of 
new reporting capabilities



 

Serves as surrogate network sensor central collection point pending 
commercial availability



When?


 

Spiral 1 of ARCAT is complete and can be accessed by DoD 
personnel on DKO at the CND Architecture Web Site



 

Has been distributed internal to DoD as development 
platform/sample implementation
– DISA VMS
– Navy NRL
– Others



 

Can share with other organizations, but…
– Not ready for deployment as finished product
– Not locked down in “STIG’d” mode
– No promises on scalability or stability
– Will request memo documenting limited liability/terms of use



POC

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