On Providing Risk Metrics
Using Security Automation,
Protocols, and Standards

James Park
NSA CND R&T Team

Nov 2, 2011



Agenda

Once upon a time....
Maturing Architecture

In the life of a Patch metric
Lessons Learned

Current Research




History

once upon a time....

2011

NSA proposes ARF/ASR as SCAP standards

Oct: Risk Dashboard (RD) selected as one of key (GS) initiatives

Nov: DoS iPost earns NSA Frank B. Rowlett Award

Feb: Start building RD

Mar: WH Mr. Schmidt asks when we will have iPost like capability
RD redirected and start to integrate SCAP results into iPost

Apr: Continuous Monitoring (CM) and Risk Scoring forum held
Army ClO office team w/ NSA and DISA to stand up RD demo

Jun: NSA and DISA successfully demo SCAP results populating iPost

Mar: Completion of ARMOR reference implementation

Jun: Lessons learned documented and submitted for publications
Start to assess unstructured vs. structured data

Aug: Initiated unstructured data project ARMOR-u
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PAT (Patch)
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Lessons Learned

* XCCDF/OVAL Content is Complex and Demanding
— Lacks rigid style guide and validation
— Requires very specialized skill set

 Enumerations Enable Risk Scoring
— Naming standards improve interoperability and reduce

ambiguity

 Data Exchange Standards Have Benefits and

Drawbacks

— ARF/ASR allowed for ease of ingestion, but resource
intensive



Lessons Learned

* Metrics Enhance Situational Awareness and
Improve Effective Mitigation
— Well engineered metrics drive desirable behaviors

* Asset Visibility is Key
— Unknown device risk far outweigh risk of managed device
— All other metrics depend on reliable asset inventory

e Other Un-Assessable Device Attributes and

Organizational Structure Gaps Inhibit Rollup

— Large organizations unable to delineate who owns vs. who
manages devices



Current Research

e Unstructured + Non-Relational Data Business

Model

— Alleviate collection challenges through unstructured data
collection

— Alleviate structured databases overhead for large data
continuous feeds

— Produce more responsive/real-time displays
* Further research into network device risk metrics
* Continuing development of risk scores (CCSS, SW)
 CAESARS Continuous Monitoring Reference Architecture
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