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VoIP Project Leadership

• Project Director - Lawrence Dobranski, CISSP-ISSAP, CISM, CSSLP, Leader, 
Security Architecture and Governance, Carrier Voice Application Solutions, Nortel 
Networks
• Project Leader - John Nagengast, Executive Director, Strategic Initiatives, AT&T
• Project Leader - Ben Halpert, Chief Information Security, CISSP, Corporate 
Information Security, Lockheed Martin.
• Applicability Group Chairman - Paul Sand, Founder and President, Salare Security 
• Baseline Standards Group Co-Chair - Mark Humphrey, CISSP - CISA - Boeing IT - 
Information Security - Integrated Design, Boeing 
• Baseline Standards Group Co-Chair - Scott Armstrong, Vice President, Gideon 
Technologies
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Workshop Agenda 

• Brief History of Project
• Phase I Progress to Date
• Phase I Final Tasks
• Mapping Phase II (Next Steps)
• PII Resource Requirements
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Brief Project History 
• July, 2008 – ISAlliance & NIST meeting to review ISA Proposal
• August, 2008 – ISAlliance Board Approves Project
• September, 2008 - Jointly host  VoIP Security Implementation Workshop 
with NIST at 4th Annual IT Security Conference.  Establish need for an 
INDUSTRY DEVELOPED SCAP checklist for VoIP & UC
• December, 2008 Revised Project scope adopted
• January, 2009 – ISA announces companion project on Navigating 
Compliance & Security in Unified Communications to be delivered in 4th 

quarter
• January, 2009 – Applicability and Baseline Standards work group begin 
efforts. Volunteers from more than companies and  government agencies are 
recruited to participate in project. Project progresses forward steadily.
• September, 2009 – ISA Published Navigating Compliance & Security in 
Unified Communications
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Phase I Progress to Date
Applicability Group

• Chairman: Paul Sand, Salare 
Security 
• 50 members of group
• Draft White Paper complete
• Final Editing to be complete by 
11/20
• Red Team Review to be complete 
by 12/18
•Final Edits by 12/30
• Final White Paper to be published 
in January, 2010
• Full presentation of findings and 
results to be presented 10/27 at 2:15 
in room 318/319 (Computer Network 
Monitoring, Audit and Logging 
Track)

Baseline Standards Group
• Co-Chairs: Mark Humphrey, 
Boeing and Scott Armstrong, Gideon 
Technologies 
• 57 members of group
• Draft White Paper complete
• Final Editing to be complete by 
11/20
• Red Team Review to be complete 
by 12/18
•Final Edits by 12/30
• Final White Paper to be published 
in January, 2010
• Full presentation of findings and 
results to be presented 10/27 at 2:45 
in room 318/319 (Computer Network 
Monitoring, Audit and Logging 
Track) 
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Phase I Final Tasks

• Host Workshop 10/26 (define goals and gather resources for 
Phase II)
• Present Detailed Phase I Findings 10/27
• Form task group for final editing and integration of White 
Paper (by 10/30)
• Complete Editing Process (by 11/20)
• Red Team review (by 12/18)
• Leadership and task force response to Red Team critique; 
tweak paper as necessary (by 12/30)
• Submit final White Paper for publication (January, 2010)
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Mapping Phase II

• Determine Goals & Set Priorities

• Determine Resource Requirements

• Resource Acquisition Plan

• Timeline & Schedule



www.isalliance.org

Mapping Phase II: 
Discussion Topics

• Value of Prosaic Check List 

• OVAL, XML, CVE, CPE, CVSS

• Broaden Reference Architecture

• Business Case (ROI analysis on financial benefits of SCAP)

• Generate interest in the private sector to drive development of SCAP for 
unified communications

• Generate interest in the public sector to drive development of SCAP for 
unified communications

• Generate interest in the vendor community to drive development of SCAP for 
unified communications

• Explore avenues for fostering integration with National Checklist Program (NCP)

Presenter
Presentation Notes
Reference architecture to include teleconferencing, video, voicemail, identity management, instant messaging, signaling, encryption
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Mapping Phase II
Resource Acquisition Plan

• Leverage ISAlliance assets and project participants to 
engage VoIP vendor community in Phase II

• Leverage ISAlliance and NIST assets to engage 
additional participation from both private and public sector 
organizations

• YOU!
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Mapping Phase II

Timeline & Schedule

• December, 2009 – Draft Scoping Document, 
schedule and plan for Phase II

• January, 2010 - Publish Phase I White Paper

• September, 2010 – Defined Deliverable Due
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Request the White Paper

Please provide a business card to any 
member of the VoIP Project Leadership 

Team 
or email bfoer@isalliance.org

to request a free copy of  
Application of SCAP to Secure 

Unified Communications

mailto:bfoer@isalliance.org
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