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Abstract:   The presentation will discuss how to bring order (in the form of standards!) to the chaotic world of logging. It will give a brief introduction to logs and logging and explain how and why logs grew so chaotic and disorganized.  Next it will cover why log standards are sorely needed.  It will offer a walkthrough that highlights the critical areas of log standardization.  Past failed standards will be looked at and their lessons learned.  Finally, current logging standard efforts will be presented briefly.






Outline

You've heard about the solution ...
... how comes the problem:
 World of logs today

— Log chaos? Why? Why order is sorely needed!

« Past attempts to bring order chaos!
— Why ALL failed?

e What does the future hold?
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Log Data Overview
What Logs? g s | From Where?
- Audit logs y o ~irewalls/intrusion prevention
- Transaction logs « Routers/switches
= Intrusion logs = [ntrusion detection

Servers, desktops, mainframes
Business applications

= Connection logs
= System performance records
= User activity logs

= Various alerts and other
messages

Databases T
11 .|'.: .':;
Anti-virus

VPNs
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I did mention security data, events, etc on the previous slides. But what am I really talking about?

In other words, what do we LOG and MONITOR?



What is  called “security data” in this presentation consists of various audit records (left), generated by various devices and softwares (right). It should be noted that business applications also generate security data, such as by recording access decisions or generating messages indicative of exploitation attempts.




From Log Analysis to Log
Management
Threat protection and discovery
Incident response

Forensics, “e-discovery” and litigation
support |4

Regulatory compliance and audit

Internal policies and procedure
compliance

IT system and network troubleshooting |
IT performance management g
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All those require quick and intelligent access to logs!



SECURITY + OPS + COMPLIANCE 


Log Chaos | - Login?

<18> Dec 17 15:45:57 10.14.93.7 ns5xp: NetScreen
device id=ns5xp system-warning-00515: Admin User netscreen

has logged on via Telnet from 10.14.98.55:39073 (2002-12-17
15:50:53)

i Juniper

st Sustins  <57> Dec 25 00:04:32:%SEC_LOGIN-5-
. LOGIN_SUCCESS:Login Success [user:yellowdog]

[Source:10.4.2.11] [localport:23] at 20:55:40 UTC
Fri Feb 28 2006

. <122> Mar 4 09:23:15 localhost sshd[27577]: Accepted password for
kyle from ::ffff:192.168.138.35 port 2895 ssh2

/3 <13> Fri Mar 17 14:29:38 2006 680 Security SYSTEM User
M7 Failure Audit ENTERPRISE Account Logon

Logon attempt by: MICROSOFT_AUTHENTICATION_PACKAGE_V
1 0 Logon account: POWERUSER
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Notice even though each of these examples are from different sources, all have the fabulous five data:  

Time

Sending machine

Sending process or program

Severity

Message 




Log Chaos Il - Accept?

messages:Dec 16 17:28:49 10.14.93.7 ns5xp: NetScreen
device _id=ns5xp system-notification-00257(traffic): start_time="2002-12-

i Juniper’

g 16 17:33:36" duration=>5 policy id=0 service=telnet proto=6 src
zone=Trust dst zone=Untrust action=Permit sent=1170 rcvd=1500
src=10.14.94.221 dst=10.14.98.107 src_port=1384 dst_port=23 translated
Ip=10.14.93.7 port=1206

Check Point

Apr 6 06:06:02 Checkpoint NGX
T SRC=Any,DEST=ANY,Accept=nosubstitute,Do Not
wseamrememee  LOQ, INStallspyware, lieonyourtaxes,orbetteryet,dontpaythem

LSLLSUTELS  \ar 6 06:06:02 winonasu-pix %P1X-6-302013: Built outbound TCP
connection 315210 596 for outside:172.196.9.206/1214
(172.196.9.206/1214) to inside:199.17.151.103/1438
(199.17.151.103/1438)

Eid Security Warrior Consulting
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You network pedigree devices each has their own format


Log Chaos Everywhere!

No standard format

—No standard schema, no level of details
No standard meaning

— No taxonomy

No standard transport

No shared knowledge on what to log and how
No logging guidance for developers

No standard API / libraries for log production

Security Warrior Qonsulting
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Log = message generated by an IT system to record whatever event happening 

Log format = layout of log messages in the form of fields, separators, delimiters, tags, etc

Log syntax =  fields and values that are present in logs

Log taxonomy = a taxonomy of log messages that categorizes log messages and codifies their meaning

Log transport = a method of moving logs from one system to another; typically a network protocol




Result?

%PIX|ASA-3-713185 Error: Username too long -
connection aborted

%PIX|ASA-5-501101 User transitioning priv level
ERROR: transport error 202: send failed: Success

sles10sploes oesaudit: type=CWD
msg=audit(09/27/07 22:09:45.683:318)
. cwd=/home/userl

Security Warrior Qonsulting
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Thx to Tina and Marcus for the above examples


More results?

userenvl|error] 1030 RCI-CORP\wsupx No
description available

Aug 11 09:11:19 xx null pif ? exit! O

Apr 23 23:03:08 support last message repeated 3 times
Apr 23 23:04:23 support last message repeated 5 times
Apr 23 23:05:38 support last message repeated 5 times

Security Warrior Qonsulting
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But This ... This Here Takes
The Cake...

1. Logging usernames AND passwords to
“debug” authentication (niiiice! ©)

2. Logging numeric error codes — and not
having documentation ANYWHERE

3. Logging chunks of source code to
syslog (care to see a 67kB syslog
message? ©)

Eis Security Warrior Consulting
e Dr. Anton Chuvakin
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“The general rule of thumb is any information that is intended to be kept confidential should never be logged, certainly not in it’s clear text form but not even in their encrypted form.”�




Chaos2order: Why Logging
Standards?

« Common language

« Easier to report on logs and explain the
reports

 Deeper insight into future problems
e Easier system interoperability
« Common logging practices

« Easier to explain what i1s in the logs to
management and non-IT people

Security Warrior Qonsulting
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Common language so that people and systems understand what is in the logs

Easier to report on logs and explain the reports

Deeper insight into future problems as indicated by the log data

Easier system interoperability leading to reduced cost and complexity

Common logging practices simplify audits and compliance

Easier to explain what is in the logs to management and non-IT people



Benefits

While the oil pipeline and financial industry examples below demonstrate some of the benefits brought about by adopting an event standard, there are several more advantages:

Easier Regulatory Compliance Efforts – CEE simplifies the task of establishing and maintaining of various compliance standards that incorporate audit or security guidelines, including PCI DSS, SOX, HIPAA, FISMA, ISO27001, ITIL, COBIT, GLBA and others.

Improved Monitoring and Awareness – A log standard allows companies to more easily monitor their product lines and identify problems. Just think, one standard could be used to handle everything from recordings of financial transactions to workflow monitoring to operational troubleshooting, improving overall awareness, and allowing inefficiencies to be quickly identified and corrected.

Improved Security Awareness – CEE represents a large component of the “Monitor and Evaluate” portion of the COBIT structure and supports many of the management procedures present in the ITIL framework. Additionally, many organizations feed their logs to security analysis engines, such as SIMs, for data mining and correlation purposes.

De facto Standard for Inter-organization Communication – With every device supporting the same event log standard, there is instant interoperability potential for devices deployed across multi-national enterprises and governments.

Improved Code Reuse – Developers and vendors can use a single log library to support all CEE-compliant logs. The community can develop and support a single library API instead of re-architecting the log framework for each new device version; the current usage of log message dictionaries would no longer be required.

Vendor and Device Agnostic – Established log management infrastructures rely on the logs generated by several chosen devices, essentially locking the customer into the use of those products. The purchasing of replacements or upgrades requires a costly testing and process overhaul to even maintain an equivalent level of awareness. CEE frees customers from product dependency, enabling new devices to be quickly integrated into the current environment. 

Reduced IT and Security Operations Costs – With a standard set of information, operations centers will not require auditors and operators to be trained in interpreting messages in product-specific languages. Fewer operators can be leveraged to manage more systems.

Log Message Internationalization – Standard expressions result in unambiguous interpretation. Instead of vendors needing to individually produce and maintain libraries of international log messages, CEE allows for a single application to more easily translate any CEE-compatible log record.


What Becomes Possible?

o All those super-smart people at SIEM
vendors can stop parsing and start
analyzing
— What the events mean? Consequences?

Actions? Maybe even prediction?

 Different systems can mitigate
conseguences of each others’ failures

 We can finally tell the developers “what
to log?” and have them “get it!”

Security Warrior Qonsulting
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Various Logging Standards
by Type

Log format

— Example: Syslog, a non-standard standard
— Example: IDMEF, a failed standard

Log contents

— No standard to speak of: logs = trash can
because application developers dump what
they want there (and how they want!)

Log transport
— Example: Syslog (TCP/UDP port 514)

Logging practices / recommendations
— Example: NIST 800-92 (for security only)

Security Warrior Qonsulting
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Log = message generated by an IT system to record whatever event happening 

Log format = layout of log messages in the form of fields, separators, delimiters, tags, etc

Log syntax =  fields and values that are present in logs

Log taxonomy = a taxonomy of log messages that categorizes log messages and codifies their meaning

Log transport = a method of moving logs from one system to another; typically a network protocol





Audit log = log recorded with the goal of future verification of the fact of this event occurring, opposite: alert log

Alert (alert or alarm log) = log recorded with the goal of taking an immediate action upon receiving it, opposite: audit log 



Also:



What is Taxonomy?

“The science of naming and classifying […]“

“The theories and techniques of naming, describing, and classifying […]”

“A taxonomy is a hierarchical data structure or a type of classification schema made up of classes […]“

“A classification of […] into groups based on similarities of structure or origin, etc”






Old, Dead and Vendor Log

Standards
Old, mostly dead Vendor “standard”
standards: efforts:
 CIDF — DARPA - CBE - IBM
(became IDMEF) « WELF - Webtrends

 IDMEF — IETF (never « CEF - ArcSight
adopted by anybody) . QLF — elQnetworks

« CIEL — MITRE e SDEE - Cisco+
(cancelled early)

« XDAS — Open Group

Security Warrior Qonsulting
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Prior Efforts

There have been several previous attempts at developing event and log interoperability standards. For one reason or another, these efforts have not been successful in achieving industry support, some where too academic, while others were too narrowly focused. Some of the more notable efforts are highlighted below:

CIDF – The Common Intrusion Detection Framework was sponsored by DARPA and defined the Common Intrusion Specification Language (CISL) [3]. CISL was proposed in 1999 and used English-like sentence expressions and syntax trees in order to represent intrusion events. The CIDF effort was later merged in with IDMEF.

IDMEF – The Intrusion Detection Message Exchange Format is an IETF effort that followed CIDF. IDMEF [6] was designed to enable the communication of intrusion events observed by IDS devices, and consists of two entities: a syntax expressed in XML and the transport protocol (IDXP). First proposed in 2002, the most recent update occurred in 2004 and is supported by a very limited number of intrusion detection products. It also suffers from a narrow focus on intrusion event, thus unsuitable for audit logging and system troubleshooting logging.

CBE – The Common Base Event [2] model is a standard, led by IBM, that defines an XML event syntax. CBE is described as a “common language to detect, log and resolve system problems” [11] and is supported by several Tivoli products with the goal of achieving autonomic computing. After the public release of the specification and partnering with Cisco in 2003, CBE is still actively being maintained but has yet to have any noticeable industry impact, even across IBM’s own product lines.

SDEE – Security Device Event Exchange [7] was developed by the ICSA Labs and the Intrusion Detection Systems Consortium (IDSC). The SDEE XML syntax is built on the SOAP transport and appears to be only supported by Cisco. Since its introduction in 2003, there has been little done to update and support this effort.

CEF – The newest foray (September 2006) into the event syntax standards selection is the Common Event Format [1] from ArcSight. A CEF message is comprised of delimited plain text strings with optional sets of key-value pairs. It is relatively simple to generate and parse, and is transport independent. CEF is the preferred communication method of ArcSight products, such as the Enterprise Security Manager (ESM), and is supported by several other products.

WELF – The WebTrends Enhanced Log file Format [8] is similar to CEF in that it is not bound to any specific transport and represents log data using plaintext, key-value pairs. WELF consists of four required and twenty optional syntax fields limited to expressing firewall, VPN, and other simple network-based events.


Example: IDMEF

<?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE IDMEF-Message PUBLIC "-/[IETF//DTD RFC
XXXX IDMEF v1.0//EN” "idmef-message.dtd">

<IDMEF-Message version="1.0">

<Alert ident="abc123456789">

<Analyzer analyzerid="hg-dmz-analyzer62">
<Node category="dns">
<location>Headquarters Web Server</location>
<name>analyzer62.example.com</name>
</Node>

</Analyzer>

Security Warrior Qonsulting
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<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE IDMEF-Message PUBLIC "-//IETF//DTD RFC XXXX IDMEF

v1.0//EN“ "idmef-message.dtd">

<IDMEF-Message version="1.0">

<Alert ident="abc123456789">

<Analyzer analyzerid="hq-dmz-analyzer62">

<Node category="dns">

<location>Headquarters Web Server</location>

<name>analyzer62.example.com</name>

</Node>

</Analyzer>

<CreateTime ntpstamp="0xbc72b2b4.0x00000000"> 2000-03-09T15:31:00-08:00</CreateTime>

<Source ident="abc01">

<Node ident="abc01-01">

<Address ident="abc01-02" category="ipv4-addr">

<address>192.0.2.200</address>

</Address>

</Node>

</Source>

<Target ident="def01">

<Node ident="def01-01" category="dns">

<name>www.example.com</name>

<Address ident="def01-02" category="ipv4-addr">

<address>192.0.2.50</address>

</Address>

</Node>

<Service ident="def01-03">

<portlist>5-25,37,42,43,53,69-119,123-514</portlist>

</Service>

</Target>

<Classification origin="vendor-specific">

<name>portscan</name>

<url>http://www.vendor.com/portscan</url>

</Classification>

</Alert>

</IDMEF-Message>




Outcome: Died of Old Age In
Obscurity

L essons learned:

* \When building a standard, think about
adoption

 Think about use cases, current and
hopefully future

o Complexity =/= broad use (the opposite!)
e Limit academic input ©

Security Warrior Qonsulting
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Example: WELF

WTsyslog[1998-08-01 00:04:11 1p=10.0.0.1
pri=6] id=firewall time="1998-08-01
00:08:52" fw=WebTrendsSample pri=6
proto=http src=10.0.0.2 dst=10.0.0.3
dstname=1.example.com
arg=/selfupd/x86/en/WULPROTO.CAB
op=GET result=304 sent=898

Security Warrior Qonsulting
et Dr. Anton Chuvakin
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WTsyslog[1998-08-01 00:04:11 ip=10.0.0.1 pri=6] id=firewall \ time="1998-08-01 00:08:52" fw=WebTrendsSample pri=6 proto=http \ src=10.0.0.2 dst=10.0.0.3 dstname=1.example.com \ arg=/selfupd/x86/en/WULPROTO.CAB op=GET result=304 sent=898 



WTsyslog[1998-08-01 00:04:12 ip=10.0.0.1 pri=6] id=firewall \ time="1998-08-01 00:08:52" fw=WebTrendsSample pri=6 proto=http \ src=10.0.0.2 dst=10.0.0.3 dstname=1.example.com \ arg=/selfupd/x86/en/CUNPROT2.CAB op=GET result=304 sent=853 



WTsyslog[1998-08-01 00:04:23 ip=10.0.0.1 pri=6] id=firewall \ time="1998-08-01 00:09:03" fw=WebTrendsSample pri=6 proto=http \ src=10.0.0.2 dst=10.0.0.3 dstname=1.example.com \ arg=/R510/v31content/90820/0x00000409.gng op=GET result=304 sent=2983 



WTsyslog[1998-08-01 03:02:03 ip=10.0.0.1 pri=6] id=firewall \ time="1998-08-01 03:06:43" fw=WebTrendsSample pri=6 proto=http \ src=10.0.0.2 dst=10.0.0.4 dstname=2.example.com arg=/ op=POST \ result=200 sent=2195 WTsyslog[1998-08-01 16:25:33 ip=10.0.0.1 pri=6] id=firewall \ time="1998-08-01 06:30:09" fw=WebTrendsSample pri=6 proto=http \ src=10.0.0.5 dst=10.0.0.6 dstname=3.example.com \ arg=/portal/brand/images/logo_pimg.gif op=GET result=304 rcvd=1036 �


Outcome: Lives Happily In
Oblivion ©

L essons learned:

 If you use something and like It, it does not
make It a standard

 If you go outside of intended use cases,
FAIL happens.

Security Warrior Qonsulting
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What Killed’em ALL?

Lack of adoption — BIG one!

e “Solution In search of a problem”
e “Overthinking” designers

e Standard complexity

« Emphasis on XML

 Vendors and their tactical focus (or
“marketing standards”)

 Narrow approach (e.g. just security)

Security Warrior Qonsulting
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“A case in point would be the IETF's terrible fruitless attempts to establish a standard on IPSEC (IP crypto) It only took something like 9 years. Those of us in the commercial world who needed solutions just went ahead and solved the problem for ourselves while the IETF kept arguing. “ (MJR)



“We were right, for what it's worth (damn little!) if the IETF had been an actual, effective standards body, we might have been able to accomplish the deprecation of TELNET, FTP, IMAP, etc, etc, or at least versions of those that did not support what we know now as TLS. “ (MJR)



“I think the IETF has been hijacked by the leftovers from the OSI standards committees. “ (???)






o

What Worked? NIST 800-92
Guide to Log Management

“This publication seeks to assist NIST Special Publication 800-92
organizations in understanding the need s oo
for sound computer security log U5 eparmentof oot

management. It provides practical, real-
world guidance on developing,

implementing, and maintaining effective Guide to Computer Security

log management practices throughout Log Management
an enterprise. “

Recommendations of the National Institute
of Standards and Technology
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… The guidance in this publication covers several topics, including establishing log management infrastructures, and developing and performing robust log management processes throughout an organization. The publication presents log management technologies from a high-level viewpoint, and it is not a step-by-step guide to implementing or using log management technologies.
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Pause ...

How we want the world of logding

to look like?
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Common Event Expression
(CEE)

CEE = Syntax + Vocabulary + Transport + Log Recommendations

| CEE I r K Common Event Ex ressmn Taxonomy
\ - To specl % event In a common
Log Recommendations - re r S n a O
L ) . gn ax
8' ut relevant data from
rec messa

EVENT  Understand Farse LOG = ommon o ranﬁg
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‘ Log Recommendations i q: ?Eé %\%ﬁents %rbd d&et\%”cses

Common Event Expression Impacts
- Log management capabilities
- Log correlation (SIEM) capabilities
- Device intercommunication enabling autonomic computing
- Enterprise-level situational awareness
- Infosec attacker modeling and other security analysis capability
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Brief history

Used to be called: Common Event eXpression :-)

Now called: Common Event Expression :-)

First conceived: discussions over 2004 about CIEL

Started unofficially: email conversations 8/2005

Started officially:  meeting 01/2007 





Solve the problem of “inconsistent log formats”, since “

there is no consensus in the security community as to the standard

terms to be used to describe the composition of log entries and files.

” (NIST Publication 800-92)






Conclusions: Future of Log
Standards

Log standard is sorely needed
— About 30 years of IT has passed by without it

CEE standard will be created; CEE
team has learned the lessons of others

CEE standard has a higher chance than
any standard to be adopted
— OK fine: “CEE standard will be adopted!” ©

Let’s get to work!
LogChaos must die! ©
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Questions?

Dr. Anton Chuvakin

Principal @ Security Warrior Consulting
Email: anton@chuvakin.org

Google Voice: 510-771-7106

Site: http://www.chuvakin.org

Blog: http://www.securitywarrior.org
LinkedIn: http://www.linkedin.com/in/chuvakin
Twitter: @anton_chuvakin

Eéd Security Warrior Consulting
®se” Dr. Anton Chuvakin
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More on Anton

Book author: “Security Warrior”, “PClI Compliance”,
“Information Security Management Handbook”, “Know
Your Enemy II”, “Hacker’s Challenge 37, etc

Conference speaker: SANS, FIRST, GFIRST, ISSA,
CSI, Interop, many, many others worldwide

Standard developer: CEE, CVSS, OVAL, etc

Community role: SANS, Honeynet Project, WASC, CSl,
ISSA, OSSTMM, InfraGard, ISSA, others

Past roles: Researcher, Security Analyst, Strategist,
Evangelist, Product Manager, Consultant
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