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Enterprise Security Management OverviewEnterprise Security Management Overview
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Scope of AuditScope of Audit--Data ManagementData Management

►Audit-Data  Management is one of 10 
Enterprise Security Management Functions

►Four Key Audit Functions


 

Capture Audit Data



 

Store Audit Data



 

Disseminate Audit Data



 

Control Audit Processes

–Direction to Devices

–Direction for Storage of Audit Data

–Direction of Dissemination of Audit Data

–Overall Management of Processes to Satisfy Users’

 

Needs for Audit Data
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Hierarchy of Hierarchy of 
EnterpriseEnterprise--Wide Management of Audit DataWide Management of Audit Data

Individual 
Devices

•

 

Part of LAN or Platform
•
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Detect Device Events
•

 

Capture Audit Data 
•

 

Hold Audit Data
•

 

Report Audit Data
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Hierarchy of Hierarchy of 
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Individual 
Devices

•

 

Part of LAN or Platform
•

 

Have Audit Capabilities
•

 

Detect Device Events
•

 

Capture Audit Data 
•

 

Hold Audit Data
•

 

Report Audit Data

Local Audit Node
•

 

Each Device Is Controlled 
by One Local Audit Node
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Hierarchy of Hierarchy of 
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Individual 
Devices

Local Audit 
Nodes (Tier-3)

•

 

Part of LAN or Platform
•

 

Detect Device Events
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Capture Audit Data 
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Hold Audit Data
•

 

Report Audit Data
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Directed by One Local Audit Node

•

 

Direct Auditing Devices •
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Detect Local Events
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Report Local Events
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Coordinate with Peers
•

 

Verify Audit Configuration
•

 

Receive Audit Data

 

from Devices
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Region- 
Organization 
Audit (Tier-2)

•

 

Plan & Direct Regional Audit Actions
•

 

Direct Sets of Local Audit Nodes
•

 

Coordinate with Peers (NetOps)
•

 

Verify Direction Compliance
•

 

Receive Event Reports
•

 

Retrieve Audit Data

•

 

Store Audit Data
•

 

Detect Regional Events
•

 

Report Regional Events
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Audit Capability Development

•

 

Receive Event Reports
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Store Event Data
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Detect CC/S/A & Enterprise Events
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Report Broad-Scope Events

Enterprise 
•

 

Plan & Direct Auditing Operations
•

 

Enterprise Audit Policy
•

 

Assess Audit Effectiveness

•

 

Audit Capability Requirements
•

 

Receive Reports
•

 

Federate with Other Enterprises
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Compilation of HighCompilation of High--Level RequirementsLevel Requirements

►Seeking Current Requirements Documents


 

Initial Allocation to Level Within Enterprise


 

Initial Identification of Policy Change Needs


 

Binning by Capability Area

►Ongoing Efforts:


 

Collection of Requirements


 

Identification of Conflicts


 

Identification of Needed Policy


 

Community Review & Feedback
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HighHigh--Level ArchitectureLevel Architecture

► Developing Operational and—later—Systems Architectures

► Building upon Functional Decomposition Audit Management from 
ESM Working Group

► Initial Top Level 
Operational 
Activity Model 
Drafted

► Ongoing Steps:


 

Increased Detail for 
Operational

 
Activity Model



 

Obtain Community 
Feedback



 

Refine Operational 
Architecture



 

Later: System Architectures for 
Selected Design Alternatives

A3: Capture Audit & Environment Data
Draft Operational Activity Model

Audit Data
Dissemination 
Instructions

Alert/Event Data

Raw
Data

Legend

Purpose:  Display decomposition of   
Capture Audit & Environment Data 
function. 

Scope: Portions of enterprise that 
collect audit data.

Viewpoint:  From an enterprise level
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TopTop--Level Model of EnterpriseLevel Model of Enterprise--Wide AuditWide Audit

Policy

Audit Needs
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HighHigh--Level Design of Enterprise Audit ComponentsLevel Design of Enterprise Audit Components

►Based on Requirements, Identifying “Trade Space” for 
Enterprise Audit Components


 

Cost to Implement, Cost to Operate, Training, Bandwidth …


 

Store at Local Level vs Store at Enterprise Level …

►Identifying Set of 
Alternative Designs 
for Audit Components


 

Management & Direction


 

Storage

►Upcoming Actions:


 

Flesh out design alternatives


 

Solicit community feedback

 
on trade-space & alternative 
designs.
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Concept of Operations (CONOPS)Concept of Operations (CONOPS)

►Explanations of How to Use

►Addresses Non-Materiel Aspects


 

Procedures

►Anticipating a Family of CONOPS


 

Separate CONOPS for distinct Roles


 

Separate CONOPS same role at different Levels

►Upcoming Actions:


 

As Audit Components 
are Designed, Prepare 
CONOPS for Applicable

 
Roles & Levels

Examples of Likely CONOPS
•

 

Enterprise Audit Manager
•

 

Service/Agency Audit Manager
•

 

Audit Data Repository Manager –

 

Tier-3
•

 

Audit Data Repository Manager –

 

Tier-2
•

 

System Manager Audit Data Management
•

 

LAN Administrator Audit Data Management



16 27 October 2009

Schemas for Audit Data ManagementSchemas for Audit Data Management

►Schema for Audit Data


 

Common Event Expression (CEE)


 

Addresses:
–

 

Audit Events
–

 

Audit Records
–

 

Audit Logs


 

May be applicable to results of 
analysis of audit data.

►Schema for Directing Devices 
that Capture Audit Data


 

Common Command Language

►Other Schema …

Capture 
Audit Data

Capture 
Audit Data

Control 
Audit 

Processes
Direction

Pushed Audit Data

Pushed or 
Pulled 

Audit Data

Store 
Audit Data
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EnterpriseEnterprise--Wide Audit Data ManagementWide Audit Data Management

►Four Key Functions


 

Capture Audit Data


 

Store Audit Data


 

Disseminate Audit Data


 

Control Audit Processes
User Query

Capture 
Audit Data Users 

of 
Audit 
DataPushed or 

Pulled 
Audit Data

Direction

Control 
Audit 

Processes

Pushed Audit Data

Users’ Needs for Audit Data

Disseminate 
Audit Data

Store 
Audit Data

Policy

►Ongoing Efforts are Addressing:


 

Requirements & Policy


 

Architectures & Design Alternatives
Variety of Trade Spaces
Allocation of Functions to Tiers of the Enterprise



 

Family of Concept of Operations
CONOPS by Role and Organizational Level



 

Schema for Standard Data Flows
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