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Acronyms

CCE

Common Configuration Enumeration

CPE

Common Platform Enumeration

CVE

Common Vulnerabilities and Exposures

CVSS

Common Vulnerability Scoring System

FIPS

Federal Information Processing Standard

FISMA

Federal Information Security Management Act

NIST

National Institute of Standards and Technology

NVD

National Vulnerability Database

OVAL

Open Vulnerability Assessment Language

SCAP

Security Content Automation Protocol

XCCDF

eXtensible Checklist Configuration Description Format

XML

Extensible Markup Language

Legal Disclaimer — Information contained herein is available via the internet
and provided without warranty. Technologies referenced may have
trademarks and or copyrights belonging to their corresponding owners.




We'neaaibirnglkbogibatdhin’ bad
Gapspliance Management here.

FISMA

v
SP 800-53

!

SP 800-68 . : Guide

!

Finite Set of Possib

Compliance
Management

Configuration
Windows —> XP Management

OS or Version/
Application Role




XCCDF & OVAL for Makvpdiance




The OVAL language

= A collection of XML schema for representing
system information, expressing specific

machine states, and reporting the results of
an assessment.!

L. http://oval.mitre.org/




Malware Example

When executed, the worm copies itself as the following files:
%System%\jushed.exe
%System%\java2l.exe
%Windir%\jvm.exe

It then creates the following files, which are copies of
packed.Generic.238:

%System%\SKYNET[RANDOM LETTERS].dII
%System%\SKYNET[RANDOM LETTERS].dII
%System%\drivers\SKYNE[RANDOM LETTERS].sys

It creates the following clean files:
%Windir%\java.ini
%System%\SKYNET[RANDOM LETTERS].dat
%System%\SKYNETlog.dat




Malware Example

It then creates the following registry entries so that it runs every
time Windows starts:

HKEY_ CURRENT_ USER\Software\Microsoft\Windows
\CurrentVersion\Policies\Explorer\Run
\"Windows Audio Services" = "%Windir%\jvm.exe"
HKEY_CURRENT_USER\Software\Microsoft\Windows

\CurrentVersion\Run\"SunJavaUpdateSched10" =
"%System%)\jushed.exe"

HKEY_ CURRENT_ USER\Software\Microsoft\Windows

\CurrentVersion\Run\"Windows Audio Services" =
"%Windir%\jvm.exe"

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Active
Setup\Installed Components

\{151B67MA-E28T-45KF-0030-8801XS8WIF5J}\"StubPath"
= "\"%Windir%\jvm.exe\""




Using an XML editor to create

content
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Using the advanced MACE editor

to create content
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L Oval Document - ClUsers\dennis.dimant\Decuments\FightClub\windows_security_malware_testxml{medified)
Structure

| General Metadata | Criteria | Source

Oval 5.3 Definitions Document({C: \Users\dennis. dimant\Documents\f
Definitions(1)
vulnerabilit
©

Criteria

vi1) Definition criteria
Critefie
Tests(2) @ Criterion<oval:gov.g2.scadoop:tst: 1>
registry(2)
Objects(2)
registry(2)
States(2)
registry(2)

|| Definition Criteria Editor
Criteria

Definition criteria

n<oval:gov.g2.scadoop:tst: 1>
# Criterion<oval:gov.g2 scadoop:tst: 2>




Using the MACE wizard to create

content
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