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Agenda

= Current State

= Whatis SCAP, how Is it used?
= What's next?

How can you help?




Thoughts on Current State of Vulnerability
and Configuration Management

= Automation and communication is normally limited to a
single discipline - vulnerability, compliance, configuration, and
asset management remain compartmentalized

« Automation and communication usually occurs through
proprietary methods - therefore data sharing, analysis,
\ aggregation, etc. Is typically only possible within a product line

\} = Increasing number of mandates - means increasing number of

i \H frameworks, standards, regulations, guidelines, sometimes these
' ! documents conflict

B | = Relatively static number of security configurations

= Increasing number and complexity of vulnerabilities and
~ . threats




Security Content Automation Protocol -

CVE

| CCE

CPE

XCCDF

OVAL
CVSS

Common
Vulnerability
Enumeration

Common
Configuration
Enumeration

Common Platform
Enumeration

eXtensible Checklist
Configuration
Description Format

Open Vulnerability
and Assessment
Language

Common
Vulnerability Scoring
System

Standard nomenclature an
dictionary of security related
software flaws

Standard nomenclature and
dictionary of software
misconfigurations

Standard nomenclature and
dictionary for product naming

Standard XML for specifying
checklists and for reporting
results of checklist evaluation

Standard XML for test
procedures

d
Standard for measuring the
impact of vulnerabilities




Languages Metrics
Means of providing Risk scoring

Instructions framework

Community developed  « Community developed
Machine readable XML Transparent

Reporting

Representing security
checklists

Detecting machine state 1 e fa\ /:‘r ~NC
= Environmental ie? Wana C €
common platform enumeration

= Metrics
= Base
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Integrating IT and IT Security Throug' SC

Vulnerability Management

CVE

Misconfiguration

Asset
Management

Configuration
Management

Compliance Management
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What are we trying to achieve with SCAP?

Minimize Effort
S ) « Reduce the time and effort of manual assessment and

R A remediation

 Provide a more comprehensive assessment of system state

Increase Interoperability

 Enable fast and accurate correlation within the enterprise
and across organizations/agencies

 Shorten decision cycles by rapidly communicating:
e Requirements (What/How to check)
 Results (What was found)
« Allow diverse tool suites and repositories to share data

 Foster shared situational awareness by enabling and
facilitating data sharing, analysis, and aggregation

A
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Discovering security context (exposing disparate data stores and bringing together)

Examples – where have we realized success in these areas

--FDCC: one federal wide policy; machine readable; standardized input/output





Interoperability

SCAP helps remove technical barriers that hinder commerce

SCAP practitioners acquire a portable skill set that is applicable across organizations, vendors, and products

SCAP allows the scope of situational awareness to span system boundaries

SCAP fosters a shared understanding across communities of interest






What are we trying to achieve with SCAP?

b

Economy of scale and reuse
SCAP security content can be developed once and used
by many
National Checklist Program: publishing standardized
content

Speed
Rapidly identify vulnerabilities and improperly

configured systems, communicate the degree of
associated risk, and take appropriate corrective action
Zero day malware detection
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IAVM publication

Zero Day Scenario – system artifacts, evidence collection, notification

Economy of Scale/Reuse

EXAMPLES HERE



SCAP creates shared overhead in the creation and maintenance of data streams

SCAP enables commoditization of security data products

SCAP reduces the cost of entry for small business

SCAP allows product vendors to focus on innovation and products to be differentiated based on price, performance, service and features



Repeatability

SCAP validation seeks to achieve repeatable results from different products using the same SCAP data stream, allowing streamlined procurement.

SCAP product compatibility reduces reliance on a single vendor


Current SCAP Use Cases

* Vulnerability Management — detect, prioritize, and remediate
vulnerabilities (software flaws) on a system

« Configuration Verification — determine whether system configuration
settings comply with organizational policies

e Patch Compliance — determine whether appropriate patches have

\ been applied on a system

e System Inventory — identify products installed on the system (e.g.,
hardware, operating system, and applications)

3 \* Malware Detection — detect presence of malware on a system
| «Zero day signature building for consumption by SCAP
validated products
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Malware detection is being discussed in one of the G2 presentations




Using SCAP

= Define the computing environment, architecture,
components, related threats, vulnerabilities, and metrics, and
appropriate security baselines consistent with industry
recommended practices (NIST impact levels, vendors,
providers, and VoIP/IT Healthcare/cloud/validation standard

bodies)

= Collaborate with vendors and providers to
configuration guides that meet the genera
requirements and industry recommended

=\ = Work with configuration tool vendors to su
.\ configuration guide in SCAP

produce
security
practices

pport the

Leverage validated tools as part of the SCAP program
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Challenges in Cloud Computing Environment

b

= Complex hosted infrastructure

= Composition of diverse technologies, e.g., compute, storage,
network, virtualization, OS, services, applications, and data

Dynamic hosted environment and dynamic workloads

Security transparency in multi-tenancy and internationally
hosted environment

Express security service level requirements
Compliance and governance




SCAP Cloud Use Case

= SCAP in the laaS, PaaS, and SaaS environment
= Manage the asset inventory, e.g., compute, storage, services, etc.
=« |dentify and manage the vulnerabilities and configurations
= EXpress security policy and higher level framework compliance
= Assess the components in the stack

\ » SCAP across diverse clouds

= EXpress security level agreements for dynamic hosted environments
« Encapsulate dynamic workloads

= Assess and measure the hosted platforms according to the security
requirements




What has SCAP accomplished?

At Present

« Fully functional, broadly tested security protocol with applicability in vulnerability
and technical compliance management

= High level benefits of interoperability, repeatability, uniform decision material,
uniform reporting format

» Self-documenting compliance

= Currently delivers:
= Repeatable assessments and uniform reporting - OMB’s FDCC
\ » Standardized software flaw and impact measurement - PCI DSS v1.2

...significantly and positively affecting both public and private sectors

!"1At Our Current Trajectory
= All of these things set the stage for significant security automation
' Build actuarial data for information security

“u . Net effect of which will be enhanced security posture, delivered in less time and
S with less expense




®
National Checklist Program Website

U.S. Government repository of publicly available security checklists

- 129 checklists currently published on the website

- 17 SCAP-expressed checklists

. Additional SCAP-expressed checklists planned for FY2010
\ - Checklists cover 178 products ...

. Checklist contributors include
. Government organizations
- Vendors T
\ . Non-profit organizations e

Froiel ColSearyl b

------
Checklist Results
Targst Pradusi Produst Calegury  Asiharfty  Publication Dwis Thechind Hems ( Yemees | Amsaurces


Presenter
Presentation Notes
Announcement forthcoming from Microsoft, DISA regarding publication of SCAP-expressed checklists and content


DHS National Cyber Security DMﬂunfUS—ﬂEH‘I‘ } A . .“:"ra"' i i ¥/ Naiional Instituie of
J ’ ey Standards and Technology

National Vulr'ler*’"“ 31l --abase

automating vulnerability manage' ent, secarity mear.u?ﬂn'ien‘t;and compliance checking

National Vulnerability Database

- NVD is the U.S. government repository of public
vulnerability management information.

\ - XML data feeds for SCAP reference data
\ . Used by government, industry and academia

. » 39,000 CVE entries with the NVD Analysis Team evaluating
%, over 6,000 vulnerabilities a year
*\ Product dictionary containing 18,000 unique product names

~«CCE to 800-53 control mapping data feed

| i [
[k ] 'ﬂ‘ £

s Spanish and Japanese language translations
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http://checklists.nist.gov




SCAP Validation Program Status

As of 21 October 2009,

i Lumension
«10 Accredited labs %E?fﬁic, e
Validated Products McAfee’
21 vendors o BIGFIX
«28 prOdUCtS gr— ATLANTIC
89 capabilities-based m Transforming, ¢ EXEEEIE. Iﬁtzainh}gr:ager ’ e
validations T Monzzamant fynan

»17 standards-based
 validations
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http://www.thegideongroup.com/
http://www.lumension.com/
http://www.mcafee.com/
http://www.ncircle.com/
http://www.netiq.com/
http://www.shavlik.com/
http://www.symantec.com/
http://www.tenablesecurity.com/
http://www.threatguard.com/
http://www.triumfant.com/
http://www.bigfix.com/
http://www.ca.com/

DRAFT SCAP/Validation Roadmap

2010 - SCAP 1.0
= SP 800-126 and IR 7511 rev 2
= Content Validation

2011 -SCAP 1.1

= SP800-126 rev 1 and IR 7511 rev
3

= OVALS.6

2012 - SCAP 1.2

s SP800-126rev2 and IR 7511 rev 4

= OVAL5.X OS and application
support

Digitally trusted content
. .= Remediation Validation Program

2013 - SCAP 1.3

SP 800-126 rev 3 and IR 7511 rev 5
Digitally trusted reporting
SCAP Remediation

2014 SCAP 2.0

SP 800-126 rev 4 and IR 7511 rev 6
First major revision of SCAP

XCCDF 2.0

OVAL 6.X

Expanded remediation capabilities
Expanded product naming capabilities

2015 - SCAP 2.1
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®
Process Formalization

m "
® Oa ap Update "‘H\ Ceadicn gl e
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List \‘J_H"W \"-, raf 2 in ks

Vendor and GOTS

Software Development L
Planning

.Predictable Validation Cycle
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Where are we going, what are we going to do?

e Formalize SCAP development lifecycle
Address additional security domains and functions
Remediation
Auditing and events
SCAP within cloud computing/virtualization
Software assurance
Metrics
Evidence-based approach to security decision making
Automated methods of collecting security measurements
Establish an SCAP Content Validation Program
| Enterprise SCAP
\ *Trusted content
'a \ Compliance Reporting
-- merging specifications (e.g., OCIL, OCRL, CCSS,
| \VISS)
L » SE@curity ontologies
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SCAP development lifecycle will provide a roadmap regarding future releases of SCAP, allowing the SCAP community to have greater visibility into the process.

Currently developing white paper and draft specifications related to enumerations/languages required to support remediation actions

Currently researching opportunities for automation within the audit/event realm

NIST is actively exploring cloud technologies, forging a definition that accurately defines the characteristics of a cloud and developing recommendations for security within the cloud and within virtualized environments.

Longer-term SCAP initiatives may include researching automation within software assurance (pre-compilation)



  

EMERGING SPECIFICATIONS:

OCIL – Open Checklist Interactive Language

OCRL – Open Checklist Reporting Language

CCSS – Common Configuration Scoring System

CMSS – Common Misuse Scoring System

Emerging specifications are deemed to have some degree of utility and are prospective candidates for inclusion in SCAP or some other content automation initiative.  Consideration for inclusion or adoption within SCAP only occurs when there is significant uptake/adoption of the specification, a reference implementation is available, the specification has been vetted and has a high degree of stability and other factors indicate that a high degree of maturity exists.



Security Ontologies – explore use of RDF/OWL, use of reasoning/inferencing…  We have selfish interests here – need to achieve greater efficiences in making assertions of applicability for CVEs during our NVD analysis work. 


What do we want folks to do?

e |T Vendors

e Produce checklists in SCAP and submit to National
Checklist Program

 Produce CPE, CCE, and CVE’s for your products
 Produce vulnerability alerts using SCAP

\  Buy and use SCAP Validated products

§  Engagement and feedback, e.g., healthcare, smart grid,

b

VolIP, cloud computing, etc.
Innovate, e.g., energy saving, performance, etc.
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Conference Special Recognitions:

- A special thanks to our conference partners at NSA, especially Paul Bartock and Dan Schmidt who are track-leads for this conference.  Also a special thanks to Tony Sager and Marcia Weaver for their support in this year’s conference.

- A special thanks to Terry Sherald, Ricki Vanetesse, and Dave Hoon of DISA for their efforts in making SCAP a reality from DISA FSO.

 A special thanks to our other track leads:

Paul Bartock, track lead for SCAP

Dan Schmidt, track lead for DoD Security Automation Strategy and Activities

- George Saylor, track lead for Computer Network Monitoring, Audit, and Logging 

- Ron Knode, track lead for Cloud Computing

- Kevin Stine, track lead for Health IT, FIPS, Compliance Frameworks

Barry Foer, track lead for VoIP

Dave Waltermire, track lead for SCAP Technical track

-A special thanks to the team from MITRE Corporation for hosting the tutorials on Monday and the workshops on Thursday.

 -A special thanks to the University of Texas at Dallas for contributing to ontology research



Special Thanks:

Special Thanks to Angela Orebaugh for organizing the track leads and putting together the materials for our conference.

Special thanks to John Banghart for MCing the plenary sessions.

Special thanks to Liz and Shannon from FBC, Inc. for coordinating the vendor expositions and registration.

Special thanks to Kathy Kilmer and Teresa Vicente for coordinating the logistics of the conference.

Special thanks to Murugiah Souppaya who works tirelessly behind the scenes to synthesize the many projects across security automation.

 


Resources

SCAP Homepage: http://scap.nist.gov

SCAP Validation Tools: http://nvd.nist.gov/scapproducts.cfm
SCAP Validation Homepage: http://nvd.nist.gov/validation.cfm
National Checklist Program: http://checklists.nist.gov

National Vulnerability Database: http://nvd.nist.gov



http://nvd.nist.gov/scap.cfm
http://nvd.nist.gov/scapproducts.cfm
http://nvd.nist.gov/validation.cfm
http://nvd.nist.gov/
http://nvd.nist.gov/
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