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The Bad Guys

Hacktivists

Industrial Spies and
Organized Crime

Terrorists
National Governments

New Tools and Technology



Changing Attack
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The Good Guys
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Fighting the Bad Guys

© Standards

— Good: FISMA
— Bad: FISMA Not Evolving

© Best Practices

— Good: FDCC

— Bad: FDCC Not Changing with Current Threats
© Regqulations

— Good: FFIEC, FACTA Red Flag, SB1386

— Bad: SB1386 not Adopted Federally
© Making Security Real

— SCAP, EMAP
— Incidents are Influencing Controls (RSA|
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Ecosystem Focus

Information Sharing

Tracking Down Criminals

Better Technology Integration

Eliminating Consumer Responsibllity

Education
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Security Ecosystem

© Security ecosystem

IS necessary endors Vel
NAUSHIES

© Bad guys work in an
ecosystem

© Good guys need
better collaboration
and focus
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