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Focus Area: Technology

In this section youll find resournces relating (0 soflwisrg Securily Madsu rment, Swh
research and development, and Swi basting and diagrostic tools.
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Comman Weakness Enumrmtion: A dictionary of common soffware wbaknesses
Common Atteck Patterns Enumeration and Classification: A tasonomy of attasck pattenns

Setyurity Mapsyuremant: A white piger published by Practical Safware ond Syilems
Med remaent

Fadaral Man fer Cybar Security and Infermation Assuranos Research snd Developrmant:
Awailable for download on the Kational Coordination Office for Networking and Information
Techrology Research and Developmaent site.

The Data & Analysis Center for Software

RELATED WORKING QROUMS

Eforts of these working groups fall within this foous area:

& Technology, Tools and Product Evaluation Wosking Group
= Measurarment Working Group
= Mabware Working Group
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ISO/IEC JTC 1/SC 22/WG 23, ISO 24772
Programming Language Vulnerabilities

The Problem:

* Any programming language has constructs that
are imperfectly defined, implementation
dependent or difficult to use correctly.

* As aresult, software programs sometimes
execute differently than intended by the writer.

* In some cases, these weaknesses can be
exploited by hostile parties, or can lead to failure
In anticipated environments.

— Can compromise safety, security, privacy,
dependability or other critical properties.

— A vulnerability in any program can be used
as a springboard to make additional attacks
on other programs.



ISO/IEC JTC 1/SC 22/WG 23, ISO 24772
Programming Language Vulnerabilities

Vulnerability Template:
* The major portion of Technical Report describes
vulnerabilities in a generic manner, including:
— Brief description of application vulnerability

— Cross-reference to enumerations and other
classifications, e.g. CWE

— Description of failure mechanism, i.e. how
coding problem relates to application
vulnerability

— Applicable language characteristics
— Avoiding or mitigating the vulnerability
— Implications for standardization

* Annexes will provide language-specific treatments
of each vulnerabillity.



Example Description

6.17 Boundary Beginning Violation [XYX]
6.17.1 Description of application vulnerability

A buffer underwrite condition occurs when an array is
Indexed outside its lower bounds, or pointer arithmetic
results in an access to storage that occurs before the
beginning of the intended object.

6.17.2 Cross reference
[Cross references to CWE, JSF, MISRA, CERT, etc.]



Continued...

6.17.3 Mechanism of failure

There are several kinds of failures (in some cases an
exception may be raised if the accessed location is
outside of some permitted range):

B A read access will return a value that has no
relationship to the intended value, e.g., the value of
another variable or uninitialized storage.

B An out-of-bounds read access may be used to obtain
Information that is intended to be confidential.

B A write access will not result in the intended value
being updated and may result in the value of an
unrelated object (that happens to exist at the given
storage location) being modified.

B \When the array has been allocated storage on the
stack an out-of-bounds write access may modify
Internal runtime housekeeping information (e.g., a
functions return address) which might change a
programs control flow.



Continued...

6.17.4 Applicable language characteristics

This vulnerability description is intended to be applicable to
languages with the following characteristics:

B Languages that do not detect and prevent an array
being accessed outside of its declared bounds.

B | anguages that do not automatically allocate storage
when accessing an array element for which storage
has not already been allocated.



Continued...

6.17.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the
following ways..

— Use of implementation provided functionality to automatically check
array element accesses and prevent out-of-bounds accesses.

— Use of static analysis to verify that all array accesses are within the
permitted bounds. Such analysis may require that source code contain
certain kinds of information, e.g., that the bounds of all declared arrays
be explicitly specified, or that pre- and post-conditions be specified.

— Sanity checks should be performed on all calculated expressions used
as an array index or for pointer arithmetic.

Some guideline documents recommend only using variables having an
unsigned type when indexing an array, on the basis that an unsigned type can
never be negative. This recommendation simply converts an indexing
underflow to an indexing overflow because the value of the variable will wrap
to a large positive value rather than a negative one. Also some language
support arrays whose lower bound is greater than zero, so an index can be
positive and be less than the lower bound.

In the past the implementation of array bound checking has sometimes
incurred what has been considered to be a high runtime overhead (often
because unnecessary checks were performed). It is now practical for
translators to perform sophisticated analysis that significantly reduces the
runtime overhead (because runtime checks are only made when it cannot be
shown statically that no bound violations can occur).



Continued...

6.17.6 Implications for standardization

e Languages that use pointer types should consider
specifying a standard for a pointer type that would
enable array bounds checking, if such a pointer is not
already in the standard.

6.17.7 Bibliography
[INone]



WG 23 Participants

e National Bodies * Language Standards
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ISO/IEC JTC 1/SC 27/WG 3, NWP
“Secure software development and evaluation under
ISO/IEC 15408 and ISO/IEC 18405

J__, 18]
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- The way how the CAPEC and related CWE taxonomies are to be used by
the developer, which needs to consider and provide sufficient and effective
mitigation to all applicable attacks and weaknesses.

- The way how the CAPEC and related CWE taxonomies are to be used by
the evaluator, which needs to consider all the applicable attack patterns and
be able to exploit all the related software weaknesses while performing the
subsequent AVA_VAN activities.

- How incomplete entries from the CAPEC are to be addressed during an
evaluation.

- How to incorporate to the evaluation attacks and weaknesses not included
in the CAPEC.




New Work Item Proposal
NP submitting
PROPOSAL FOR A NEW WORK ITEM

Date of prassntabon of proposal: Prig
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Natonal Bﬂd’f 150

A proposal for & new work item dhall be submitted 1o the dacratar
commities concemed with a copy to the IS0 Ceniral Secretariat

Presentation of the proposal
Title Secure software development and evaluation under ISOVEC 1Y

cope

ni the case where a targed of evaluaion (TOE) being evaluated, und|

B405, includes specific software portions, the TOE developer may {

| raliomabe for miligating softwane common atlack patlams ai

i the lates! revidion of the Commaon Altack Patbern Enurmaralion mfid

from hilp./‘capec. mitre. grgl. The developer's technical rationale is

mitsgation techniques, from architeciural properties to design leabure|
other means.

This Technical Report (TR) prevides guidance for the developar and|

CAPEC as a fechnical reference point during the TOE developmant

TOE secure software under ISOMEC 15408 and 18045, by addrossil

a)} A refinomant of the IS 15408 Altack Polential calculation lab

tha eniries contained in the CAPEC and their characterizatid

b} How the information for mitigating software comamon aftack |

used in an 15 15408 evaluation, in particulas providing guidal

attack patberns and weaknesses ars applicable to the TOE,

1. the TOE lechnology:

2. the TOE security problem definition;

3. the interfaces tha TOE axports that can bo usad by
4. the Altack Polential thad the TOE noeds to provide ¢

€] How the lechmecal rationale proveded by the davelopar Tor mi
patterns and related woaknessos is usod in the ovaluation of
devalopment of test cases.

d} How the CAPEC and related Common Waoaknoss Enumern
tha evalualor, who needs lo consider all the applicable attac]
specific related soltware weaknesses while perfomming the
[AVA_VAN) activities on the TOE.

@} How incomplete enfries from the CAPEC ane resobved during

1) How the evalualor's aback and weakness analysss of the TQ
waaknostoes nat yol documasnted in the CAPEC.

The TR also investigales specific elements from the 150 1EC 15024
Fu guidelines being developed in the TR within the context of 15 154

Determining attack potential for current CAPEC attacks

Having assigned in the above the corresponding attack potential contribution numeric values wrt all
the attack potential factors, summarized as follows, the CEM B.4.2.2 Annex section Table 4 “Rating
of vulnerability and TOE resistance” is ready to determine the attack potential for the CAPEC attacks
that are associated with specific CWE weakness(es).

Attack potential factor Value

The CAPEC attack “elapsed time” is deemed as “less than one day” 0

The CAPEC schema description “high® for its “Attacker Skill or Knowledge | 3
Required” at most 5 mapped only to the CEM B4.2.2 Annex section

“proficient persons” for its “specialist expertise” factor

The CAPEC schema description “high” for its “Attacker Skill or Knowledge | 3
Required” at most s mapped only to the CEM B4.2.2 Annex section
“restricted information concerning the TOE" for its “knowledge of the TOE"
factor

For those CAPEC attacks having related CWE weakness{es), their “windows | D
of opportunity” is deemed as “unnecessary/unlimited access”

The CAPEC schema description “Resources Required” at most is m:ppd 0
only to the CEM B.4.2.2 Annex section “standard equipment” for its “IT
hardware [software or other equipment” factor

Total 6 [which is the sum of

the above)

Since the total value due to all the attack potential factors is 6, the CEM B.4.2.2 Annex section Table
4 indicates that the attack potential for the CAPEC attacks that are associated with specific OWE
weakness(es) is "basic”.

Since an EALZ TOE must demonstrate resistance to attacks with a "basic™ attack potential in
accordance with the "Part 3: Securnity assurance components” of Common Criteria for Information
Technology Security Ev ersion 3.1, Revision 2, any TOE attempting to claim EALZ or higher
must address the CAPEC attacks that are associated with specific OWE weakness(es).
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]




Overview

e ISO/IEC JTC 1/SC 22/WG 23, ISO 24772
Programming Language Vulnerabilities

o |ISO/IEC JTC 1/SC 27/WG 3, NWP
Common Criteria TOE “update”

e SC 27 WG 1, 1ISO 15026
e OMG Systems Assurance Task Force




ISO/IEC 15026: A Four-Part Standard

 Planned parts:

15026-1: Concepts and vocabulary (initially a TR2
and then revised to be an IS)

15026-2: Assurance case (including planning for the
assurance case itself)

15026-3: System integrity levels (arevision of the
1998 standard)

15026-4:. Assurance in the life cycle (including
project planning for assurance
considerations)

 Possible additional parts as demand requires
and resources permit, e.g.
Assurance analyses and techniques
Guidance documents



ISO/IEC 15026: Examples of relationships among parts

processes, e.g

* Requirements
analysis

e Architectural
design

* Risk
management

* Measurement
» Verification
» Validation

Life cycle a

!

System integrity
levels

Claims

Uncertaint
bounas >

Evidence

Assurance
case




ISO/IEC 15026: Systems & Software Assurance
15026 Part 2: The Assurance Case (Claims-Evidence-Argument)

Claim

Argument ‘
Claim

_
Evidence /\

Sub-claim 1

Sub-claim 2

.

Sub-claim 3

S e I

N N VN
| Evidence | | Evidence | | Evidence |

ot

Argument
A

Sub-claim 4




ISO/IEC 15026: Systems & Software Assurance
15026 Part 2: The Assurance Case (Claims-Evidence-Argument)

Claim
Conclusion & its Uncertainty

. Related Consequences
& Uncetainty Limitations

Conditionality j

Argument

Combines Subordinates Yielding
Conclusion & Uncertain

Justification of Kind & Validity
. of Reasoning in Argument  :

Sub-Claim ] [ Evidence } Assumption ]

I & Probability True

coverage, significance,

Argument ] Nisaning, valy. ey, ‘Rationale for Assumption,
_relevance, & meaningfuiness Probability&its Uncertainty.

L‘ Evidence, etc. J
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OMG Systems Assurance Task Force
Claims-Evidence-Arguments Overview

Assurance Case

/

Claims (propositions)

/

Support of claims PreC|se expression of proposmons SBVR

Semantic
Ontology Business
(vocabulary) vocabulary
/ § Rules

Inferential support Ewdence Observable Facts

~ /

Collection of evidence

ARM Argumentation Metamoolel

THE UNIVERSITYW
ﬂd{) lard SAEM Software Assurance Evidence Metamootel

KDM Analytics KM knowledge discovery Metamodel



Support by ‘Substantial’ Reasoning

<

(probably)

grounds

Madality

CAE

Claims are assertions put forward

for general acceptance ' .
The justification for claim Stephen Toulmin, 1958

Is based on some grounds, the “specific facts about a
precise situation that clarify and make good for a claim”

The basis of the reasoning from the grounds (the facts) to
the claim is articulated. Toulmin coined the term “warrant”
for “substantial argument”. These are statements indicating
the general ways of argument being applied in a particular
case and implicitly relied on and whose trustworthiness is
well established”.

The basis of the warrant might be questioned, so “backing”
for the warrant may be introduced. Backing might be the
validation of the scientific and engineering laws used

Justification "y
’JI :'\\\

___A_'_/______IIZIIZZI"' """_'_‘I___________:::___,
g i - |
1 grounds H Lo N
: . : imuauw i
] 1 [N : : :
: Solution or sub-goals | | ! ol !
i 1 1 : : : 1
] [ 1 1

trategy



GSN: Safety Case for a Rallroad Signalling Scheme

Assumption 0.3

Assumption 0.1

Context 0.1

Safety Management
Systermn Implemented by
Competent Personne

Safe: Risks controlled
o ALARF & Meets
Defined Safety Targets G0

| Hew Rail Scheme Built
& Operated Safely

Sub-systems are in
accordance with TEls

Assumption 0.4

Context 0.2

Assumption 0.2

Mo Interruption to
Existing Ralway
Cperations

Enginesring Trains
already approved for use
on existing infrastructure

Motified Body Single
Paoint for Submissions for
Approval

Strategy 0
Argument based on
robust Safety
Managemsnt sysiem

Assumption 1.1

Zafety Feguirements

r— y |

Goal 1.1 Goal 1.2 Goal 1.4 Goal 1.5 are complete
Project Management Design & Construction Operations & Maintenance All Railway-level safety
procedures robust & procedures robust & procedures robust & reguirements met Assumption 1.2
implemented safely implemented safely implemented safely

All hazards can be

mitigated by mesting the
safety requirements

> O S )

Strategy 1 Justification 1

Source: UK Yellow Book Argument based o Yelow

development of safety
requirements

Facilitates requirement
to integrate sub-
system




Safety Cases Based on Assurance Cases —

Claims-Evidence-Argument in Use for <10 Years

Legend:
Green = Low Risk

|Ye||0w = Medium Risk |

I—b =*“Is solved by
—> = “In context of”

CAE
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Top-Level Claim

Ctx1
>
Context

VNN

Sub-Claim

Sub-Claim

Cims
Sub-Claim

Evi

Evidence

Ev3
Evidence

[N

>
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Note
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Assumption
A




Structured Safety Assurance tools
are commercially available
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What is Evidence ?

Evidence is data that supports certain claim
— Not assumptions, clarification or subclaims

Evidence can be diverse (various things may be produced as
evidence)

— Documents as evidence

— Test results as evidence (someone has to make the verdict)

— Measurement results as evidence

— Process, product

Evidence has provenance

— Source

— Evidence acquisition involves certain processes (reviews, testing,
analysis, etc.)

Evidence has “quality”

Evidence is stored in evidence repositories

Argument structure determines what evidence is acquired
— Also argument criticality determines evidence “quality”

Evidence can help partition arguments
— Evidence may provide context



The Assurance Case/Argument:
OMG Evidence and Claims/Arguments Standards
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Software Assurance Community:
Opportunities, and ltems to leverage
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Questions?
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