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Today Everything’s Connected — Like an Ecosystem

Your System is j
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Our Awareness of Cyber Threats Emerged Over Time

email propagation of malicious code

DDoS attacks

“stealth”/advanced scanning techniques

widespread attacks using NNTP to distribute attack

— binary encryption
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executable code attacks (against browsers)
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Applying Solution

email p%agation of malicious code
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Like Our Security Solutions - Networks Evolved

Each new solution had to integrate with the existing solutions

-->> every enterprise ends up learning as they go and has a
“unique” tapestry of solutions with “local practices”
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But A More Supportable
Solution Is Possible
with Standardized
Approaches and the
application of
Architecting Principles

S,

Making
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Architecting Security with Information
Standards for Commumtles of Interest
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CWE/CAPEC/
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Cyber Ecosystem Standardization Efforts

What IT systems do | have in my enterprise?

What known vulnerabilities do | need to worry about?

What vulnerabilities do | need to worry about right now?

How can | configure my systems more securely?

How do | define a policy of secure configurations?
How can | be sure my systems conform to policy?
How can | be sure the operation of my systems conforms to policy?
What weaknesses in my software could be exploited?

What attacks can exploit which weaknesses?

How can we recognize malware & share that info?

What observable behavior might put my enterprise at risk?

What events should be logged, and how?

How can | aggregate assessment results? .

CPE (Platforms)

CVE (Vulnerabilities)

CVSS (Scoring System)

CCE (Configurations)

XCCDF (Configuration Checklists)
OVAL (Assessment Language)
OCIL (Interactive Language)

CWE (Weaknesses)

CAPEC (Attack Patterns)

MAEC (Malware Attributes)
CybOX (Cyber Observables)

CEE (Events)

ARF (Assessment Results)



Standardization Efforts leveraged by the
Security Content Automation Protocol

What IT systems do | have in my enterprise? CPE (Platforms)

What known vulnerabilities do | need to worry about? CVE (Vulnerabilities)

What vulnerabilities do | need to worry about right now? CVSS (Scoring System)
How can | configure my systems more securely? CCE (Configurations)
How do | define a policy of secure configurations? XCCDF (Configuration Checklists)
How can | be sure my systems conform to policy? OVAL (Assessment Language)
How can | be sure the operation of my systems conforms to policy? OCIL (Interactive Language)
What weaknesses in my software could be exploited? CWE (Weaknesses)

What attacks can exploit which weaknesses? e CAPEC (Attack Patterns)

How can we recognize malware & share that info? e MAEC (Malware Attributes)

What observable behavior might put my enterprise at risk? RNV o) ¥ (&Y T d0] a1 ()

What events should be logged, and how? e CEE (Events)

How can | aggregate assessment results? e ARF (Assessment Results)



Standardization Efforts focused on mitigating
risks and enabling faster incident response

What IT systems do | have in my enterprise? * CPE (Platforms)

What known vulnerabilities do | need to worry about? EN&Y I )

What vulnerabilities do | need to worry about right now? RV (IS A Ay
How can | configure my systems more securely? e CCE (Configurations)
How do | define a policy of secure configurations? e XCCDF (Configuration Checklists)
How can | be sure my systems conform to policy? e OVAL (Assessment Language)
How can | be sure the operation of my systems conforms to policy? OCIL (Interactive Language)
What weaknesses in my software could be exploited? ERaVIH\EELGETN)

What attacks can exploit which weaknesses? CAPEC (Attack Patterns)

How can we recognize malware & share that info? MAEC (Malware Attributes)

What observable behavior might put my enterprise at risk? CybOX (Cyber Observables)

What events should be logged, and how? CEE (Events)

How can | aggregate assessment results? e ARF (Assessment Results)
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Mitigating Risk Exposures

Responding to Security Threats |
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Knowledge Repositories
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Knowledge Repositories
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Knowledge Repositories
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Knowledge Repositories
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Knowledge Repositories

CPE/OVAL

CVE/CWE/OVAL/
CVSS/CWSS

XCCDF/OVAL/
CCE/CCss

CAIF/IDMEF/IODEF/CVE/CWE/
OVAL/CPE/MAEC/CCSS/CWSS/
CEE/ARF

CVE/CWE/CVSS/
CPE/CWSS/
CAPEC/MAEC

CCE]
| LANNE

OVAL/XCCDF/ CVEICWE
CCE/CCSS/ OVAL/ ccss/ CVSS/ARF/ '
CCE/CCSS/ CCE/OVAL/CCSS
CPEIARE ARF OVAL/ARF/ CCE/CcCss/ OVAL/CWSS/ /
CCE CCE| e ARFICWSS/ XCCDFICPE/ XCCDF/CPE/
OVAL/CPE/ CAPEC/MAE CAPEC/CWSS/
XCCDF P MAEC/CEE
Operations Security Management Processes
e —— — — — — R —
INTERNET = = r
Router Web Application Database
Servers Servers Systems
DMZ
CCE ey 1 111 I REERANEY
CWE/CAPEC/ 1 1 T 1 | | 1
SBVR/CWSS/
MAEC DNS Mail Web Desktop Desktop Desktop Desktop
Server Server Servers Systems Systems Systems Systems
CWE/CAPEC/C CVEICWE/CVS
WSS/MAEC/O S/CCE/CCSS/O . .
ALIOGILIXCCD LIXCCDF/ “perational Enterprise Networks
—— !
F/CCE/CPE/AR CCE CCE
ISAFES/SACM IC/CWSS/CE E/CWE/CVSS/CCE/CCSS/OVAL/XCCDF/
ARF PE/CAPEC/MAEC/ICWSS/CEE/ARF

Development &
Sustainment
Security
Management
Processes

Trust

Management

Enterprise IT

Identity
Change Management

Management

Centralized Reporting

Enterprise IT Asset Management



Knowledge Repositories
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Knowledge Repositories
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Knowledge Repositories
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Ao Microsoft Security Bulletin M§10-071 - Critical: Cumulative Security Update for Internet Explorer (2360131) =

(L http:/ /www.microsoft.com /technet/security/Bulletin/MS10-071.mspx 17 v IR Google

Click Here to Install Siiverfight United States Change | All Microsoft Sites

Microsoft | TechNet [search prosor ong ] 23

TechNet Home TechCenters Downloads TechNet Program Subscriptions Security Bulletins Archive

Search for

JechNet Security
o~ TechNet Home > rity > Bulletins

e — Microsoft Security Bulletin MS10-071 - Critical
[Securkty Bulietin Search | Cumulative Security Update for Internet Explorer (2360131)

Ubnrv Published: October 12, 2010 Updated: October 13, 2010

Learmn

Downloads Version: 1.1

Support

General Information

Executive Summary

This security update resolves seven privately reported vulnerabilities and three publicly disclosed vulnerabilities in Internet
Explorer. The most severe vulnerabilities could allow remote code execution If a user views a specially crafted Web page
using Internet Explorer. Users whose accounts are configured to have fewer user rights on the system could be less
lmnactad than ucarc whn anacate with adminictrative ucac ciaohts
+ Yop of section

@ Frequently Asked Questions (FAQ) Related to This Security Update

Vulnerability Information

] Severity Ratings and Vulnerability Idg
aGre Vulnerability - CVE-2010-0808
- CVE-2010-3243

E AutoComplete Information Disclc
HTML Sanitization Vulnerabili
HTML Sanitization Vulnerabil - CVE-2010-3324
CSS Special Character Info ation Disclosure Vulnerability - CVE-2010-3325
ion Vulnerability - CVE-2010-3326
Anchor Element InformationfDisclosure Vulnerability - CVE-2010-3327
Uninitialized Memory Corruptipn Vulnerability - CVE-2010-3328
Uninitialized Memory Corruptiof Vuinerability - CVE-2010-3329
e Vulnerability - CVE-2010-3330

gility - CVE-2010-3331

Uninitialized Memory Corrug

Cross-Domain Information Disclos

B BB EEBBE B

Uninitialized Memory Corruption Vulne
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Oracle Critical Patch Update Advisory - October 2010

Description

A Critical Patch Update is a collection of patches for multiple security vulnerabilities. it also includes non-security fixes that are required
(because of interdependencies) by those security patches. Critical Patch Updates are cumulative, except as noted below, but each advisory
Thus, prior Critical Patch Update Advisories should be

s Lo’

Package | Remote CVSS VERSION 2.0 RISK (see Risk Matrix Definitions) A At
andior Exploit FIcE et
Component | Protocol (per Notes
Privilego without | Base | Access Access |Authon- |Confiden- Integrity Avail- Supported
Required Auth.? |Score | Vector | Complexity |tication | tiality ability Release)
CVE-2010-2390 m
(Oracie Enterprise . 10.1.05 See
M. Grid Console | HTTP None Yeos 7.5 |Network Low Nono Partial+ | Partial+ |Partial+ 102.0.3 Note 1
Control)
10.1.0.5,
3 Virtual | Oracle * 10.2.04,
CVE-2010-2419 M ine Net Create Session No 6.5 |Network Low Single Partial+ | Partial+ |Partial+ 11.1.07
11.2.0.1
Execute on
CVE-2010-1321 Datal Oracle | hous coc. | No 55 |Network| Low Single | Partial+ | Parials | None : See
Caure Net Noie 2
PUBLISH
CVE-2010-2412 o::" Create Session No 5.5 |Network Low Singie Partial+ | Parnial+ | None 1.1.07
10.1.05
Execute on .
cve-2010-2415 |© Dain) ‘Oracle DBMS_CDC_ No 49 |Network| Medium Single | Partial+ | Partial+ | None 10.2.04,
Capfire Net PUBLISH 11.1.0.7,
11.201
Orac Execute on s
CVE-2010-2411 Job cua Net SYS. DBMS _ No 46 |Network High Single Partial+ Partial+ |Partiale - » 2
o8B
10.1.0.5,
CVE-2010-2407 K HTTP None Yeos 4.3 |Notwork Medium None None Partial None 10204,
11.1.0.7
CVE-2010-2391 roems| Or2C® [Create Session|  No 36 |Network|  mHigh Single | Partial | Parial | None | 12105
CVE-2010-2389 Orach <
{Oracie Fusion Perl Net Local Logon No 1.0 Local High Singlo None Partial+ | None - N 2|
. -~




alalé) rhn.redhat.com | Red Hat Support &

l = i \i Ta™= A A, \
ng @ (X (& ) ([ http://rhn.redhat.com/errata/RHSA-2010-0723.htmi 12 v IO Google Q)

Errata Log In About RHN

@ Important: kernel security and bug fix update

Advisory: RHSA-2010:0723-1
Type: Security Advisory
Severity: Important
Issued on: 2010-09-29
Last updated on: 2010-09-29

Affected Products: Red Hat Enterprise Linux (v. 5 server)
Red Hat Enterprise Linux Desktop (v. 5 client)

hsa-20100723.xml

CVE-2010-1083
CVE-2010-2492
CVE-2010-2798
CVE-2010-2938
CVE-2010-2942
CVE-2010-2943
CVE-2010-301

CVEs (cve.mitre.org):




fan6n ms-sa.zmmn-l i05 4.0.2 Update for iPhone and iPod touch =

Mailing Lists

Apple Mailing Lists

[} Search only in security-announce list

APPLE-SA-2010-08-11-1 i0S 4.0.2 Update for iPhone and iPod touch

Subject: APPLE-SA-2010~08-11-1 iOS 4.0.2 Update for iPhone and iPod touch
From: Apple Product Security <email@hidden>

Date: Wed, 11 Aug 2010 12:19:43 -0700

Delivered-to: email@hidden

Delivered-to: email@hidden

wwwe=BEGIN PGP SIGNED MESSAGE====-
Hash: SHAL

APPLE-SA~2010-08~11~1 i0OS 4.0.2 Update for iPhone and iPod touch

i0S 4.0.2 update for iPhone and iPod touch is now available and
addresses the following:

CVE-ID: CVE-2010-1797
gk le ) Gee?®Ough 4.0.1 for iPhone 3G and later,
3 0 for iPod touch (2nd generation) and later
Impact: viewing a PDF document with maliciously crafted embedded
fonts may allow arbitrary code execution

Description: A stack buffer overflow exists in FreeType's handling

n DT Ansmndas SWeansdomm o DAY dAraresmmantd ssdébh mat dmdaamsater mondéad N~



Vulnerability Type Trends:
A Look at the CVE List (2001 - 2007)

XSS
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Wouldn’t it be nice
If the weaknesses
In software were as
easy to spot and
their impact as
easy to understand
as a screen door In
a submarine...




Removing and Preventing the Vulnerabilities

Requires More Specific Definitions...CWEs

9

XSS
14

Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’) (79)
* Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS) (80)
* Improper Neutralization of Script in an Error Message Web Page (81)
» Improper Neutralization of Script in Attributes of IMG Tags in a Web Page (82)
* Improper Neutralization of Script in Attributes in a Web Page (83)
» Improper Neutralization of Encoded URI Schemes in a Web Page (84)
* Doubled Character XSS Manipulations (85)
* Improper Neutralization of Invalid Characters in Identifiers in Web Pages (86)
* Improper Neutralization of Alternate XSS Syntax (87)

—=— buf
sql-inject
dot 19

—— php-include
infoleak

—— dos-malform
link
format-string
crypt
priv
perm
metachar
int-overflow

Improper Restriction of Operations within the Bounds of a Memory Buffer (119)
» Buffer Copy without Checking Size of Input (‘Classic Buffer Overflow’) (120)
» Write-what-where Condition (123)

* Out-of-bounds Read (125)

* Improper Handling of Length Parameter Inconsistency (130)
* Improper Validation of Array Index (129)

* Return of Pointer Value Outside of Expected Range (466)
» Access of Memory Location Before Start of Buffer (786)
» Access of Memory Location After End of Buffer (788)

» Buffer Access with Incorrect Length Value 805

» Untrusted Pointer Dereference (822)

» Use of Out-of-range Pointer Offset (823)

* Access of Uninitialized Pointer (824)

» Expired Pointer Dereference (825)

Path Traversal (22)
* Relative Path Traversal (23)
» Path Traversal: '../filedir' (24)
» Path Traversal: '/../filedir' (25)
L 8 more here -------------- >
» Path Traversal: '..../[' (34)
» Path Traversal: '.../.../I' (35)
» Absolute Path Traversal (36)
» Path Traversal: ‘/absolute/pathname/here’ (37)
» Path Traversal: '\absolute\pathname\here’ (38)
» Path Traversal: 'C:dirname’ (39)
» Path Traversal: "\UNC\share\name\' (Windows UNC Share) (40)

©2011 MITRE



Common Weakness Enumeration (CWE) m

dictionary of weaknesses
weaknesses that can lead to exploitable vulnerabilities (i.e. CVES)
the things we don'’t want in our code, design, or architecture
web site with XML of content, sources of content, and process used
structured views
provides multiple views into CWE dictionary content
supports alternate views — developer/researcher/sub-views
open community process

to facilitate common terms/concepts/facts and understanding
allows for vendors, developers,

system owners and acquirers to .
understand tool capabilities/coverage Foundation for

anq priorities | | other
utilize community expertise
Where is CWE today?
http://cwe.mitre.org
Currently 693 Weaknesses,

138 Categories and 25 Views Efforts

Ao/ Homeland

N )5 - The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
7 Security



http://capec.mitre.org/
http://capec.mitre.org/
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CWE - Common Weakness Enumeration

@' @ @ (( f " http://cwe.mitre.org/

(D
w V\ *§=( Google Q\

and

Qv

Common Weakness Enumeration

A Community-Developed Dictionary of Software Weakness Tvpes

MOST DANGEROUS
SOFTWARE
ERRORS

' & |

Full Dictionary View
Development View
Research View
Reports

Sources
Process
Documents

Related Activities
Discussion List
Research
CWE/SANS Top 25
CWSS

Calendar
Free Newsletter

Program
Requirements
Declarations

Make a Declaration

Contact Us

Search the Site

International in scope and free for public use, CWE™ provides a unified, measurable
set of software weaknesses that is enabling more effective discussion, description,
selection, and use of software security tools and services that can find these
weaknesses in source code and operational systems as well as better understanding
and management of software weaknesses related to architecture and design.

Building CWE & Consensus

Sovarity Taapeommen
Aty

Py Av.
Revesridy aed

Similar Standards

| Attack Patterns (CAPEC) Assessment Language {OVAL)

| Vuinerabilities (CVE) Checklist Language (XCCDF)
Configurations (CCE) Log Format (CEE)
Platforms (CPE) Security Content Automation (SCAP
Malware (MAEC) Making Security Measurable

* Updated Common Weakness
Scoring System (CWSS) White
Paper Now Available

* LDRA Makes Two Declarations of
CWE Compatibility

* Software Assurance keynote and

Making Security Measurable table
booth at International Conference

on Software Quali

« CWE/Making Security Measurable
booth at Black Hat DC 2011

~.more

Upcoming Events

» CWE/Making Security Measurable
booth at RSA 2011, February 14-18

» CWE/CAPEC/MAEC briefings at
DHS/DoD/NIST SwA Forum,
February 28 - March 4

* CWE/Making Security Measurable
booth at 2011 Information
Assurance Symposium, March 8-10

=.more

Status Report

Version 1.11 posted December 13,
2010. 7 new entries were created,
mostly related to synchronization and
"functionality inciusion." One entry
was deprecated. There are changes to
135 entries, especially potential
mitigations, names, descriptions,
demonstrative examples, and
relationships. There were no schema
changes.

More Information
cwe@mitre.org

Done
—_—
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Homeland
Security
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The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.



MITRE

Rank

Score

[1]

93.8

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’)

[2]

83.3

Improper Neutralization of Special Elements used in an OS Command ('0S Command
Injection’)

[3]

79.0

Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')

[4]

77.7

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

[5]

76.9

Missing Authentication for Critical Function

[6]

76.8

Missing Authorization

[7]

75.0

Use of Hard-coded Credentials

75.0

Missing Encryption of Sensitive Data

[9]

74.0

Unrestricted Upload of File with Dangerous Type

[10]

73.8

Reliance on Untrusted Inputs in a Security Decision

[11]

73.1

Execution with Unnecessary Privileges

[12]

70.1

Cross-Site Request Forgery (CSRF)

[13]

69.3

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')

[14]

68.5

Download of Code Without Integrity Check

[15]

67.8

Incorrect Authorization

@ Homeland

7 Security

up from 2

up from 9
same

down from 1
up from 19
split of prior #5
up from 11

up from 10
down from 8
down from 6
new entry
down from 4
down from 7
up from 20
split of prior #5
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CWE web site visitors by City



But you also needed to deal with the people that are
out there trying to take advantage of vulnerabilities
and weaknesses In your technologies, processes, or

practices...



...with defensive and
offensive security &
capabilities.
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“Know Your Enemy”

“One who knows the enemy and knows himself
will not be endangered in a hundred
engagements. One who does not know the
enemy but knows himself will sometimes be
victorious. Sometimes meet with defeat. One
who knows neither the enemy nor himself will
invariably be defeated in every engagement.”

Chapter 3: “Planning the Attack”
The Art of War, Sun Tzu

©2011 MITRE



The Importance of Knowing Your Enemy

o An appropriate defense can only be
established if you know how it will be attacked

¢ Remember!

— Software Assurance must assume motivated attackers
and not simply passive quality issues

— Attackers are very creative and have powerful tools at
their disposal

- Exploring the attacker’s perspective helps to identify
and qualify the risk profile of the software

©2011 MITRE



What are Attack Patterns?

o Blueprint for creating a specific type of
attack

o Abstracted common attack approaches
from the set of known exploits

o Capture the attacker’s perspective to
ald software developers, acquirers and
operators in improving the assurance
profile of their software

©2011 MITRE



Leveraging Attack Patterns

Throughout the Software Lifecycle

Guide definition of appropriate policies

Guide creation of appropriate security requirements
(positive and negative)

Provide context for architectural risk analysis
Guide risk-driven secure code review
Provide context for appropriate security testing

Provide a bridge between secure development and
secure operations

©2011 MITRE



Common Attack Pattern Enumeration and
Classification (CAPEC)

Community effort targeted at:

- Standardizing the capture and description of attack patterns

- Collecting known attack patterns into an integrated enumeration
that can be consistently and effectively leveraged by the
community

- Gives you an attacker’s perspective you may not have on your
own

Excellent resource for many key activities

- Abuse Case development

- Architecture attack resistance analysis

- Risk-based security/Red team penetration _gu

- Whitebox and Blackbox testing correlatior {M‘
- Operational observation and correlation

Where is CAPEC today?
— http://capec.mitre.org
- Currently 386 patterns, stubs, named attacks
68 Categories & 6 Views 2011 MITRE



http://capec.mitre.org/

(«)2)= () () () (B hrep:fcapec mitre.ora/

Full CAPEC Dictionary
Methods of Attack View
Reports

Documents

Resources
Community

Related Activities
Collaboration List
Calendar

Free Newsletter

Search the Site

CAPEC - Common Attack Pattern Enumeration and Classification (CAPEC)

w v ) (8 Google

Common Attack Pattern Enumeration and Classification

« A Community Knowledge Resource for Building Secure Software

Building software with an adequate level of security assurance for its mission becomes more and
more challenging every day as the size, complexity, and tempo of software creation increases
and the number and the skill level of attackers continues to grow. These factors each exacerbate
the issue that, to build secure software, builders must ensure that they have protected every
relevant potential vulnerability; yet, to attack software, attackers often have to find and exploit
only a single exposed vulnerability. To identify and mitigate relevant vulnerabilities in software,
the development community needs more than just good software engineering and analytical
practices, a solid grasp of software security features, and a powerful set of tools. All of these
things are necessary but not sufficient. To be effective, the community needs to think outside of
the box and to have a firm grasp of the attacker's perspective and the approaches used to
exploit software.

Attack patterns are a powerful mechanism to capture and communicate the attacker's
perspective. They are descriptions of common methods for exploiting software. They derive from
the concept of design patterns applied in a destructive rather than constructive context and are
generated from in-depth analysis of specific real-world exploit examples.

To assist in enhancing security throughout the software development lifecycle, and to support the
needs of developers, testers and educators, the Common Attack Pattern Enumeration and
Classification (CAPEC) is sponsored by the Department of Homeland Security as part of the
Software Assurance strategic initiative of the National Cyber Security Division. The objective of
this effort is to provide a publicly available catalog of attack patterns along with a comprehensive
schema and classification taxonomy. This site now contains the initial set of content and will
continue to evolve with public participation and contributions to form a standard mechanism for
identifying, collecting, refining, and sharing attack patterns among the software community.

Release 1.6 Available

http://cwe.mitre.org

Page Last Updated: February 07, 2011

CAPEC is a Software Assurance strategic initiative co-sponsored by the National Cyber Security Division of the Privacy policy T
U.S. Department of Homeland Security. Terms of use MzkiNG

This Web site is sponsored and managed by The MITRE Corporation to enable stakeholder collaboration. Contact us - v
Copyright 2011, The MITRE Corporation. CAPEC and the CAPEC lego are trademarks of The MITRE Corporation.

Contact capec@mitre.org for more information. =

MITRE

http://capec.mitre.org




What do Attack Patterns Look Like?

e Primary Schema
Elements

Identifying Information
Attack Pattern ID
Attack Pattern Name
Describing Information
Description
Related Weaknesses
Related Vulnerabilities
Method of Attack
Examples-Instances
- References
Prescribing Information
Solutions and Mitigations
Scoping and Delimiting Information
- Typical Severity
Typical Likelihood of Exploit
Attack Prerequisites

Attacker Skill or Knowledge
Required

Resources Required
Attack Motivation-Consequences
Context Description

e Supporting Schema Elements

Describing Information

Injection Vector

Payload

Activation Zone

Payload Activation Impact

Diagnosing Information

Probing Techniques
Indicators-Warnings of Attack
Obfuscation Techniques

Enhancing Information

Related Attack Patterns
Relevant Security Requirements
Relevant Design Patterns
Relevant Security Patterns

©2011 MITRE



Attack Pattern Description Schema Formalization

Description
e Summary
o Attack Execution_Flow
—- Attack_Phase!-3 (Name(Explore, Experiment, Exploit))
Attack Stepl”
— Attack_Step_Title
— Attack_Step_Description
— Attack_Step Technique %
» Attack Step Technique_Description
» Leveraged Attack Patterns
» Relevant_Attack Surface Elements
» Observables?*
» Environments
— Indicator%* (ID, Type(Positive, Failure, Inconclusive))
» Indicator_Description
» Relevant_Attack Surface Elements
» Environments
— Outcome?” (ID, Type(Success, Failure, Inconclusive))
» Qutcome_Description
» Relevant_Attack Surface_ Elements
» Observables?*
» Environments
— Security Control®* (ID, Type(Detective, Corrective, Preventative))
» Security _Control_Description
» Relevant_Attack Surface_ Elements
» Observables®*
» Environments
— Observables?” ©2011 MITRE
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CAPEC Current Content
(15 Major Categories)

1000 - Mechanism of Attack

« Data Leakage Attacks - (118)

* Resource Depletion - (119)

* Injection (Injecting Control Plane content through the Data Plane) - (152)
» Spoofing - (156)

 Time and State Attacks - (172)

« Abuse of Functionality - (210)

« Exploitation of Authentication - (225)
» Probabilistic Techniques - (223)

« Exploitation of Privilege/Trust - (232)
« Data Structure Attacks - (255)
 Resource Manipulation - (262)

* Physical Security Attacks (436)

* Network Reconnaissance - (286)

» Social Engineering Attacks (403)

« Supply Chain Attacks (437) /’MC
A .,

©2011 MITRE



CAPEC Current Content
Which Expand to...

1000 - Mechanism of Attack
Data Leakage Attacks - (118)
Data Excavation Attacks - (116)
Data Interception Attacks - (117)
Resource Depletion - (119)

Exploitation of Authentication - (225)

Exploitation of Session Variables, Resource IDs and other Trusted
Credentials - (21)

Authentication Abuse - (114)

Authentication Bypass - (115)

Violating Implicit Assumptions Regarding XML Content (aka XML Denial Exploitation of Privilege/Trust - (232)

of Service (XDoS)) - (82)
Resource Depletion through Flooding - (125)
Resource Depletion through Allocation - (130)
Resource Depletion through Leak - (131)
Denial of Service through Resource Depletion - (227)
Injection (Injecting Control Plane content through the Data Plane) - (152)
Remote Code Inclusion - (253)
Analog In-band Switching Signals (aka Blue Boxing) - (5)
SQL Injection - (66)
Email Injection - (134)
Format String Injection - (135)
LDAP Injection - (136)
Parameter Injection - (137)
Reflection Injection - (138)
Code Inclusion - (175)
Resource Injection - (240)
Script Injection - (242)
Command Injection - (248)
Character Injection - (249)
XML Injection - (250)
DTD Injection in a SOAP Message - (254)
Spoofing - (156)
Content Spoofing - (148)
Identity Spoofing (Impersonation) - (151)
Action Spoofing - (173)
Time and State Attacks - (172)
Forced Deadlock - (25)
Leveraging Race Conditions - (26)
Leveraging Time-of-Check and Time-of-Use (TOCTOU) Race Conditions -
(29)
Manipulating User State - (74)
Abuse of Functionality - (210)
Functionality Misuse - (212)
Abuse of Communication Channels - (216)
Forceful Browsing - (87)
Passing Local Filenames to Functions That Expect a URL - (48)
Probing an Application Through Targeting its Error Reporting - (54)
WSDL Scanning - (95)
APl Abuse/Misuse - (113)
Try All Common Application Switches and Options - (133)
Cache Poisoning - (141)
Software Integrity Attacks - (184)
Directory Traversal - (213)
Analytic Attacks - (281)
Probabilistic Techniques - (223)
Fuzzing - (28)
Manipulating Opaque Client-based Data Tokens - (39)
Brute Force - (112)
Screen Temporary Files for Sensitive Information - (155)

Privilege Escalation - (233)

Exploiting Trust in Client (aka Make the Client Invisible) - (22)
Hijacking a Privileged Thread of Execution - (30)

Subvert Code-signing Facilities - (68)

Target Programs with Elevated Privileges - (69)

Exploitation of Authorization - (122)

Hijacking a privileged process - (234)

Data Structure Attacks - (255)

Accessing/Intercepting/Modifying HTTP Cookies - (31)
Buffer Attacks - (123)

Attack through Shared Data - (124)

Integer Attacks - (128)

Pointer Attack - (129)

Resource Manipulation - (262)

Accessing/Intercepting/Modifying HTTP Cookies - (31)
Input Data Manipulation - (153)

Resource Location Attacks - (154)
Infrastructure Manipulation - (161)

File Manipulation - (165)

Variable Manipulation - (171)
Configuration/Environment manipulation - (176)
Abuse of transaction data strutcture - (257)
Registry Manipulation - (269)

Schema Poisoning - (271)

Protocol Manipulation - (272)

Network Reconnaissance - (286)

ICMP Echo Request Ping - (285)

TCP SYN Scan - (287)

ICMP Echo Request Ping - (288)
Infrastructure-based footprinting - (289)
Enumerate Mail Exchange (MX) Records - (290)
DNS Zone Transfers - (291)

Host Discovery - (292)

Traceroute Route Enumeration - (293)
ICMP Address Mask Request - (294)
ICMP Timestamp Request - (295)
ICMP Information Request - (296)
TCP ACK Ping - (297)

UDP Ping - (298)

TCP SYN Ping - (299)

Port Scanning - (300)

TCP Connect Scan - (301)

TCP FIN scan - (302)

TCP Xmas Scan - (303)

TCP Null Scan - (304)

TCP ACK Scan - (305)

TCP Window Scan - (306)

TCP RPC Scan - (307)

UDP Scan - (308) ©2011 MITRE



CAPEC Current Content (386 Attacks...)
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A Few Key Use Cases for CAPEC In
Support of SWA

Help developers understand weaknesses in their real-world context
(how they will be attacked)

Obijectively identify specific attacks under which software must
demonstrate resistance, tolerance and resilience for a given level of
assurance

Indirectly scope which weaknesses are relevant for a given threat
environment

|dentify relevant mitigations that should be applied as part of policy,
requirements, A&D, implementation, test, deployment and
operations

Identify and characterize patterns of attacks for security test case
generation

|dentify and characterize threat TTPs for red teaming
|dentify relevant issues for automated tool selection
|dentify and characterize issues for automated tool results analysis

©2011 MITRE
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Linkage with Fundamental Changes in Enterprise Security Initiatives

Enabling Distributed
Security in Cyberspace

Building a Healthy and Resilient Cyber
Ecosystem with Automated Collective Action

March 23, 2011

# Technical Interoperability. The ability for different technologies to communicate and
exchange data based upon well defined and widely adopted interface standards.

*  Policy Interoperability. Common business processes related to the transmission,
receipt, and acceptance of data among participants.

Within cybersecurity, all three types of interoperability are being enabled through an approach
that has been refined over the past decade by many in industry, academia, and government. It
is an information-oriented approach, generally referred to as [cyber] security content
gutomation and comprises the following elements. 2

* Enumerations. These are lists or catalogs of the fundamental entities of cybersecurity,
for example, cyber devices and software items (CPE); device and software

Insight: There

inesses in architecture, design, or cqile (CWE);
Vendors [E); or publichy known attack patterrlll (CAPEC).
he ("\;‘S‘;',de_c.\;.s" Understand the reason W ¢ editcard i Y-
llees for atl‘w'isl:;llil:s'—a l"’m;:d (\":;l"e' atli)“m% leverages fte enumerations and support the creation of
ilit some indude Anc.apcros: o scores for thik, assessment results, audit logs, messages,

hility OVAL during development severity leveloo oo o . '

“l WA (CWE launched) isociated with assets, configurations,

) definitions DF & OVAL); security announcements [CAIF),
Bted with vulnerability (CV55), sensor

L C.F v!L:‘;]i ERT security bulletins and incident reports

S— —~ Ehnical imteroperability.
VUlnemb"ity A broad collection of best practices,

ks, checklists, tools, guidelines, rules, and
5, knowledge repositories serve as the
knable policy interoperability. Examples
oused on the National Checklist Program

Insight: log
euents are very

infn:‘l)l\l‘;llrilonal t‘]\"k::‘ltlzyﬂl"‘:k; Auditand =" ‘:u’r—..[)ﬁremJE Security Techmical
contentandtake  have security can alspr guides.
too much space! relevance reformed (F pported security content automation efforts
| Projections are based on current resourcing
(D] ected community. Figure 4 also illustrates

=CE

nctionality over time (e.g., the expansion of
ltops to networks).

Events to Intrusions

Malware, in any fol

Create a central

finaizi Ir:::'gﬂ‘;er repositary of the spedific goals and|
of wavs to patterns of attack methods!
sttacka for everyone to {MAEC launch
leverage
system! P AEE
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The Security Development Lifecycle
« » || e ||+ | @ nhup//blogs.msdn.com/sdi/archive/2008/12/18/ms08-078-and-the-sdl.aspx

MSO8-078 and the SDL ==

Hi, Michaal hereo.

MSOB-078 and the SDL

to MSDN Sogs Sian in | Join | el

I S

Every bug 15 an opportunity to lcam, and the security update that fixed the data binding bug that affected

Iintermnet Explorer users |5 No exsception

The Common Vulnarabilitios and Exposures (CVE) entry for this bug is €

114

Before 1 get started, I want to explain the goails of the SDL and the security work here at Microsolt. The SDU is
designed as a multi-layered process to help systemically reduce securnity vulnerabilities; f one component of
the SOL process falls to prevent or catch a bug, then some other component should prevent or catch the bug
The SDL also mandates thae use of security defonses whase impact will be raflected in the “mitigations”
section of a security bulletin, because we know that no software development process will catch all security
bugs. As we have said many times, the goal of the SOLU is to "Reduce vuinerabilities, and reduce the severnity

of what's missed."

In this post, T want to focus on the SDL required code analysis, code review, MNuzzing and compiler and

operating system defenses and how they fared

Backg round

The bug was an invalid pointer dereference in MSHTML DLL when the code handies data binding. it's
Impostant to point ouwt that there i NO heap corruption and there is MO heap-based buffer overrunt

When datas binding is used, It ceates an object which contains an array of data binding objects. In the code
in gquestion, when & data binding objoct is reloased, the array length is not correctly updated loading to &

function call into fMreaed Momoanry.

The vulnerable code looks a little ke this (by the way, the real array name s

aryPXler, but I figured

ArrayOfObjectsif romliE is a little more descriptive for people not in the Internet Exploror team, )

int Manldw = ArrayOrfObjectsFromlE.Sise()

for (int 403 4 == MaxITdxjy L+4+) (
if (!ArrayOfObjectslraomInmii)

continue)

ArrayOfObjectarromlil|ij-»TransferVromSource();

Here's how the vulnerability manifests itself: if there are two data transfers with the same idemtifier (so
Maxidx iz 2). and the first trarafer updates the length of the ArmayOfObjectsfromiE array when its work was
done and reloasas its data binding object, the 1000 Ccourt would still be whatover Maxidx was at the start of

the locop, 2.

This isla time-of -check-time-of -use (TOCTOU) bug that led to code calling iInto o freed memory block. The
Commbn Weakness Enumeration (CWE) classification for this vulnaerability is ¢

WE-367

fix was 10 check the masimum (teration count on each |oop iteration rather than once before the loop

e
/'r.'j o e et S S TN IT ML e TSN

T P g L T ST T T

a time-of-check-time-of-use (TOCTOU) bug that led to code calling into a freed memory block. The
on Weakness Enumeration {CWE) classification for this vulnerability is CWE-367.

TOL TOLU IhhLeas [E ey ! - 2 TS LTH N

Owr static analysis tools dont find this because the tools would need to understand the re-entrant nature of

the code

Fuzz Testing




CWE - CWE-367: Time-of-check Time-of-use (TOCTOU) Race Condition (1.10)

g
<

; . http:/ /cwe.mitre.org /data/definitions/367.html

(* jz Google

W -

Home > CWE List > CWE- Individual Dictionary Deflinition (1.10)

Full Dictionary View
Development View
Rescoarch View
Reports
About
Sources
Process
Documents
Community

Related Activities
Discussion Uist
Research
CWE/SANS Top 25

Ccwss

Calendor
Free Newsletter

Program
Requirements
Dederations

Make a Declaration

Contact Us

MOST DANGEROUS
SOFTWARE
ERRORS

Search by ID: I ©

Common Weakness Enumeration
A Community-Developed Dictionary of Software Weakness Types

CWE-367: Time-of-check Time-of-use (TOCTOU) Race Condition

Time-of-check Time-of-use (TOCTOU) Race Condition

Weakness ID: 367 (weakness Base) Status: Incomplete
¥ Description

Description Summary
The software checks the state of a resource before using that resource, but the resource's state can change between the check

and the use in a way that invalidates the results of the check. This can cause the software to perform invalid actions when the
resource is in an unexpected state.

Extended Description

This weakness can be security-relevant when an attacker can influence the state of the resource between check and use. This
can happen with shared resources such as files, memory, or even variables in multithreaded programs.

v Alternate Terms

TOCTTOU: The TOCCTOU acronym expands to "Time Of Check To Time Of Use". Usage varies between TOCTOU and TOCTTOU.

¥ Time of Introduction
e Implementation

¥ Applicable Platforms

Languages
All
¥ Common Consequences
Scope Effect

Access Control
Access Control

The attacker can gain access to otherwise unauthorized resources.
Race conditions such as this kind may be employed to gain read or write access to resources which are not

Authorization normally readable or writable by the user in question.

Integrity The resource in question, or other resources (through the corrupted one), may be changed in undesirable ways
by a malicious user.

Accountability  If a file or other resource is written in this method, as opposed to in a valid way, logging of the activity may not

occur.
In some cases it may be possible to delete files a malicious user might not otherwise have access to, such as
log files.

Non-Repudiation




IBM Software
Technical White Paper

One way to improve software security is to gain a better
understanding of the most common weaknesses that can
affect software security. With that in mind, there are many Vulnerability 1
resources available online to help organizations learn about be tested. Th

vulnerabilities.

The SEF refers to the MITRE Common Weakness Enumeration® (CWE) list and the Common

Test and vulnerability assessment

Testing applications for security defects should be an integral and organic part of any
software testing process. During security testing, organizations should test to help ensure
that the security requirements have been implemented and the product is free of

information af
and vulnerabi

Resources available to help organizations protect systems in

against the m|

Resource

Creating a se

Focus plan includes

DoD Information Assurance
Certification and Accreditation
Process (DIACAP)

The DIACAP defines the minimum stands 5 For more infort
accredited by the DoD and authorized 1o 8 For more infor
application-level security controls, but it
activities, general tasks, and a managem

Defense Information Systems
Agency {DISA)

10  Security in Development:
The DISA provides a security technical inf

development that offer more granular informerorrorapproaror—orsonwareTeverToTTY
bility assessment techniques. The checklist is the same one used by DoD auditors.

U.S. Department of Homeland
Security (DHS

The Common Weaknesses
Enumeration project, a

community-based program
sponsored by the MITRE
Corporation, an IBM Business
Partner

The Open Web Application
Security Project (OWASP)

The DHS offers information on security best practices and tools for application- and soff]
part of its “Build Security In" initiative.

The MITRE Corporation maintains the online common wvulnerabilities and exposures (CVY
enumeration (CWE) knowiedge bases about currently known vulnerabilities and types of
knowledge base focuses on packaged software and deals with patches and known wul

knowledge base focuses on code vulnerabilities.

One of the best sources for information on web appication secunty issues, the OWASP
10 list of the most dangerous and most commonly found and commonly exploited vulng
how to identify, fix and avoid them.

Cigital Building Securty In
Maturity Mode! (BSIMM)

Created vy Cigital, an IBM Business Partner, the BSIMM is designed to help organizatiol
and plan a software security initiative. The focus is on making applications more secure,
process and at later stages in the software life cycle.

1BM X-Force™ research and
development team

A global cyberthreat and risk analysis team that monitors traffic and attacks around the
IBM X-Force team s an excelient resource for trend analysis and answers o questions g
attacks are most common, where they are coming from and what organizations can do
the risks.

IBM Institute for Advanced
Security (IAS)

This companywide cybersecurity initiative applies IBM research, services, software and t
help governments and other clients improve the security and resiliency of their T and by

B Investigating common development processes and

B Emphasizing security awareness and requirements

B Discussing test and vulnerability

Security in Development: The IBM Secure
Engineering Framework

Redguides

for Business Leaders

Danny Allan
Tim Hahn

Andras Szakal
Jim Whitmere
Axel Buecker

the IBM Integrated Product Development process
in the software development process

assessments

@ Redbooks
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Making the Business Case for
Software Assurance

Nancy R. Mead
Julia K. Allen

‘W. Arthur Conkiin
Antonio Drommi
John Harrison
Jeff Ingalsbe
James Rainey
Dan Shoemaker

April 2009

SPECIAL REPORT
CMU/SEI-2009-SR-001

CERT Program
Uniimited distribution subject 1o the copyright.
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OVM: An Ontology for Vulnerability Management

Ju An Wang & Minzhe Guo
Southern Polytechnic State University
1100 South Marietta Parkway

Marietta, GA 30060

(01) 678-915-3718

jwang@spsu.edu
ABSTRACT semantics in different contexts, causing misunderstanding among
In order to reach the goals of the Inf Security A stake hofdc:s due 10 the languaglc arfxbigmlyx On the ether hand,
Progrars (ISAP) [1], we propose an omtological approach 1o the zation, design and develog of security tools [1-
capturing and utilizing the fund pls in 5] require a matic classi! and defi of secunty
security and their relationship, retrieving vulnerability data and pts and techniques. 1t is img 10 have a clearly defined
reasoning about the cause and impact of vulnerabilities. Our bulary “ds |a‘ ¢ " ! nguage as means o W:m:cl)‘
il ysien @ i
onml.ogy‘ {::m :::nm’.h‘m{ ."-mul?l;':,nb ([?]\' :2!: );:sdmt;c; countermeasures among all the pcoplc involved. We believe that

mfcmm rules, knowledge representation. and data-mining
mechanisms.  With  the I of
vultserabilities and their related concepls Csuch as attacks and
countermeasures, OVM provides a promising pathway to making
ISAP successful.

Categories and Subject Descriptors
Cc20 [CmputebCommunlcauon Networks): General [Security
and ¢ ion], K65 [M of Computing and

semantic technology int general, and ontology in particular, could
be a useful tool for system security. Our rescarch woek has
confirmed this belicf and this paper will report some of our work
in this area,
An logy is a specifi of pts and their relationshi
Ontology represents knowledge in & formal and structured focm
Thcmforc, omology pwudcs a better tool for communication,
of } ledge. Ontology is a
luwwlcdgc n:p:cscnlauon (KR) system based on Description

Information S ) S y and P Logics (DLs) [6]), which is an umbrells name for a family of KR
formalisms representing knowledge in various domains. The DL
gﬂ}ef?{“m@ SO I, formalism specifies a knowledge domain as the “world” by first
tologY, »e 7 s e defining the relevant concepts of the domain, and then it uses
Keywords these concepts to specify propertics of objects and individuals
Secarit Inerability. S hrvol Ontology. occurring in the domain [10-12]. Semantic loclumlogucs not only
Vu]ncrz’bali T Y- Y provide a tool for but also dation for high-
ty analy level and decisi Xi Omology, in particular,
1. INTRODUCTIOV provides the potcmial of formal logic inference based on well-
The Inf % A ion Program (ISAP) is a USS. dcﬁmcd dala and knowledge bascs. Ontology captures the
goverment multi-ageacy initistive 10 ensble sutomation sad TR ed data: and. \wie; the - explicit
of technical security operations [1]. Its high-level viedge of pis‘and < m_dcduacc the implicit
goals include dards based ion of security checking and and inherent knowledge. As & matter of fact, a hcavymcaglu
femediation’ ‘a8 ‘well ‘as ion' of - technical T ontology could be defined as a formal logic system, as it mcludcs
activities. Its low-level obj include bl dard fm md m]cs ¥ cunc:pl
based ication of vulneeability data, customizing and i i i
i 1 ion  baseli for various IT products,

assessing information systems and reporting compliance status,
using standard metrics o wclghl and aggmgaxc potcnna.l

Inerability impact, and remedi bilities [1].

fidontiali

A \ulncrabnht) 5 a u'cumy ﬂaw whnch anses from computes
systemn  design, i and

Rescarch in the arca of is focuses on d:

of previously unknown vulnerabilities and quantification of lhc

1 hil I

Secure computer systems ensure that
and availability are maintained for users, data, and odm

ly of systemns according to some metrics. Researchers at
MITRE have provided @ standard format for naming a secunty
i and

il 1

information assets. Over the past a few decades, 2 ik

y, called Common Vul p

Imgc amount of lmoulodgc has been &ccumulalod in lhc area. of

(C\'l-;) [14], which assigns cach vulnerability a unique

security. H , a lot of P
security are vaguely defined ami sometimes they ha\c different
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number. We have designed a vulm:tab:li(y om.o]ogy
DVM for vulnerability putated with all
cxisting \ulnmbnlmcs in I\\’D 2L It suppons research on

about and of

\ulnmhlxm.s and their impact on computing systems. Veadors
and users can use our onwlogy m smpon of vulnerability
and

lysis, tool develop

The rest of this paper is organized as follows: Section 2 presents
the architecture of our OVM. Section 3 discusses how to populate
the OVM with vulnerability instances from NVD and other
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based on a body of knowledge that represents the complete set of concepts, terms
Tec hnical Proficienc y Matters and activities that make up a professional domain. And absent such a body of
knowledge there is little basis for supporting a certification program. Indeed it
: would be dangercus and misleading.
A White Paper of the
CSIS Commission on Cybersecurity for the 44th Presidency / A complete body of knowledge covering the entire fieid of software engineering may
be years away. However, the body of knowledge needed by professionals to create
software free of common and critical security flaws has been developed. vetted
_ widely and kept up to date, That is the foundation for a certification program in
software assurance that can gain wide adoption. It was created in late 2008 by a
consortium of national experts. sponsored by DHS and NSA. and was updated in late
2009, It contains ranked lists of the most common errors, explanations of why the
ervors are dangerous, examples of those ervors in multiple languages, and ways of
ton2s

Reprasantative Michas! T McCad eliminating those errors. It can be found at hittp://awemitre.org/top2s,

Scott Charmey
Lt General Harry Raduegs,
USAF (rer)

COCMAIRE
Reprasentative lamez R Langwen

Any programmer who writes code without being aware of those problems and is not
capable of writing code free of those errors is a threat to his or her employers and to
others who use computers connected to systems running his or her software,

PRciiEey runey rYne

!

A complete body of knowledge covering the entire field of software engineering may
be years away. However, the body of knowledge needed by professionals to create
software free of common and critical security flaws has been developed, vetted
widely and kept up to date. That is the foundation for a certification program in
software assurance that can gain wide adoption. It was created in late 2008 by a
consortium of national experts, sponsored by DHS and NSA, and was updated in late
2009. It contains ranked lists of the most common errors, explanations of why the
errors are dangerous, examples of those errors in multiple languages, and ways of

eliminating those errors. It can be found at http://cwe.mitre.org/top25.

Any programmer who writes code without being aware of those problems and is not
capable of writing code free of those errors is a threat to his or her employers and to

others who use computers connected to systems running his or her software.
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The Certifled Secure Software Lifecycle Professional (CSSLP) Certification Program
- C s S L P m will show software lifecycle stakehoiders not only how to implement security, but how to

giean security requirements, design, architect, test and deploy secure software.

An Overview of the Steps:

(ISC)* ? 5-day CSSLP CBK® Education Program
Educate yourself and leam security best practices and Industry standards for the software lifecycle through the CSSLP Education
Program.(ISCY provides education your way to fit your life and schedule.Completing this course will, not only teach all of the

g — - stablish a security plan across your
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1 Introduction

1.1 Why Does Code Have Vulnerabilities?
1.2 What is Security Code Review?

Introduction
Code review is probably the single-most effective technique for identifying security flaws. When used together with automated tools and manual penetration testing, code review can significantly increase
the cost effectiveness of an application security verification effort.

This guide does not prescribe a process for performing a security code review. Rather, this guide focuses on the mechanics of reviewing code for certain vulnerabilities, and provides limited guidance on
how the effort should be structured and executed. OWASP intends to develop a more detailed process in a future version of this guide.

Manual security code review provides insight into the "real risk” associated with insecure code. This is the single most important value from a manual approach. A human reviewer can understand the
CONTtEXI O \'l-l _Otlll.q' alld MgKe g A'.l r. ||.' Nng g QUNLE ¥ poLN ne "lltﬁl dli2CK ang ne o |'A]|..10 d oreach
Why Does Code Have Vulnerabilities?

MITRE has catalogued almost 700 different kinds of software weaknesses in their CWE project. These are all different ways that software developers can make mistakes that lead to insecurity. Every one
of these weaknesses is subtle and many are seriously tricky. Software developers are not taught about these weaknesses in school and most do not receive any training on the job about these problems.

These problems have become so important in recent years because we continue to increase connectivity and to add technologies and protocols at a shocking rate. Our ability to invent technology has
seriously outstripped our ability to secure it. Many of the technologies in use today simply have not received any security scrutiny.

There are many reasons why businesses are not spending the appropriate amount of time on security. Ultimately, these reasons stem from an underlying problem in the software market. Because
software is essentially a black-box, it is extremely difficult to tell the difference between good code and insecure code. Without this visibility, buyers won't pay more for secure code, and vendors would be
foolish to spend extra effort to produce secure code.

Nevertheless, we still frequently get pushback when we advocate for security code review. Here are some of the (unjustified) excuses that we hear for not putting more effort into security:

"We never get hacked (that I know of), we don't need security”
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The Software Supply Chain
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What Is an Assurance Case?
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History of Assurance Cases

o Originally Only Safety Cases
- Aerospace
- Railways, automated passenger
- Nuclear power
- Off-shore oll
- Defense
o Security Cases

- Use compliance rules more than an assurance
case

o Cases for Business Critical Systems

©2011 MITRE



Definition of Safety Case

e From Adelard’s ASCE manual:

“A documented body of evidence that provides a
convincing and valid argument that a system is
adequately safe for a given application in a given
environment.”

©2011 MITRE



Definition of Assurance Case

o Generalizing that definition

A documented body of evidence that provides a
convincing and valid argument that a specified set of
critical claims regarding a system’s properties are
adequately justified for a given application in a given
environment.

©2011 MITRE



Structured Assurance Cases

e Structure is required to make the creation, sharing,
analysis, maintenance and automation of such an
assurance case practical

e Structured Assurance Cases are composed of
structured sets of Claims, Arguments and Evidence

— A Claim is a proposition to be assured about
the system of concern

- An Argument is areasoning of why a claim is
true

- Evidence is either a fact, a datum, an object, a
claim or [recursively] an assurance case
which supports an Argument against a Claim

©2011 MITRE



Extremely Simplified Overview of
Structured Assurance Case Content

Claim =
assertion to be proven

Argument =
reasoning supporting

Evidence = ] .
data supporting an Evidence Evidence
Argument

©2011 MITRE




Need for Standards

o While several different notations exist for safety cases and
generalized assurance cases no widely accepted standard
currently exists for specifying structured assurance cases
within a systems & software assurance domain

o Standards are needed before structured assurance cases
can be widely leveraged or made practical through
automated tooling

o Coordinated efforts are currently underway in the
International Standards Organization (ISO) and the Object
Management Group (OMG) to develop these needed
standards

- 1SO 15026 Part 2 (currently published) is a very
simple high-level standard outlining the context and
basic requirements for structured assurance cases

- The OMG SACM (under development) and
supporting OMG standards are targeted at providing
at automatable level of detail for structured
assurance case specification
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ISO/IEC 15026: A Four-Part Standard

o Planned parts:

15026-1: Concepts and vocabulary (initially a TR2
and then revised to be an |IS)

15026-2: Assurance case (including planning for the
assurance case itself)

15026-3: System integrity levels (arevision of the
1998 standard)

15026-4:. Assurance in the life cycle (including
project planning for assurance
considerations)

o Possible additional parts as demand requires
and resources permit, e.g.

Assurance analyses and techniques
Guidance documents
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ISO/IEC/IEEE 15026 Assurance Case

Set of structured assurance claims,
supported by evidence and reasoning
(arguments), that demonstrates how
assurance needs have been satisfied.

- Shows compliance with assurance
objectives

- Provides an argument for the safety
and security of the product or service.

— Built, collected, and maintained
throughout the life cycle

— Derived from multiple sources

System, Software, or Work Product

Make the case for adeqluate qguality/ assurance of the

Quality / Assurance Case

justify belief in
= Claims

supports
<—

Arguments

Evidence

is developed for

A\ 4 A\ 4

Quality / Assurance <>_ Quality / Assurance

Factor Subfactor

e Sub-parts

A high level summary

Justification that product or
service is acceptably safe, secure,
or dependable

Rationale for claiming a specified
level of safety and security

Conformance with relevant
standards & regulatory
requirements

The configuration baseline

ldentified hazards and threats and
residual risk of each hazard / threat

Operational & support
assumptions

Attributes

Clear

Consistent

Complete

Comprehensible

Defensible

Bounded

Addresses all life cycle stages

oo0oo00o0

©2010 MITRE



Structured Assurance Case Efforts at the OMG

o There are efforts underway within the Object
Management Group (OMG) to leverage existing
standards and develop new standards for specifying 1SO
15026 structured assurance cases in such a way that
they will fully support automation

- Currently working to integrate two draft standards
(the Argumentation Metamodel (ARM) and the
Software Assurance Evidence Metamodel
(SAEM)) into a single standard (Structured
Assurance Case Metamodel (SACM)) for
structured assurance case specification

- SACM will also likely leverage the existing OMG
Knowledge Discovery Metamodel (KDM) and
Semantic Business Vocabulary & Rules (SBVR)
standards
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Object Management Group (OMG)
Systems Assurance Task Force

Claims-Evidence-Arguments Overview

Assurance Case SACM

Structured Assurance
/ case Metamodel

Claims (propositions)

/

Support of claims PreC|se expression of proposmons

/\ \ Ontology
(vocabulary)
/

Inferential support Evidence  Observable Facts

~

Collection of evidence

__AroLimentarnton Metranwindpl

- b \/|

SAEM_sofrware Acsuvauce Bxidence Metamoel

KIDM knowledge biscovery Metamodel

SBVR

Semantic
Business
Vocabulary
§ Rules
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Structured Safety Assurance tools
are commercially available
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IT Security
Techniques
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e T Common Criteria v4 CCDB
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OMG's Software Assurance Ecosystem: The Formal Framework

The value of formalization extends beyond software systems to include related software system process, people and documentation

E Process Docs & Artifacts j

Requirements/Design Docs & Artifacls

}

Process, People & Documentation
Evaluation Environment

= Claims in Formal SBVR vocabulary
= Evidence in Formal SBVR vocabulary
= Large scope requires large effort

=

///a*"" \;S

~

= Some point tools to assist evaluators but mainly manual work

Software System / Architecture Evaluation

= Claims and Evidence in Formal vocabulary

= Combination of tools and ISO/OMG standards

= Standardized SW System Representation In KDM

= Large scope capable (system of systems)
\-Iterative extraction and analysis for rules

]

f

= Many integrated & highly automated tools to assist evaluators

»

1

@tware System Artifa@

[Hardware Environment ]

Process, People,
documentation
Evidence

—

Formalized
Specifications

Software

system

Technical
Evidence

~
_

Executable

-

‘ Reports
Risk Analysis

L]

ﬁ)J

\

Claims, Arguments and
Evidence Repository

- Formalized in SBVR vocabulary
- Automated verification of
claims against evidence

- Highly automated and
sophisticated risk assessments
using transitive inter-evidence

Specifications

point relationships
i

Protection Profiles

IA Controls ﬁZWE CAPEC
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BUILDING SECURITY IN

Contact Info

sbarnum@mitre.org

http://cwe.mitre.org
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