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OVAL System Characteristics

OVAL System Characteristics Schema defines how to
represent the details of a given system or asset.

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<oval_system_characteristics "http://oval.mitre.org/XMLSchema/oval-system-char...
<generator>..</generator>

<system_info>

<0s_name>Microsoft Windows XP Professional Service Pack 3</os_name>
<0s_version>5.1.2600</0s_version>
<architecture>INTEL32</architecture>

<primary_host_name>055555-PC.MITRE.ORG</primary_host_name>

<interfaces>

</interfaces>

</system_info>

</oval_system_characteristics>
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Asset Identification - overview

A specification that defines how to represent the details of a

given asset

e Asset is not constrained to be an IT asset
e Assets can be any of:

e [T asset

e Person

e Organization

e Network Device

e Others

Allows matching of assets

e Used for better data correlation

e Helps understand when two or more entities are talking about the same
asset
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Asset Identification - usage

Asset Identification Sample:

<?xml version="1.0" encoding="UTF-8"?>
<assets "urn:oasis:names:tc:ciq:xsdschema:xNL:2.0"

<asset "computer">
<computing-device>
<cpe>cpe:/o:microsoft:windows xp::sp3</cpe>
<hostname>055555-PC.MITRE.ORG</hostname>
</computing-device>
</asset>

<asset "Joe">
<person>
<xnl:PersonName>
<xnl:LastName>Joe</xnl:LastName>
<xnl:LastName>Smith</xnl:LastName>
</xnl:PersonName>
<birthdate>2002-10-23</birthdate>
</person>
</asset>
</assets>
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L
Proposed Schema Change wu.sysen-haracteristicsschemaxmi

<xsd:import "http://scap.nist.gov/schema/asset-identification/1.1"

"asset-identification_1.1.0-rcl.xsd"/>

<xsd:complexType "SystemInfoType">

/?Xsd:element "computing-device" "tns:computing-device-type" “0";\
<xsd:annotation>
<xsd:documentation>Holds identifying attributes for a computing
device - part of the AI Schema.

</xsd:documentation>
</xsd:annotation>

\i/xsd:element> ,//

<xsd:element "os_name" "xsd:string">
<xsd:annotation>
<xsd:documentation>The required os_name elements describes the operating...

</xsd:documentation>
</xsd:annotation>
</xsd:element>

</xsd:complexType>
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Proposed Schema Change — example

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>

<oval _system _characteristics "http://oval.mitre.org/XMLSchema/oval-system-characteristics-5"

t "http://scap.nist.gov/schema/asset-identification/1.1" ..> ]

<generator>..</generator>

<system_info>

<computing-device>
<ai:cpe>cpe:/o:microsoft:windows xp::sp3</ai:cpe>
<ai:hostname>055555-PC.MITRE.ORG</ai:hostname>

</computing-device>

<0s_name>Microsoft Windows XP Professional Service Pack 3</os_name>
<0s_version>5.1.2600</0s_version>
<architecture>INTEL32</architecture>
<primary_host_name>055555-PC.MITRE.ORG</primary_host_name>
<interfaces>..</interfaces>

</system_info>

</oval_system_characteristics>
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Open Questions

Some questions to think about/discuss:

e |s an integration between OVAL & Al appropriate?
e Should we limit the Al data allowed in OVAL to IT assets?

e |s the proposed integration point the best place for an
integration?

e Should we consider allowing relationships within the OVAL SC
content? (Using <asset-related>)
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Questions?
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Summary

OVAL System Characteristics — Used to encode the details of the
system or asset being assessed

Asset Identification (Al) — Standardizes the encoding of the details of
an asset

Not limited to IT assets

Proposed Change — Integrate Al into OVAL by adding an optional
element to the System Characteristics Schema that would allow Al
encoded data regarding the asset
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