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Realities of Software Identification

Software identification is more critical than ever

* Security
— Supply chain risk management
— Vulnerability assessment
— Executable and patching identification
— Minimize potential for IP loss
* Logistics
— Order & deployment catalogs
— Invoice reconciliation
— Disaster Recovery support
* Compliance
— License reconciliation
— License optimization
— Software governance (internal & external)
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Realities of Software Identification

Software identification is more critical than ever

* Issues with 3 party discovery tools
— Vary in accuracy and platform support
— No guarantee of accuracy
— Training inventory details locks customers in
— Multiple tools in use with inability to reconcile

» Software publisher provided discovery & patch tool
— Eachtool requires resources (servers, engineers, IT configurations)
— Data integration with other IT operations may be limited
— Ends up with bloated infrastructure and high resource utilization

* Too many publishers, too many configurations, too many releases,
too many variables, not nearly enough time or resources!
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Software Discovery Tool Analysis
Is there really a problem?

4 Test Devices
— One system has base OS + MSIE 8.0
— Other systems built off base
— No “tricks” used during installation

® 2§ current products from 9 different publishers

— Mix and match installations
— Primary focus on current Microsoft and Adobe products Virtual Machine

: Test Devi
* 6 Discovery products tested est Devices

— 5 Commercial, 1 Open source
— 1 Productincluded raw and “interpreted” inventory

* AllInventory data normalized into one database
* Tool zero (‘o) —results you would get with SWID tag data

6 products resulted in 7 different answers
None were correct
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Unique Vendors Discovered

Unique Vendors per tool per device UanUe Microsoft Names
(note tool 2 did not report vendor names)
6 | P
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icrosoft Cor
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*° Adobe Systems Inc.
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Adobe Systems,
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SQL Items Discovered
Device 3 & 4 results

Total SQL Svr SQL Svr SQL Svr

Disc Express Compact Std '11' _J— I 1
T T
Actual 1 2 (o 1 o o EH | -
WinAudit 5 11 |1 2 |o 1 - - “
Tool 2 1 12 |1 2 |o 1 - -
Tool 3 1 1 |1 2 |0 o© -- SVR
Tool 4 4 8 |o o |o 1 SVR --
Tool g 4 4 |o 1 |o o SVR --
Tool 6 1 1 (o 1 |o o SVR -
Tool 7 17 23 |- == [-= - |-- -
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Federal Security SW ID Issues

From an Outsiders Perspective

Tool utilization and reconciliation

— How to reconcile data across agencies?
Supply chain security

— How do you validate and ensure integrity of the media?
20 Critical Security Controls (first 3 SAM related)

— Inventory of authorized and unauthorized devices

— Inventory of authorized and unauthorized software (discovery)
* How to authoritatively identify (is there a single “source of truth”)?

— Secure configurations for HW & SW on laptops, workstations and servers
* How to authoritatively identify software?
* How to authoritatively identify file level validity (NSRL DB?)?

How to link CPE names to inventory
— Manually created today (not scalable)
— No relationship to actual installed software

NOTE SWID tags do not replace CPE names —instead, they augment CPE
names
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Software Identification (SWID) Tags
What are they

o XML files installed with S/W

~* ProductTitle
e Product Version
/ e Software Creator

Mandatory e Software Licensor

Elements * Tag Creator
- * Unique Software ID

N ¥ o Entitlement Required (T/F)

) e Product Category (UNSPSCQ)

30 e Components of a suite

: e Previous product or company names

Opt|0na| e License Linkage Details (activation status, channel, cust type)
I lasT=l el © Package footprint (including SHA256 file hash)

* SWID tags can be applied to Open Source Software
* SWID Tags can be applied to in-house build and non-tagged SW
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How Software ID Tags Help

Improve Accuracy

Consistent naming conventions ensure all
installed software is identified by the
inventory tool and reported.

Reduce Noise

Tag data enables customers to quickly and
easily identify and reconcile items that
require licenses, and skip counting other
items like service packs, DLLs, etc.

L ower Costs

Tags reduce the amount of time customers

need to spend on today's highly manual Source: Microsoft, Heather Young

and complex reconciliation process and , -
reduce costly errors. From: 2012 SWID Summit




Tags are easy and low cost

* Microsoft recently announced support for SWID tags and
TagVault.org

— http://www.microsoft.com/sam/en/us/softwareid.aspx

— http://blogs.technet.com/b/volume-licensing/archive/2012/04/20/microsoft-
adopts-iso-software-identification-swid-tags-to-help-customers-manage-it-
inventory.aspx

— http://www.microsoft.com/global/sam/en/us/RichMedia/Software ID Tagging 6
£4,0X£480.a5X

* Windows 8 includes SWID tags

— http://www.itassetmanagement.net/2012/06/14/windows8-iso-tag/
* Rolling outin new releases as they hit the streets

— Visual Studio

— Microsoft Office

— More on the way!
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Certified Tags — What's the Difference
TagVault.org — Registration and Certification

* Non-profit certification and registration authority for
software identification tags

* Improving on the basis of the 19770-2:2009 Standard
* Rollingimprovements back into the standard

* Key to providing normalized and authoritative
information in a way that does not put roadblocks in
the publishers path to distribution

"’ | | EVF
@ l mu Microsoft * Supporting the SAM Eco-system
& building community
Mndusl?nkﬂd v/Symantec —  Certification process

— Extensions to Standard

IEEE-ISTo — Software tag repository

Industry Standards and Technology Organization — Software tools and services
affilated with the IEEE and the IEEE Standards Asseclation .
— Software ID tag best practices
— Software tool source code available
— Integration with other systems (i.e. CPE)

TagVault.org is a 501(c) 6 program formed under IEEE-ISTO

(Industry Standards and Technology Organization)
© Copyright 2012, TagVault.org



TagVault.org Certification Levels
Knowing what's included in a SWID tag

Base Very easy requirements for entry

* 7 Mandatory elements

* Registered (normalized) ID’s (regid, company, etc)
» Digitally signed by publisher with CA

Asset Management | Useful for administration/compliance efforts

(Base +) * Includes extensions to support CPE names

* Suite/bundle, descriptive info (abstract, category)
 Significantly easier to manage for compliance

@‘;’{\

certified

Secure Asset Mitigate SW Supply Chain Risk Management
Management * Media tag includes signed SHA2 hashes (all files)
(Asset Mgmt +) * Signed data for files copied to device (w/ SHA2)

* Certification ensures normalization & known data available

* (Can be applied by any organization

* Orgs cannot certify SW they do not own (who “owns” open source apps?)
* Third party tags can follow same practice w/o certification

* Strong desire to have community based data registration
© Copyright 2012, TagVault.org



Benefits of Certified SWID tags

Authoritative, Normalized, Integrated

SW inventory from discovery tools provide authoritative data that
can be automatically reconciled

— Numerous tools already claim support for -2 tags
Data values normalized allowing for significantly more automation

Minimum data requirements and normalization ensure accurate
and effective integration with existing systems (i.e. CPE)

Ensuring consistency with existing standards as well as future
proofing with updates to standard

Consistent and clearly defined certification requirements allow for
known contractual commitments

Extending capabilities of existing tools to enable new automated
capabilities (supply side security, vendor file validation, etc.)
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CPE Integration Example

Extension to SWID standard incorporated

v

CPE Attribute SWID Element

Part None — incorporated as option in the SWID tag verification and
registration utility.

Vendor Software_creator.regid (existing)

Product product_name (new) + licensing_version (new)

Version Version.numeric values — Major.minor.build.review (existing)

Update product_update (new)
SW_Edition product_edition (new)
Target_HW target_platform (new)

Language Additional review and community discussion required (many
products support multiple languages with a single release).

Other For CPE names created through a SWID tag validation and
certification process, this will include the string “certified_tag”.
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CPE Integration Example

Automate, normalize and become authoritative

cpe:2.3:a:microsoft.com: Office _2007:12.0.6607.1000:service_pack_3:-:-: Professional:-:-:certified_tag

CPE names automatically generated from certified (thus
authoritative) SWID tags

Normalization happens at publisher location
Data can be validated as coming from publisher
Full integration between inventory and CPE names

Augment existing SCAP processes — with supply chain
risk management and file level validation

Federal agency SWID tags can be utilized for non-tagged
SW (strong integration options with NSRL)
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Example of extensions to 19770-2
Tag_type

Name: Microsoft Office 2010
Publisher/Owner: Microsoft Corporation Name: Microsoft Office 2010 Patch KB2289161
Version: 14.0 . . .
Abstract: Office Productivity Suite Publl.sherIOwner: Microsoft Corporation
UNSPSC Code: 43231513, Office Sults Software X:r:t:'zr;' 1:2&2I1'22.?0£l?blic 5 private vulnerabilities
lzg;g'l’:r;ft:’;ﬂ(ge"f’”c reference for site) UNSPSC Code: 43231513, Office Suite Software
pps:
Word 2010 Tag_type = Patch @2‘?;3
Excel 2010 Digitally
PowerPoint 2010, ... Sz
|

Name: Microsoft Word 2010

Publisher/Owner: Microsoft Corporation

Version: 14.0.6024.1000

Abstract: Word processor

UNSPSC Code: 43232104, Word processing software

Tag_type = Application s | Application and component
tags only installed if
Name: Microsoft Outlook 2010 specified item is installed

Publisher/Owner: Microsoft Corporation

Version: 14.0.6106.5005

Abstract: E-mail and contact management
UNSPSC Code: 43233501, Electronic mail software

Tag_type = Application Digitally
Signed

Name: Microsoft Business Contact Manager 2010

Publisher/Owner: Microsoft Corporation

Version: 14.0.6305.1000

Abstract: Contact management

UNSPSC Code: 43232303, Customer relationship management CRM software

Tag_type = Component Digitally
Signed

Name: Microsoft SQL Server Express Edition

Publisher/Owner: Microsoft Corporation

Version: 6.01.7601.17514

Abstract: Redistributable database service

UNSPSC Code: 43232304, Data base management system software
Tag_type = Component

Digitally
Signed




Registration & Normalization
Ensuring Consistency

Register Values

' (Regid,
Web Based
Registration

Company Name, etc)

Company
Specific
Data

Industry
Normalized
Data

Validation &
Certification XML

Tag Data
Repository

Signing Server Tag Submission

(Optional)
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Registration & Normalization
Support for Open Source

Register Values Certified Data
(Regid,

Web Based Company Name, etc)

Registration

Company
Specific Industry
o Data Normalized
Validation & Data
Certification XML

Community Sourced Data

Signing Server Tag Submission
(Optional)
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Registration & Normalization
Support for Federated Certification Authority

Register Values Certified Data
(Regid,
Company Name, etc)

Web Based
Registration

Company
Specific Industry
o Data Normalized
Validation & Data

Certification XML

Company

h Specific Industry
X Data Normalized
_— . Data
Signing Server Tag Submission

(Optional)

Federated Certification Authorities
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Supplier Security

Typical situation

I Replication

Publisher 1

Business
Unit
Desktop /
\ Business
Unit
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Supplier Security

Bad Actor involved

I Replication Distributor
Publisher 1 Publisher
/ — j“@é Purchaser

usiness ,
Unit aﬂs

Desktop I | ¥ e@

Mgmt D™ «&1

gm “‘ S{
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SWID Tags — what's needed
Security and Authoritative Data

App 1 SWID Tag Patch SWID Tag | App 1SWID Tag | App 2SWID Tag
Name Name Namle
v Version Version Vers_lon
- Publisher Publisher Pyl?llshgr
‘4 Digital Sig Digital Sig Digital Sig
i .‘._ Package_footprint Package_footprint Package_foatprin
o
e Patch Not
App 2 SWID Tag
- S Installed
( L ) Version
/\ Publisher
oL
Package_footprint

Trusted Apps

: (internet access not required)

Validate
Install
Files

Vv

System File List

My_app.exe SHA2 Hash
App_file2.com |SHA2 Hash

Driver.sys SHA2 Hash
Rogue_file.exe | no hash
Validation Security & Timestamps
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Customers Need SWID Tags
Lead, follow, or be left behind

* Publishers —recognize your customers issues

* Tool providers —advocate for more accurate and
complete data — making your job easier

* Purchasers — build requirements into your contracts
— Tell your publishers you need SWID tags!

* Details - http://www.tagvault.org/balance
— Basing requirements on certified tags, results are a clear
and known quantity

— Sign the open letter to publishers (letter, survey, video)

* https://docs.google.com/document/pub?id=1aQCEeSx341g0q-rYP_fvpl7LFpV2uB3uutONIgOvl6g
*  http://www.surveymonkey.com/s/XMQQMBP
* http://youtu.be/MfXpgUWUFpc
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TagVault.org
Your IT Security Depends on SWID Tags

f For further information contact:

L

L .

L .
.....

S
) Steve Klos
{  +1.732.562.6031

“‘We fully expect certified software #

asset tags to become the standard ¢

for software publishers and SAM

tool vendors. In the near future steve k @ta gqvau |t .0rg
enterprise customers will demand € - -
that all software vendors provide
certifiable software asset tagging

and deployment reporting methods www.ta gvau lt.0 g

with their products!”

Timothy Willey .,
Sr. Director, Pricing & Licensing Strareg;:;
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Where to from here?
Board & Members prioritize efforts

* Currently Active
— Focus on Interoperability
— Develop integration guides (i.e. CPE creation)
— Create "best practice/implementation” guide
— Developing federated tag certification process
— Work on 19770-2 revision to start in August

* Roadmap
— TagVault.org as ISO sanctioned reg/cert org
— Developing public repository
— Develop certification ecosystem
— Define discovery/SAM tool certification requirements

© Copyright 2012, TagVault.org



Creation of SWID Tags Today

More on the way

* Commercial organizations creating SWID tags today
— Adobe
— Flexera
— Hewlett Packard
— Symantec
— Caphyon (Advanced Installer)

* Platforms on which SWID tags can currently be found
— Linux
— Macintosh
— OpenVMS
— UNIX
— Windows

© Copyright 2012, TagVault.org



Tools Supporting SWID Tags

More on the way

» Installation — Tag Creation Tools
« Caphyon (Advanced Installer)
* Flexera (Installshield)
* Opensource/Sourceforge (WiX)

« Discovery/Compliance Tools
 Aspera
» Asset Metrics
« CATechnology

 FEracent
» EXpress Metrics
 Flexera

* Hewlett Packard

* Magnicomp

« Software Management.org
e Symantec

© Copyright 2012, TagVault.org



Flexera — InstallShield 2012 support
By default, InstallShield creates & install SWID tags

The International Organization for Standardization (ISO) has established]SO
19770-2 - specifications for tagging software, to optimize software
identification and management. InstallShield 2012 is the only strategic
installation development solution that creates ISO 19770-2 software
identification tags as part of the installation development process.

This enables software producers to help their customers by delivering better
visibility into their installed software estate to facilitate software asset
management and software compliance efforts.

"Enterprise software users have grown more sophisticated about
compliance management and license optimization, so they want their
software producers to make it easier for them to track, manage and
optimize their software utilization," said Polte.

Flexera Press release — 8/23/2011
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Flexera — further support
Flexera builds their tools around 19770-2 tags

* Flexera has also announced future support for
19770-2 SWID tags in the following products:
— InstallAnywhere
— AdminStudio
— Flexera Manager

* Flexera will be able to create, modify and use SWID

tags on any platform. SWID tags provide direct
integration between most of their product lines

© Copyright 2012, TagVault.org



Symantec’s view on SWID Tags
Improving how customers do business

* Symantec public statement of support for
SWID tags

In an effort to continually improve how customers do business, Symantec supports the new ISO/IEC 19770-2
standard, which enables Symantec and other software publishers to provide definitive software identification
information in the form of software identification (SWID) tags that are deployed with the software and kept up-
to-date by the software. This standard will greatly simplify and standardize the software identification process.

Symantec’s strategy is to integrate 1ISO 19770-2 software identification tags into the Symantec product portfolio
enabling third-party software inventory and asset management (SAM) tools to easily identify, track, and report

deployed Symantec products and their features and options, resulting in some of the following benefits for
customers and partners:

] Reduced customer IT costs ™
] Reduced partner costs related to SAM L
: Symantec
[ Increased customer return-on-investment atement of Suppo
] Reduced compliance risk and improved utilization of software assets

] Further strengthening of Symantec’s relationship with its customers and partners

© Copyright 2012, TagVault.org



Software Compliance Organizations
Supporting Organizations

“BSA supports industry and standards body efforts to standardize and normalize the information and processes required by all
Software ecosystem members to more efficiently and effectively implement software asset management programs. A clear
example of this support is demonstrated by the BSA created SAM Advantage program that aligns with the ISO/IEC 19770-1
Revised Standard.”

Peter Beruk
Senior Director of Compliance Marketing
BSA

“We fully expect certified software asset tags to become the standard for software publishers and SAM tool vendors. In the near
future, enterprise customers will demand that all software vendors provide certifiable software asset tagging and deployment
reporting methods with their products!”

Timothy Willey
Sr. Director, Pricing and Licensing Strategy
Symantec

The problem is addressed by the use of software tagging. Software tagging is the process of maintaining a set of tag files
(.swidtag) on a client machine to determine the installation and license state of various software products. A software tagfile is
an XML file that contains information for identification and management of software products.

For asset management, an administrator can run a SAM tool that scans the tag files on the client machine and parses them for
analysis and reporting. Software tagging is thus an important part of Software Asset Management. The problem is addressed
by the use of software tagging. Software tagging is the process of maintaining a

Software Tag Implementation in Adobe Products Tech Note
Adobe
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HP’s View on SWID Tags
Where does This Tier 1 Tool Provider Stand?

"HP sees ISO 19770-2 tags as the de facto industry standard and
has adopted it in its inventory discovery product, DDMI. HP is
also seeing significant market demand for this standard in
recent customer RFPs.”

Daniel Galecki
Product Line Manager — ITAM

HP’s DDMI q.3 —released in March - installs with a 19770-2 tag
and supports reading SWID tags for inventory

"Good news is that ISO 19770-2 tags can be used by anyone, not just
software vendors. | have already talked to a few organizations that want to
adopt these tags to track their home grown applications.”

- Recent HP Blog Posting by Daniel
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Standards Information

* Purchase a copy of the standard
— FromISO
http://www.iso.org/iso/search.htm?qt=19770-2&searchSubmit=Search&sort=rel&type=simple&published=on

—  From ANSI
http://webstore.ansi.org/RecordDetail.aspx?sku=ISO/IEC+19770-2:2009

—  From your countries national standards body

e  More information about ISO SAM Standards
—  http://www.19770.0rg

* Relevant W3C Recommendations

— XMLDSIG
http://www.w3.0rg/TR/xmldsig-core/

—  Whitespace issues in Canonicalized and digitally signed XML documents
http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315#Example-WhitespacelnContent

—  Time stamps in XML documents — (see XAdES-T in particular)
http://www.w3.0rq/TR/XAdES/#Syntax_for XAdES T form

« TagVault.org, aregistration and certification authority
—  http://www.tagvault.org
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US Government Detalils

NetCents 2 RFP — includes requirements for 19770-2 SWID tags
http://www.herbb.hanscom.af.mil/esc_opps.asp?rfp=R1613
*  Certification Documentation for SWID Tags
http://www.tagvault.org/GSA Working Group Certification Document
* FedITAM Program

http://www.gsa.gov/portal/content/103237

http://www.gsa.gov/feditam

* OSDESIProgram

http://www.esi.mil/contentview.aspx?id=227&type=1

*  Executive Order #13103
http://frwebgate.access.gpo.gov/cqgi-bin/getdoc.cgi?dbname=1998 reqister&docid=fro5ocg8-130.pdf

. Federal IT Dashboard
http://it.usaspending.qgov

e FDCC

http://www.microsoft.com/industry/government/federal/fdccdeployment.mspx

http://www.microsoft.com/industry/government/solutions/fdcc/

. Consensus Audit Guidelines
http://www.sans.org/critical-security-controls/quidelines.php

*  NIST-800-53 controls (recommended security controls for Federal Information Systems)
http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp80o0-53-rev2-final.pdf

* IT Lean Reengineering Process Guidebook
https://acc.dau.mil/adl/en-US/290747/attachment/44335/25 Oct 08 Draft IT Lean Reengineering Process Guidebook.pdf
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Resources for Articles
Reference Information for Public Articles

IDC Analyst support for SWID Tagging - “ISO 19770 Software Tagging Standard — All Eyes on GSA”

http://www.idc.com/getdoc.jsp?sessionld=&containerld=lcUS22474310

EMA Analyst Review of SWID Tagging

http://blogs.enterprisemanagement.com/charlesbetz/2011/10/18/interview-taqvaults-steve-klos/

Certification Documentation for SWID Tags
http://www.tagvault.org/GSA Working Group Certification Document

Whitepaper Detailing how to Include Requirements for SWID Tags in Purchase Documents

http://www.tagvault.org/balance

Whitepaper Detailing how to Include Contract Language for SWID tags
http://www.19770.0rg/download/file/15/

Symantec public statement on SWID Tags
http://www.tagvault.org/symantec_support

Microsoft Details on SWID Tag Implementation

http://www.microsoft.com/sam/en/us/softwareid.aspx

Preview of Standard (2% 13 pages)
http://webstore.iec.ch/preview/info _isoiec19770-2%7Bed1.0%7Den.pdf

Schema for -2

http://standards.iso.orqg/iso/19770/-2/2009/schema.xsd
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