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Introduction

The Open Checklist Interactive Language (OCIL) defines a framework for expressing questionnaires written for security checklists (or benchmarks). This framework includes constructs for representing questions, instructions that guide users towards an answer, responses to questions, and artifacts. Although it has been designed for the purpose of developing security checklists, its capabilities can be applied to other use-cases. For instance, it can be used for authoring research surveys, academic course exams, and instructional walkthroughs. 

Security checklists provide guidance to security managers in developing policies intended to protect their organization’s valuable assets. Enforcing and checking compliance against these policies on every single asset within the organization is important. It can also be a daunting task for security officers as the number of assets increase and the size of the organization expand. Many tools have been developed to automate this task. However, capabilities of existing automation tools are limited and cannot handle all aspects of security compliance checking. When automation tools cannot be used, security officers are faced with the challenge of manually checking for security policy compliance.

This document describes a standard data model and processing methodology for supporting human-oriented, manual security compliance checks that require user feedback. The data model is designed to encourage portability and reusability of objects. An XML schema-based implementation of this data model is presented in Appendix A.
[bookmark: _Toc238443133][bookmark: _Toc238862362]Background

There have been a number of initiatives to provide standards for automating security checks.  Some of these initiatives include:

· XCCDF (eXtensible Configuration Checklist Description Format): “A specification language for writing security checklists, benchmarks, and related kinds of documents. An XCCDF document represents a structured collection of security configuration rules for some set of target systems. The specification is designed to support information interchange, document generation, organizational and situational tailoring, automated compliance testing, and compliance scoring. The specification also defines a data model and format for storing results of benchmark compliance testing.”[footnoteRef:1]  [1:  Source: http://nvd.nist.gov/xccdf.cfm ] 


· OVAL (Open Vulnerability and Assessment Language): "OVAL includes a language used to encode system details, and an assortment of content repositories held throughout the community. The language standardizes the three main steps of the assessment process: representing configuration information of systems for testing; analyzing the system for the presence of the specified machine state (vulnerability, configuration, patch state, etc.); and reporting the results of this assessment."[footnoteRef:2] [2:  Source: http://oval.mitre.org] 


However, none of the existing standards provide a language for expressing compliance checks that require manual user interaction.  A standard language for expressing manual checks and their results would provide the following benefits:

· Ensure that every manual check is done in the same manner (uniformity) and the required steps are followed, regardless of who performs the check.

· Ensure that the responses to manual checks can be reviewed for auditing purposes.

· Foster the development of standardized, interoperable capabilities in tools for creating, evaluating, and supporting manual checks.

· Foster collaboration among security-related communities in composing manual checks.

· Enhance the manageability of manual checks.
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OCIL is designed to enable authors to describe security compliance checks that require user feedback, and record their results in an XML document. The end result allows organizations to utilize commercial tools that support manual checks and integrate with existing tools to aid security officers in their tasks. The following scenarios illustrate some of the uses that OCIL will foster.
	
Scenario 1 –
A security compliance check author writes an OCIL document with a questionnaire that represents a check requiring all labs in a particular building to be secured. The OCIL questionnaire is made accessible through a web form on the company intranet site. Each security officer accesses this form, which serves as the front-end to the questionnaire. They are asked a series of questions starting with their area of responsibility (e.g. what building? what part of the building? etc.). If they are responsible for that particular building, then the interpreter asks the next applicable question until it produces a result. Otherwise, the evaluation stops. Results are submitted to a repository for further analysis.

Scenario 2 –
A security compliance check author writes an XCCDF document containing checks that need to be performed for a particular system. However, some of the checks require a complex evaluation that currently cannot be automated. Within the document, the author includes a reference to an OCIL document containing a manual check. A security officer assigned to the task of checking the system for compliance takes the XCCDF document and loads it into an XCCDF interpreter. Upon reaching a manual check, the XCCDF interpreter loads the OCIL document into the OCIL interpreter (either through a built-in functionality within the XCCDF interpreter or an external OCIL reference implementation), which asks the security officer a series of questions. The security officer's response is collected and interpreted. The result is returned to the XCCDF interpreter which then continues with the remaining checks. The results from both the automated and manual checks are combined into a single report by the XCCDF interpreter.

Scenario 3 –
A company security officer would like to review all compliance checks including those done manually, and produce a report.  The security officer takes in an OCIL document that contains the results from the most recent assessment and transforms it into html with an eXtensible Stylesheet Language (XSL) stylesheet [footnoteRef:3]. [3:  The W3C Specification for XSL can be found at http://www.w3.org/TR/xslt20/. ] 


Scenario 4 –
The security guidance author deemed it necessary for auditing purposes that a copy of the system configurations be submitted with the questionnaire. The author includes an artifact that represents the required system configuration file in the OCIL document. A company security officer takes in the OCIL document and runs it with an interpreter that poses the questionnaire to the officer. Upon answering a particular question within the questionnaire, the security officer is also asked to submit the required file. The required file is submitted with the results of the questionnaire.

Scenario 5 – The use of Instructions
The security guidance author writes an OCIL question that may be answered through a series of steps. The author includes an instructions object with the OCIL question to guide the user in answering the question. A company security officer takes the OCIL document and runs it with the interpreter that poses a questionnaire. Upon reaching the OCIL question with instructions, the tool displays a set of steps to follow. The security officer follows the procedure and answers the question.
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The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in Request for Comment (RFC) 2119. [footnoteRef:4] [4:  RFC 2119, “Key words for use in RFCs to Indicate Requirement Levels”, is available at http://www.ietf.org/rfc/rfc2119.txt.] 
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OCIL consists of the following high-level object data types:

1. ocil. An OCIL document SHALL hold exactly one ocil object that acts as a container for all questionnaires, test actions, questions, and OPTIONAL artifacts, variables, and results objects. It MAY also hold information describing the document and its creation.

2. questionnaire. A questionnaire represents a single, discrete check similar to an OVAL definition. It SHALL contain references to one or more test actions (or other questionnaires) to describe a sequence of questions that MUST be posed to a user in determining a state or condition, and processing instructions. Questionnaires themselves are referenced through a unique identifier that MUST be provided. It MAY also contain descriptive information about the check it evaluates, processing scope, and priority relative to other questionnaires.

3. test_action. A test_action is an abstract concept for describing what action (i.e. produce a result or evaluate another test action) MUST follow when a user responds to a question. Derived test_action objects: boolean_question_test_action, choice_quesiton_test_action, numeric_question_test_action, and string_question_test_action, MAY be used, each designed to handle a specific type of question that it MUST reference. All instances of test_action are referenced through a unique identifier that MUST be provided. It MAY also contain a short caption that describes what the test_action object represents.
 
4. question. A question is an abstract concept with REQUIRED text describing what needs to be answered, and an OPTIONAL set of instructions guiding the user towards a response. Derived question objects: boolean_question, choice_question, numeric_question, and string_question, MAY be used, each designed to handle a particular type of data for a valid answer. Questions are referenced through a unique identifier that MUST be provided.

5. artifact. An artifact represents an evidence that MAY be submitted to support a user’s response to a question. It MAY be text (e.g. prose statement) or a reference to an object (e.g. file location or URL). Artifacts are referenced through a unique identifier that MUST be provided. It MAY also contain descriptive information about the value, the type of data it holds, and its persistency.

6. variable. A variable is an abstract concept for a substitutable object that MUST hold  a single value. Derived variable objects: constant_variable, local_variable, and external_variable, MAY be used, each designed to  compute its value based on a particular  source. A variable source MAY be the author, answer to a question, or objects defined externally.

7. results. An OCIL document MAY contain a results object that acts as a container for all assessment data taken during the evaluation such as those taken from questionnaires, test actions, questions, and submitted artifacts. It MAY also contain descriptive information about the results, time the evaluation started and ended, the evaluated system, and the users who performed the evaluation.
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Object Content Details

The tables below show the properties that make up the main object data types of the OCIL data model.
[bookmark: _Toc238443138]
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	Property
	Type
	Count
	Description

	generator
	GeneratorType
	1
	A generator describes the creator of the document. This includes information about the authors of the document, application or tool used to generate it, time of its creation, schema version used to validate it, and any other information about the creation of the document.

	document
	DocumentType
	0-1
	Document-level information that MAY be presented to a user. Specifically, it includes a title, descriptive information, and notices.

	questionnaires
	QuestionnairesType
	1
	A container for all questionnaire objects. Each questionnaire describes a sequence of questions that MUST be posed to the user in order to determine a state or condition, including processing instructions.

	test_actions
	TestActionsType
	1
	A container for all test_action objects. Each test_action describes a state or condition that MUST be checked for, including processing instructions.

	questions
	QuestionsType
	1
	A container for all types of question, and choice_group objects. 
· Each question describes what MUST be posed to the user checking for a particular state or condition. 
· Each choice_group represents a reusable set of choices for a choice_question. A choice_question MAY reference a choice_group or explicitly specify allowed choices.

	artifacts
	ArtifactsType
	0-n
	A container for all artifact objects. An artifact MAY be retrieved during evaluation, as an evidence to support a user’s response to a question.

	variables
	VariablesType
	0-n
	A container for all types of variable (i.e. constant, local, and external) objects. Each variable MUST hold a single value computed based on its source.

	results
	ResultsType
	0-1
	Assessment data generated during the evaluation of questionnaires, test_action, and questions.



The ocil element MUST be the root element of an OCIL document. It SHALL contain all questionnaires, test_actions, and questions. It MAY also include artifacts that support user responses to questions, a results object to store assessment data taken during evaluation, and information about the creator and the document itself.
[bookmark: _Toc238443139][bookmark: _Toc238862371]2.1.2		The questionnaire element

	Property
	Type
	Count
	Description

	id
	QuestionnaireIDPattern
	1
	Unique identifier for a questionnaire object.

	priority
	PriorityType
	0-1
	Specifies the priority level of a questionnaire relative to other questionnaires.  (By default: LOW).

	child_only
	Boolean
	0-1
	Specifies whether the questionnaire MUST be treated as a top-level (=false) or only child-level (=true) questionnaire.  (By default: false).

	scope
	ScopeType
	0-1
	The scope attribute describes how to process evaluation. A value of FULL specifies that evaluation SHALL continue regardless of the status of whether a result can be produced. A value of SHORT indicates that evaluation SHALL stop when a result can be computed. (By default: FULL).

	title
	TextType
	0-1
	Descriptive heading or caption that describes the questionnaire.

	description
	TextType
	0-1
	Descriptive text that describes the questionnaire in more detail than a title.

	reference
	ReferenceType
	0-n
	The reference element contains information about any external references related to this step. Examples MAY include references to other standards such as CVE, CCE, or CPE.

	actions
	OperationType
	1
	A container for all test_action objects that MUST be evaluated for this questionnaire.

	artifacts
	ArtifactsType
	0-1
	A container for all artifact objects that MAY be retrieved during evaluation that support all user responses in this questionnaire.

	Notes
	String
	0-n
	Any information related to the questionnaire.



The questionnaire element is the basic unit of an OCIL check. Each questionnaire MAY correspond to one recommendation or requirement in a security guide. Additionally, questionnaires MAY be referenced by other questionnaires. After processing (which includes receiving the necessary responses from a user), a questionnaire SHALL evaluate to one result type (see section 3.1 for a list of result values and their meanings).

The child_only attribute MAY be used to distinguish between a "top-level" and a "low-level" questionnaire. A top-level questionnaire (the default) represents a questionnaire that MUST be posed to a user directly. Interpreter tools MAY choose to display a list of all the top-level questionnaires in an OCIL document to a user, and allow the user to work through the list. By contrast, a low-level questionnaire is designed to be part of another questionnaire. Specifically, it SHALL be processed and its questions presented to the user as a part of another questionnaire, but SHALL NOT be displayed independently. An interpreter tool MUST NOT display a low-level questionnaire in a list of top-level questionnaires since it represents a sub-section of other questionnaires.

A questionnaire SHALL contain references to one or more test_action objects, an operator used to combine them, and an OPTIONAL negate attribute used to toggle the value of the final result (i.e. from PASS to FAIL, or FAIL to PASS). All of this information SHALL appear within the questionnaire's actions element. Conceptually, this permits an author to pose multiple questions to a user, and then aggregate them into a single response. While a single questionnaire MAY only use a single operator (plus the optional negate) to combine the results of its referenced test_action objects, the fact that test_action objects can refer to other questionnaires, which can themselves reference multiple test_action objects and aggregate them with their own operator allows for arbitrarily complex logical combinations of responses.

[bookmark: _Toc238443140][bookmark: _Toc238862372]2.1.3		The test_action element

The test_action element is a simple abstract element that serves as the base for a number of child elements. Conceptually, a test_action is used to identify a specific question to pose to the user, and then, handle the user's response. Handling the user response can involve picking a specific result value for this test_action or calling another test_action or questionnaire. (The ResultsChoiceType structure is used to specify this information.) The former case represents a situation where the user's response is conclusive while the latter would be used if the user's response required further follow-up questions in order to reach a final result. The handlers are used to convert a user response (e.g. a number or string) into a result value (e.g. PASS or FAIL). If there is no handler for the given user response, a result value of ERROR is generated.

As noted, the test_action element itself is abstract and would not appear within an OCIL document. It is extended by the question_test_action element, which is also abstract. The question_test_action is then extended by four different child elements, each of which corresponds to a different data-type for the user response. It is these latter elements that would actually be used. The relevant types are described below:


test_action
	Property
	Type
	Count
	Description

	notes
	string
	0-n
	Used to record information related to the test_action.



question_test_action
	Property
	Type
	Count
	Description

	id
	QuestionTestActionIDPattern
	1
	Unique identifier for a question_test_action.

	question_ref
	QuestionIDPattern
	1
	Identifies a question using its id.

	title
	TextType
	0-1
	Descriptive heading or caption that describes the question_test action.

	when_unknown
	ResultChoiceType
	0-1
	Processing instruction for when an UNKNOWN value is received.

	when_not_tested
	ResultChoiceType
	0-1
	Processing instruction for when a NOT_TESTED value is received.

	when_not_applicable
	ResultChoiceType
	0-1
	Processing instruction for when a NOT_APPLICABLE value is received.

	when_error
	ResultChoiceType
	0-1
	Processing instruction for when an ERROR value is received.



The question_test_action expands on the test_action element, adding a unique id, a reference to a question, a title, and handler elements for four types of responses to the referenced question.

The four child elements of question_test_action are listed below. In addition to inheriting all the handlers of their parents, they define additional handlers to contain processing instructions for the expected type of user input.

boolean_question_test_action
	Property
	Type
	Count
	Description

	when_true
	ResultChoiceType
	1
	Processing instruction for when the user responds with TRUE or YES.

	when_false
	ResultChoiceType
	1
	Processing instruction for when the user responds with FALSE or NO.



numeric_question_test_action
	Property
	Type
	Count
	Description

	when_equals
	WhenEqualsType
	0-n
	Processing instruction for when the user responds with a specific numeric value. WhenEqualsType, an extension to ResultsChoiceType, allows the author to specify this value.

	when_range
	WhenRangeType
	0-n
	Processing instruction for when the user response falls within a specified range of values. WhenRangeType, an extension to ResultsChoiceType, allows the author to specify this range.



Note that, despite the fact that either handler may be omitted, at least one handler must appear within the body of a numeric_question_test_action. If multiple handlers could potentially match a particular user response (for example, if there were overlapping ranges) then the first matching handler is used. Since when_equals handlers always come before when_range handlers, this gives when_equals handlers precedence.

string_question_test_action
	Property
	Type
	Count
	Description

	when_pattern
	WhenPatternType
	1-n
	Processing instruction for when the user responds with a string that matches a specified regular expression. The extension to ResultsChoiceType allows the author to specify this regular expression.



If the user's response could match multiple patterns, the handler with the first matching pattern is used.

choice_question_test_action
	Property
	Type
	Count
	Description

	when_choice
	WhenChoiceType
	1-n
	Processing instruction for when the user responds with one of a specified list of choices. The extension to ResultsChoiceType allows the author to specify multiple choices.



Choice questions present the user with a list of possible responses and the user selects one of them. The author should create handlers to cover all of the possible choices a user might select.
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	Property
	Type
	Count
	Description

	id
	QuestionIDPattern
	0-1
	Unique identifier for a question.

	question_text
	string
	1-n
	Descriptive text to be posed to the user as a question.

	instructions
	InstructionsType
	0-1
	A sequence of steps intended to guide the user in determining an answer to a question.

	notes
	string
	0-n
	Any information related to the question.



A question element represents a question to pose to the user and an OPTIONAL set of instructions for the user to follow in order to arrive at their answer. The question element itself is abstract and does not appear in OCIL documents. Instead, the four child elements, one for each data type of user response are used.

The child elements all inherit the constructs of their parent element. In addition, all four MAY contain an attribute to designate a default value. Two child element types contain additional structure beyond this default value: The boolean_question element also contains a mode attribute to indicate to an interpreter whether the user should pick between TRUE/FALSE or YES/NO. The choice_question element contains a list of child elements, which specify one possible choice for the user's response, as well as references to child_group elements, which describe a list of choices. Choice elements and choice_group references MAY be interleaved and are presented to the user in the order in which they appear.
[bookmark: _Toc238443142][bookmark: _Toc238862374]2.1.5		The artifact element

	Property
	Type
	Count
	Description

	id
	ArtifactIDPattern
	1
	Unique identifier for an artifact.

	persistent
	boolean
	1
	Specifies whether the artifact is time sensitive or not. If the value is true, then a snapshot or a copy must be kept. Otherwise, a pointer to the location of the artifact is enough. The default value is true.

	datatype
	ArtifactDataType
	1
	Specifies how to treat the value of the artifact. It can either be TEXT, or REFERENCE. (By default: TEXT)

	required
	boolean
	1
	Specifies whether the artifact must be included or not. If true, then it must be included. The test_action or questionnaire is not complete without it. Otherwise, it is desired but not necessary

	title
	TextType
	1
	A short summary or a caption about the artifact.

	description
	TextType
	1
	Descriptive text about the artifact.



An artifact element represents an object that serves as evidence to a question’s answer. It MAY contain value that represents TEXT (e.g. prose) or a REFERENCE (e.g. location of a file, or URL). If it is required, then the test action or questionnaire is not completed without it. In addition, if it is persistent, then it is RECOMMENDED that a copy is made of the file.
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A variable is an abstract element that SHALL hold a single value computed based on its source. The source can be the author, answer to a question, or external sources. There are three derived classes: constant_variable, local_variable, and external_variable.

Variables MAY be used in choice, when_range, when_pattern, and when_equals elements by referencing its unique identifier. If used in a choice element, then the value of the choice SHALL be replaced with the value of the referenced variable. In addition, it MAY replace values for range min/max, patterns, and values to be matched in when_range, when_pattern, and when_equals, respectively.

The values for constant variables are defined by the author of the document. External variables are defined elsewhere, from external sources. However, local variables are different. Values of local variables depend on the answer to questions. The answer value is matched with a pattern, range of values, or a choice_ref. Based on the match, the value of the local variable is set as defined.

constant_variable
	Property
	Type
	Count
	Description

	id
	VariableIDPattern
	1
	Unique identifier for a variable.

	datatype
	VariableDataType
	1
	Specifies how a variable data value should be treated or used.

	description
	TextType
	0-1
	Information about the variable in detail.

	value
	string
	1
	A single variable data.

	notes
	string
	0-n
	Any information related to the question.



local_variable
	Property
	Type
	Count
	Description

	id
	VariableIDPattern
	1
	Unique identifier for a variable.

	datatype
	VariableDataType
	1
	Specifies how a variable data value should be treated or used.

	description
	TextType
	0-1
	Descriptive text about the variable.

	question_ref
	QuestionIDPattern
	1
	Unique identifier of the question in which the variable is linked. The value of the variable is the answer to the linked question.

	set
	VariableSetType
	0-n
	Value depending on the pattern, range, or choice_ref of the answered question.

	default_value
	string
	0-1
	Initial value of the variable if it the source (i.e. the linked question) has not been evaluated yet. This element is optional.

	notes
	String
	0-n
	Any information related to the question.



external_variable
	Property
	Type
	Count
	Description

	Id
	VariableIDPattern
	1
	Unique identifier for a variable.

	datatype
	VariableDataType
	1
	Specifies how a variable data value should be treated or used.

	description
	TextType
	0-1
	Information about the variable in detail.

	default_value
	string
	1
	A single variable data.

	notes
	string
	0-n
	Any information related to the question.
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	Property
	Type
	Count
	Description

	start_time
	dateTime
	0-1
	Specifies when the evaluation of the OCIL document started.

	end_time
	dateTime
	0-1
	Specifies when the evaluation of the OCIL document completed.

	title
	TextType
	0-1
	A descriptive heading or caption that describes the result set.

	questionnaire_results
	QuestionnaireResultsType
	0-n
	A container for all questionnaire_result objects. A questionnaire_result describes the result of evaluating a questionnaire and any associated artifact_result objects.

	test_action_results
	TestActionResultsType
	0-n
	A container for all test_action_result objects. A test_action_result describes the result of evaluating a test_action and any associated artifact_result objects.

	question_results
	QuestionResultsType
	0-n
	A container for all question_result objects. A question_result describes the result of evaluating a question.

	artifact _results
	ArtifactResultsType
	0-n
	A containter for all artifact_result objects. An artifact_result contains information about the submitted artifact.

	targets
	TargetsType
	0-n
	A container for all target objects. A target is a user, or system in which the documented results have been taken.



The results element is used to store the results from processing the document. These results include not only the evaluated results of each questionnaire, but a breakdown of the results for each test_action and the user's response to each question.
4 [bookmark: _Toc238443146][bookmark: _Toc238862377]
Processing Requirements

This section describes the processing requirements that an interpreter must follow in order to correctly process an OCIL file.
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The result value of a questionnaire or a test action MUST be one of the following:

1. PASS.  The state or condition being tested is achieved or satisfied.

2. FAIL.  The state or condition being tested is not achieved or satisfied.

3. UNKNOWN.  The sate or condition being tested could not be determined.

4. ERROR.  The user answered with an unacceptable or unhandled value; OR the interpreter encountered an unhandled situation or system error.

5. NOT_APPLICABLE.  The questionnaire or test action does not apply to the goal as determined by user response(s).

6. NOT_TESTED.  The questionnaire or test action has not been inspected by the user for the following reasons: (a) the user marked a question referenced by a test action as not tested, or (b) the questionnaire or question referenced by a test action has not been presented to the user yet.

[bookmark: _Toc238443148][bookmark: _Toc238862379]Scope of Evaluation

Evaluation can be controlled through the scope attribute of the questionnaire element. It can either have a value of SHORT or FULL.  By default, it is set to FULL.

A value of SHORT forces the evaluation of a questionnaire to stop when sufficient information has been gathered to produce a final result. For example, suppose there are 10 test actions in a questionnaire and based on the user’s response on the 5th test action, the result of the questionnaire can be computed.  At this point, the evaluation MUST stop if the value of the scope attribute is set to SHORT.  

Setting the value of the scope attribute to FULL forces questionnaires to evaluate all test actions even if the final result will be unaffected by the subsequent questions. In the previous example, if the scope was set to FULL, evaluation MUST finish when the 10th question has been answered even though the final result was known after the evaluation of the 5th test action.
[bookmark: _Toc238443149][bookmark: _Toc238862380]Evaluating Test Actions

The OCIL defines a structure called test action.  A test action defines what needs to be tested (e.g. a question), and what action to take based on user response.  An action can either be an event that triggers the next test action to be evaluated or it can simply produce a result.  If the action is to produce a result, then the result is propagated up to its calling test action.

A questionnaire may contain multiple references to other test actions.  To evaluate a questionnaire, each referenced test action must be evaluated, modified by the scope attribute as described in section 3.2. The results of the referenced test actions are combined to produce the final result of the questionnaire.  The following steps describe how the results are combined (in order):

1. The value of the operation attribute in the actions element is applied.  This attribute can either have an AND or OR value. By default, its value is set to AND.  The truth table below (see Table 1) defines how to combine results.

2. The value of the negate attribute in the actions element is applied. This attribute can either have a true or false value.  By default, its value is set to false. When set to true, the result returned by the questionnaire is changed in the following way: FAIL becomes PASS, PASS becomes FAIL, and all other results are unchanged. 

Table 1. Truth Table for Combining Test Action Individual Results
	Operator
	Number of Individual Results
	Final Result

	
	PASS
	FAIL
	ERROR
	UNKNOWN
	NOT TESTED
	NOT APPLICABLE
	

	AND
	1+
	0
	0
	0
	0
	0+
	PASS

	
	0+
	1+
	0+
	0+
	0+
	0+
	FAIL

	
	0+
	0
	1+
	0+
	0+
	0+
	ERROR

	
	0+
	0
	0
	1+
	0+
	0+
	UNKNOWN

	
	0+
	0
	0
	0
	1+
	0+
	NOT TESTED

	
	0
	0
	0
	0
	0
	1+
	NOT APPLICABLE

	
	0
	0
	0
	0
	0
	0
	NOT TESTED 

	OR
	1+
	0+
	0+
	0+
	0+
	0+
	PASS

	
	0
	1+
	0
	0
	0
	0+
	FAIL

	
	0
	0+
	1+
	0+
	0+
	0+
	ERROR

	
	0
	0+
	0
	1+
	0+
	0+
	UNKNOWN

	
	0
	0+
	0
	0
	1+
	0+
	NOT TESTED

	
	0
	0
	0
	0
	0
	1+
	NOT APPLICABLE

	
	0
	0
	0
	0
	0
	0
	NOT TESTED 
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As mentioned in Section 2.1.2, a test action defines what needs to be tested (e.g. a question), and what action to take based on user response. Every test action that references a question MAY contain any or all of the following elements: when_error, when_unknown, when_not_tested, and when_not_applicable. The names suggest the condition when the action defined within the element is to be applied:

· when_error defines the action to take when an error occurs.

· when_unknown defines the action to take when the user marks a question as having an unknown answer.

· when_not_tested defines the action to take when the user decides not to evaluate a test.

· when_not_applicable defines the action to take when the user marks a question as not applicable.

The above elements are OPTIONAL, i.e., some or all of them MAY exist for a particular test action.  

The OCIL contains structures for different question types depending on the expected data-type of the user's response. For each type of question, there is an associated variant of the test action element that contains additional handlers to process the anticipated user response. For instance, for a boolean_question_test_action, a when_true and when_false are added to define what actions to take when a test evaluates to a true (or yes) or false (or no), respectively.

When a test evaluates to a value with no defined action, the result is an ERROR. For example, if a user marks a test as NOT_APPLICABLE, but there is no when_not_applicable handler, the test_action SHALL evaluate to ERROR. Likewise, if a user provides a normal answer (boolean, number, string, etc.), but there is no handler for that answer this MUST also evaluate to ERROR. For example, if the user returns 9, but there is no when_equals or when_range handlers that match a value of 9, then an ERROR MUST be returned. This means that, apart from an ERROR result, the only time any other result values are returned by a test action would be if the handler explicitly provided a return value.

Consider the following example:
(Source: ISO IEC 27002 2005 Information Security Audit Tool)
8.1 Question 1.  Have you reduced the risk of theft, fraud, or misuse of facilities by making sure that all prospective employees understand their responsibilities before you hire them?		YES	NO	N/A

The above question requires an answer of YES, NO, or N/A (Not Applicable). It is best modeled with a boolean_question element.  For instance,

<boolean_question id="inter:mitre.org:question:1" model="MODEL_YES_NO">
   <question_text> 
Have you reduced the risk of theft, fraud, or misuse of facilities by making sure that all prospective employees understand their responsibilities before you hire them?
   </question_text>
</boolean_question>

To describe what happens when a user responds to this type of question, a boolean_question_test_action can be defined in the following manner:

<boolean_question_test_action id="inter:mitre.org:testaction:1"
   question_ref="inter:mitre.org:question:1">
   <when_true>
      <result>PASS</result>
   </when_true>
   <when_false>
      <test_action_ref>inter:mitre.org:testaction:2</test_action_ref>
   </when_false>
   <when_not_applicable>
<test_action_ref>inter:mitre.org:testaction:3</test_action_ref>
   </when_not_applicable>
</boolean_question_test_action>

An interpreter SHALL present the referenced question to the user. Based on the user's response to the question, the test action would perform different actions. Specifically, if the user responds:

	YES
	The when_true handler is invoked, which sets the result of this test action to PASS.

	NO
	The when_false handler is invoked. This causes the interpreter to evaluate the test action with id inter:mitre.org:testaction:2. Whatever that test action evaluates to, becomes the result of this test action.

	N/A
	The when_not_applicable handler is invoked. This causes the interpreter to evaluate the test action with id inter:mitre.org:testaction:3. Whatever that test action evaluates to, becomes the result of this test action.

	Anything else
	There is no handler for any other responses so other responses set the result of this test action to ERROR



Note that for simplicity purposes, ‘yes’ and ‘true’ responses are mapped to a when_true element.  Similarly, ‘no’ and ‘false’ responses are mapped to a when_false element.

A numeric_question_test_action is a test action that references a numeric_question. It SHALL contain a set of when_equals and/or when_range elements. A when_equals element defines what action to take when a particular value matches the response of the user. Similarly, a when_range element defines what action to take when the user’s response is within a specified range of values, for example [29,100], [101,132), or (131, 249]. If the value given by the user matches multiple conditions, then the first matching handler MUST be applied. Since when_equals handlers always come before when_range preference is given to exact matches. 

A string_question_test_action is a test action that references a string_question. It SHALL contain a set of when_pattern elements. A when_pattern element defines what action to taken when the user’s response matches a particular regular expression. Similar to numeric_test_action, if the value given by the user matches multiple conditions, then the first when_pattern matched MUST be applied.

A choice_question_test_action is a test action that references a choice_question. It contains a set of when_choice elements. A when_choice element defines what action to take when the user's responds matches one of a list of choices. The schema prevents multiple when_choice elements from containing references to the same choice within a single choice_test_action.

[bookmark: _Toc238862382]Submitting Artifacts

An artifact MAY be asked to be submitted as an evidence to support a user’s response to a question, or all questions within a questionnaire. If the persistent attribute is set to TRUE and the artifact is a file (or a reference to a file), then the author indicated that the artifact is time-sensitive and a copy of the original MUST be taken. In addition, if the required attribute is set to TRUE, then the artifact MUST be collected in order for a test_action or questionnaire to produce a result. Otherwise, the result SHALL NOT be computed. Hence, the user MUST be informed that the artifact is required.

[bookmark: _Toc238862383]Processing Variables

Value of the variables MUST be computed before they are used. If it is a local_variable, then the question it references MUST be posed to the user prior to its use. The local_variable MAY contain multiple set elements. In this case, the value stored in the first set element that produced a matched pattern SHALL be used. If there is no pattern that matched the user’s response, then the value used SHALL be the default_value.
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 Appendix A – OCIL Schema

<?xml version="1.0" encoding="UTF-8"?>
<!--
    DOCUMENT:		ocil.xsd
    CREATED ON:	7 February 2005 (Interactive Schema)
    LAST UPDATED ON:	Aug 5, 2009 (OCIL)
    AUTHORS:		David Waltermire, Jon Baker, Maria Casipe, Charles Schmidt
    VERSION:		2.0
    
    DESCRIPTION:	XML Schema for defining interactive questions to be used as external checks
-->
<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:inter="http://www.mitre.org/ocil/2"
	xmlns:xml="http://www.w3.org/XML/1998/namespace" targetNamespace="http://www.mitre.org/ocil/2"
	elementFormDefault="qualified" attributeFormDefault="unqualified">

	<xsd:annotation>
		<xsd:documentation>VERSION 2.0</xsd:documentation>
		<xsd:documentation>The Open Checklist Interactive Language (OCIL) is a language to express a
			set of questions to be presented to a user and procedures to interpret responses to
			these questions for the purpose of developing security checklists. Although its intended
			domain of use is IT security, its generic nature allows for other applications. For
			instance, it could be used for authoring research surveys, academic course exams, and
			instructional walkthroughs.</xsd:documentation>
		<xsd:documentation>This document was originally developed by David Waltermire (The Center
			for Internet Security) and has been revised by The MITRE Corp with input from the
			security benchmark community. It is intended for developers and assumes familiarity with
			XML.</xsd:documentation>
	</xsd:annotation>

	<xsd:import namespace="http://www.w3.org/XML/1998/namespace"
		schemaLocation="http://www.w3.org/2001/03/xml.xsd">
		<xsd:annotation>
			<xsd:documentation>This namespace is required for xml:lang support.</xsd:documentation>
		</xsd:annotation>
	</xsd:import>

	<!-- **************************************************************************** -->
	<!-- *   ocil (Root) Element                                          			* -->
	<!-- **************************************************************************** -->
	<xsd:element name="ocil">
		<xsd:annotation>
			<xsd:documentation>The ocil element is the root XML element of an OCIL document. It
				contains information about one or more questionnaires. It may also contain results
				elements to store prior responses.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexType>
			<xsd:sequence>
				<xsd:element name="generator" type="inter:GeneratorType" minOccurs="1" maxOccurs="1">
					<xsd:annotation>
						<xsd:documentation>The generator element contains information related to the
							generation of the file. Specifically, a generator contains information
							about the application used to create the file, when it was created, and
							the schema to use to validate it.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="document" type="inter:DocumentType" minOccurs="0" maxOccurs="1">
					<xsd:annotation>
						<xsd:documentation>This element contains document-level information,
							including title, descriptions, and notices.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="questionnaires" type="inter:QuestionnairesType" minOccurs="1"
					maxOccurs="1">
					<xsd:annotation>
						<xsd:documentation>The questionnaires element contains all the questionnaire
							constructs defined within the document.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="test_actions" type="inter:TestActionsType" minOccurs="1"
					maxOccurs="1">
					<xsd:annotation>
						<xsd:documentation>The test_actions element contains all the boolean,
							choice, string, and numeric test actions defined within the
							document.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="questions" type="inter:QuestionsType" minOccurs="1" maxOccurs="1">
					<xsd:annotation>
						<xsd:documentation>The questions element contains all the boolean, choice,
							string, and numeric questions, and any other supporting elements (e.g.
							choice group) defined within the document.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="artifacts" type="inter:ArtifactsType" minOccurs="0" maxOccurs="1">
					<xsd:annotation>
						<xsd:documentation>The artifacts element contains all the artifact
							constructs to be retrieved (as necessary) during
							evaluation.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="variables" type="inter:VariablesType" minOccurs="0" maxOccurs="1">
					<xsd:annotation>
						<xsd:documentation>The variables element contains all the constant, local,
							and external variables available to be used within the
							document.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="results" type="inter:ResultsType" minOccurs="0" maxOccurs="1">
					<xsd:annotation>
						<xsd:documentation>The results element contains the results of an evaluation
							of the OCIL file. This includes records of all questionnaire results,
							question results, and test_action results.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
			</xsd:sequence>
		</xsd:complexType>

		<!-- **************************************************************************** -->
		<!-- *  Questionnaire  references		                                                      	* -->
		<!-- **************************************************************************** -->
		<xsd:key name="questionnaireIdKey">
			<xsd:selector xpath="inter:questionnaire"/>
			<xsd:field xpath="@id"/>
		</xsd:key>
		<xsd:keyref refer="inter:questionnaireIdKey" name="questionnaireKeyRef">
			<xsd:selector xpath=".//inter:questionnaire_result"/>
			<xsd:field xpath="@questionnaire_ref"/>
		</xsd:keyref>

		<!-- **************************************************************************** -->
		<!-- *  Test Action  references		                                                      	* -->
		<!-- **************************************************************************** -->
		<xsd:key name="testActionIdKey">
			<xsd:annotation>
				<xsd:documentation>test_actions include question_test_action and
					compound_test_action (Questionnaires are CompoundTestAction)</xsd:documentation>
			</xsd:annotation>
			<xsd:selector
				xpath=".//inter:boolean_question_test_action|.//inter:choice_question_test_action|.//inter:numeric_question_test_action|.//inter:string_question_test_action|.//inter:questionnaire"/>
			<xsd:field xpath="@id"/>
		</xsd:key>
		<xsd:keyref refer="inter:testActionIdKey" name="testActionKeyRef">
			<xsd:selector xpath=".//inter:test_action_ref"/>
			<xsd:field xpath="."/>
		</xsd:keyref>
		<xsd:keyref refer="inter:testActionIdKey" name="testActionResultKeyRef">
			<xsd:selector xpath=".//inter:test_action_result"/>
			<xsd:field xpath="@test_action_ref"/>
		</xsd:keyref>

		<!-- **************************************************************************** -->
		<!-- *  Question references		                                                      	* -->
		<!-- **************************************************************************** -->
		<xsd:key name="booleanQuestionIdKey">
			<xsd:selector xpath=".//inter:boolean_question"/>
			<xsd:field xpath="@id"/>
		</xsd:key>
		<xsd:keyref refer="inter:booleanQuestionIdKey" name="booleanQuestionTestActionKeyRef">
			<xsd:selector
				xpath=".//inter:boolean_question_test_action|.//inter:boolean_question_result"/>
			<xsd:field xpath="@question_ref"/>
		</xsd:keyref>
		<xsd:key name="choiceQuestionIdKey">
			<xsd:selector xpath=".//inter:choice_question"/>
			<xsd:field xpath="@id"/>
		</xsd:key>
		<xsd:keyref refer="inter:choiceQuestionIdKey" name="choiceQuestionTestActionKeyRef">
			<xsd:selector
				xpath=".//inter:choice_question_test_action|.//inter:choice_question_result"/>
			<xsd:field xpath="@question_ref"/>
		</xsd:keyref>
		<xsd:key name="numericQuestionIdKey">
			<xsd:selector xpath=".//inter:numeric_question"/>
			<xsd:field xpath="@id"/>
		</xsd:key>
		<xsd:keyref refer="inter:numericQuestionIdKey" name="numericQuestionTestActionKeyRef">
			<xsd:selector
				xpath=".//inter:numeric_question_test_action|.//inter:numeric_question_result"/>
			<xsd:field xpath="@question_ref"/>
		</xsd:keyref>
		<xsd:key name="stringQuestionIdKey">
			<xsd:selector xpath=".//inter:string_question"/>
			<xsd:field xpath="@id"/>
		</xsd:key>
		<xsd:keyref refer="inter:stringQuestionIdKey" name="stringQuestionTestActionKeyRef">
			<xsd:selector
				xpath=".//inter:string_question_test_action|.//inter:string_question_result"/>
			<xsd:field xpath="@question_ref"/>
		</xsd:keyref>

		<!-- **************************************************************************** -->
		<!-- *  Choice and choice_group reference keys		                   	* -->
		<!-- **************************************************************************** -->
		<xsd:key name="choiceIdKey">
			<xsd:selector xpath=".//inter:choice"/>
			<xsd:field xpath="@id"/>
		</xsd:key>
		<xsd:keyref refer="inter:choiceIdKey" name="choiceIdKeyRef">
			<xsd:selector xpath=".//inter:when_choice/inter:choice_ref"/>
			<xsd:field xpath="."/>
		</xsd:keyref>
		<xsd:keyref refer="inter:choiceIdKey" name="defaultAnswerKeyRef">
			<xsd:selector xpath=".//inter:choice_question"/>
			<xsd:field xpath="@default_answer_ref"/>
		</xsd:keyref>
		<xsd:key name="choiceGroupIdKey">
			<xsd:selector xpath=".//inter:choice_group"/>
			<xsd:field xpath="@id"/>
		</xsd:key>
		<xsd:keyref refer="inter:choiceGroupIdKey" name="choiceGroupIdKeyRef">
			<xsd:selector xpath=".//inter:choice_question/inter:choice_group_ref"/>
			<xsd:field xpath="."/>
		</xsd:keyref>
	</xsd:element>

	<!-- **************************************************************************** -->
	<!-- *   TestAction Elements                                                      		* -->
	<!-- **************************************************************************** -->
	<xsd:element name="test_action" type="inter:ItemBaseType" abstract="true">
		<xsd:annotation>
			<xsd:documentation>This is a common base element for the question_test_action
				element.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="question_test_action" type="inter:QuestionTestActionType" abstract="true"
		substitutionGroup="inter:test_action">
		<xsd:annotation>
			<xsd:documentation>The question_test_action element contains a reference to a single
				question along with a set of handlers that indicate how processing should proceed
				based on the answer provided by the user. This element is abstract and is
				implemented in a document as a boolean_test_action, choice_test_action,
				numeric_test_action, or string_test_action. The type of question_test_action must
				match the type of question referenced. (E.g. a boolean_test_action MUST reference a
				boolean_question, etc..)</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="boolean_question_test_action" type="inter:BooleanQuestionTestActionType"
		substitutionGroup="inter:question_test_action">
		<xsd:annotation>
			<xsd:documentation>A boolean_question_test_action element references a boolean_question
				and includes handlers for TRUE (YES) or FALSE (NO) responses.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="choice_question_test_action" type="inter:ChoiceQuestionTestActionType"
		substitutionGroup="inter:question_test_action">
		<xsd:annotation>
			<xsd:documentation>A choice_question_test_action element references a choice_question
				and includes handlers for the various choices set out in the
				choice_question.</xsd:documentation>
		</xsd:annotation>
		<xsd:unique name="choiceRefUniqueInTestAction">
			<xsd:annotation>
				<xsd:documentation>Ensure that no choice_test_action has multiple branches for a
					single choice.</xsd:documentation>
			</xsd:annotation>
			<xsd:selector xpath="inter:when_choice/inter:choice_ref"/>
			<xsd:field xpath="."/>
		</xsd:unique>
	</xsd:element>
	<xsd:element name="numeric_question_test_action" type="inter:NumericQuestionTestActionType"
		substitutionGroup="inter:question_test_action">
		<xsd:annotation>
			<xsd:documentation>A numeric_question_test_action element references a numeric_question
				and includes handlers that indicate actions to perform based on whether the user's
				response matches a particular value or falls within a particular
				range.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="string_question_test_action" type="inter:StringQuestionTestActionType"
		substitutionGroup="inter:question_test_action">
		<xsd:annotation>
			<xsd:documentation>A string_question_test_action element references a string_question
				and includes handlers that indicate actions to perform based on whether the user's
				response matches a given regular expression.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>

	<!-- **************************************************************************** -->
	<!-- *   Question Elements                                                      			* -->
	<!-- **************************************************************************** -->
	<xsd:element name="question" type="inter:QuestionType" abstract="true">
		<xsd:annotation>
			<xsd:documentation>A question element contains information one question that needs to be
				answered by a user. It can be a boolean_question, choice_question, numeric_question,
				or string_question depending on the set of acceptable answers.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="boolean_question" type="inter:BooleanQuestionType"
		substitutionGroup="inter:question">
		<xsd:annotation>
			<xsd:documentation>A boolean_question is a type of question with valid responses of
				either {TRUE, FALSE} or {YES, NO}.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="choice_question" type="inter:ChoiceQuestionType"
		substitutionGroup="inter:question">
		<xsd:annotation>
			<xsd:documentation>A choice_question is a type of question element with one or more
				acceptable answers specified by the author. The user will select one of these
				specified answers as their response. Acceptable answers are specified either
				explicitly using the choice element or implicitly using the choice_group_ref element
				to reference a choice_group element. Choices are presented in the order in which
				they are provided. All the choices in a choice_group are inserted in the order in
				which they appear within the choice_group.</xsd:documentation>
		</xsd:annotation>
		<xsd:unique name="choiceGroupIdUniqueInQuestion">
			<xsd:selector xpath="inter:choice_group_ref"/>
			<xsd:field xpath="."/>
		</xsd:unique>
	</xsd:element>
	<xsd:element name="numeric_question" type="inter:NumericQuestionType"
		substitutionGroup="inter:question">
		<xsd:annotation>
			<xsd:documentation>A numeric_question is a type of question_element that requires a
				numeric answer. Acceptable values may be positive or negative and may include
				decimals.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="string_question" type="inter:StringQuestionType"
		substitutionGroup="inter:question">
		<xsd:annotation>
			<xsd:documentation>A string_question is a type of question element that requires a
				string answer.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>

	<!-- **************************************************************************** -->
	<!-- *   Variable Elements                                                      			* -->
	<!-- **************************************************************************** -->
	<xsd:element name="variable" type="inter:VariableType" abstract="true">
		<xsd:annotation>
			<xsd:documentation>A variable element holds information defined by the author, an answer
				value, or values from external sources.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="constant_variable" type="inter:ConstantVariableType"
		substitutionGroup="inter:variable">
		<xsd:annotation>
			<xsd:documentation>A constant variable element holds a value defined by the author of
				the document.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="local_variable" type="inter:LocalVariableType"
		substitutionGroup="inter:variable">
		<xsd:annotation>
			<xsd:documentation>A local variable element holds a value defined during evaluation. It
				will try to match and set the value based on the answer to a
				question.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="external_variable" type="inter:ExternalVariableType"
		substitutionGroup="inter:variable">
		<xsd:annotation>
			<xsd:documentation>An external variable element is a variable defined elsewhere (an
				external source).</xsd:documentation>
		</xsd:annotation>
	</xsd:element>

	<!-- **************************************************************************** -->
	<!-- *   Target Elements                                                      			* -->
	<!-- **************************************************************************** -->
	<xsd:element name="target" type="inter:NamedItemBaseType" abstract="true">
		<xsd:annotation>
			<xsd:documentation>A target element describes the user, system, or role that applies to
				all questionnaires in scope. For instance, specifying that user Joe Smith should
				complete this document; applies to system with ip address of 123.45.67.89; applies
				to all systems functioning as (role) web servers; or all (role) administrators
				should complete this document. </xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="user" type="inter:UserType" substitutionGroup="inter:target">
		<xsd:annotation>
			<xsd:documentation>A user element contains information about a target user such as name,
				organization, position, email, and role.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="system" type="inter:SystemTargetType" substitutionGroup="inter:target">
		<xsd:annotation>
			<xsd:documentation>The system element constains information about the organization it
				belongs to, a set of ip addresses of computers/networks included in the system,
				descrioption about it, and the roles it performs.</xsd:documentation>
		</xsd:annotation>
	</xsd:element>

	<!-- **************************************************************************** -->
	<!-- *   Question Result Elements                                         			* -->
	<!-- **************************************************************************** -->
	<xsd:element name="question_result" type="inter:QuestionResultType" abstract="true">
		<xsd:annotation>
			<xsd:documentation> A question_result element contains result information associated
				with a specific question. The specific type of question_result
				(boolean_question_result, choice_question_result, etc.) depends on the type of the
				associated question (boolean_question, choice_question, etc.) </xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="boolean_question_result" type="inter:BooleanQuestionResultType"
		substitutionGroup="inter:question_result">
		<xsd:annotation>
			<xsd:documentation> A boolean_question_result element contains a reference to a
				boolean_question, the user's response, and whether the question was successfully
				posed. </xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="choice_question_result" type="inter:ChoiceQuestionResultType"
		substitutionGroup="inter:question_result">
		<xsd:annotation>
			<xsd:documentation> A choice_question_result element contains a reference to a
				choice_question, the user's response, and whether the question was successfully
				posed. </xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="numeric_question_result" type="inter:NumericQuestionResultType"
		substitutionGroup="inter:question_result">
		<xsd:annotation>
			<xsd:documentation> A numeric_question_result element contains a reference to a
				numeric_question, the result provided by the user, and whether the question was
				successfully posed. </xsd:documentation>
		</xsd:annotation>
	</xsd:element>
	<xsd:element name="string_question_result" type="inter:StringQuestionResultType"
		substitutionGroup="inter:question_result">
		<xsd:annotation>
			<xsd:documentation> A string_question_result element contains a reference to a
				string_question, the string provided by the user in response, and whether the
				question was successfully posed. </xsd:documentation>
		</xsd:annotation>
	</xsd:element>

	<!-- **************************************************************************** -->
	<!-- *   Questionnaire-related Global Types                    			* -->
	<!-- **************************************************************************** -->
	<xsd:complexType name="QuestionnairesType">
		<xsd:annotation>
			<xsd:documentation>The QuestionnairesType type defines a container for a set of
				questionnaire elements.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="questionnaire" type="inter:QuestionnaireType" minOccurs="1"
				maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>A questionnaire contains a set of questions that determines
						compliance with a check. Each questionnaire returns a value based on the
						responses to the various questions that it references. Each questionnaire
						should represent a single compliance check, such as might be referenced by
						an XCCDF Rule.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
		<xsd:attribute name="scope" type="inter:ScopeType" use="optional" default="FULL">
			<xsd:annotation>
				<xsd:documentation>This specifies the test_actions referenced by the questionnaires
					in this document should be evaluated. If a value of FULL is provided, then all
					test_actions in a questionnaire will be evaluated regardless of whether the
					result can be known ahead of time. If a value of SHORT is provided a
					questionnaire will stop evaluating test_actions as soon as the final result has
					been determined. (For example, if one test_action evaluates to FAIL and the
					test_actions of a questionnaire are being ANDed together, the result is
					immediately known to be FAIL regardless of the results of other test_actions. If
					the scope is FULL, even though it is known that the questionnaire will return
					FAIL, the other test_actions will still be evaluated. If the scope is SHORT, no
					further test_actions would be evaluated since the final result had been
					determined.)</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>
	<xsd:complexType name="QuestionnaireType">
		<xsd:annotation>
			<xsd:documentation>The QuestionnaireType type defines a structure that represents
				specific question or set of questions that evaluate to a single result. A
				questionnaire may contain multiple test_actions. test_actions may be nested and
				aggregated thru some acceptable operation to produce the result of a check.
			</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:CompoundTestActionType">
				<xsd:attribute name="id" type="inter:QuestionnaireIDPattern" use="required">
					<xsd:annotation>
						<xsd:documentation> Each questionnaire is required to have a unique
							identifier that conforms to the definition of NCName in the
							Recommendation "Namespaces in XML 1.0", i.e., all XML 1.0 names that
							does not contain colons. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
				<xsd:attribute name="priority" type="inter:PriorityType" use="optional"
					default="LOW">
					<xsd:annotation>
						<xsd:documentation> Priority is an optional attribute that can either be
							HIGH, MEDIUM or LOW. It specifies the importance of a paritcular test
							action reference. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
				<xsd:attribute name="child_only" type="xsd:boolean" use="optional" default="false">
					<xsd:annotation>
						<xsd:documentation>This attribute specifies whether or not this
							questionnaire should only appear as a child of another questionnaire.
							All questionnaires must be defined within the body of the ocil element
							and, by default, interpreters might simply grab all questionnaires and
							present them to a user. However, questionnaires can reference other
							questionnaires through a test_action_ref. If an author references a
							questionnaire in this way they may not wish that the questionnaire be
							presented to a user except as a child of another questionnaire. By
							setting the child_only attribute to true, the author is indicating that
							the given questionnaire should not be a "top-level" questionnaire but
							should instead only be presented as the child of another
							questionnaire.</xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="GeneratorType">
		<xsd:annotation>
			<xsd:documentation> The GeneratorType type defines an element that is used to hold
				information about when a particular OCIL document was generated, what version of the
				schema was used, what tool was used to generate the document, and what version of
				the tool was used. </xsd:documentation>
			<xsd:documentation>Additional generator information is also allowed although it is not
				part of the official OCIL language. Individual organizations can place generator
				information that they feel are important. </xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="product_name" type="xsd:string" minOccurs="0" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The optional product_name specifies the name of the
						application used to generate the file.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="product_version" type="xsd:string" minOccurs="0" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The optional product_version specifies the version of the
						application used to generate the file.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="author" type="inter:UserType" minOccurs="0" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation> Identifies one of the authors of this document
					</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="schema_version" type="xsd:decimal" minOccurs="1" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The required schema_version specifies the version of the OCIL
						schema that the document has been written in and that should be used for
						validation.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="timestamp" type="xsd:dateTime" minOccurs="1" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The required timestamp specifies when the particular OCIL
						document was generated. The format for the timestamp is yyyy-mm-ddThh:mm:ss.
					</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="DocumentType">
		<xsd:annotation>
			<xsd:documentation> This type describes structures used to provide document-level
				information, including title, descriptions, and notices. </xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="title" type="xsd:string" minOccurs="1" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation> Used to provide a title for this document
					</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="description" type="xsd:string" minOccurs="0" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation> Each description element contains part of an overall
						description for the entire document. (Note that questionnaires contain their
						own description for questionnaire specific descriptions.)
					</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="notice" type="xsd:string" minOccurs="0" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation> Each notice contains a notice or warning to the user of this
						document. </xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:simpleType name="ScopeType">
		<xsd:annotation>
			<xsd:documentation>Provides possible scope values that specifies when evaluation
				stops.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:enumeration value="FULL">
				<xsd:annotation>
					<xsd:documentation>The FULL value indicates that all questions must be asked
						regardless of whether or not it they are all needed to produce a result for
						a questionnaire.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="SHORT">
				<xsd:annotation>
					<xsd:documentation>The SHORT value indicates that once a result value can be
						computed for a questionnaire, then it is safe to stop asking
						questions.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
		</xsd:restriction>
	</xsd:simpleType>

	<!-- **************************************************************************** -->
	<!-- *   TestAction-related Global Types                    			* -->
	<!-- **************************************************************************** -->
	<xsd:complexType name="TestActionsType">
		<xsd:annotation>
			<xsd:documentation>The TestActionsType type defines a container for a set of test action
				elements.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element ref="inter:test_action" minOccurs="1" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The test_action element contains information about what
						action to take based on the answer to a referenced question element within a
						questionnaire. It can be a compound_test_action,
						boolean_question_test_action, choice_question_test_action,
						numeric_question_test_action, or string_question_test_action.
					</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="QuestionTestActionType">
		<xsd:annotation>
			<xsd:documentation> The QuestionTestActionType type defines structures that are used to
				hold handlers for non-standard results (UNKNOWN, NOT_TESTED, NOT_APPLICABLE, and
				ERROR) received from a referenced question. All children of question_test_action
				extend this type. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:ItemBaseType">
				<xsd:sequence>
					<xsd:element name="title" type="inter:TextType" minOccurs="0" maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation> The title element contains a descriptive heading for
								this set of handlers. </xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="when_unknown" type="inter:ResultChoiceType" minOccurs="0">
						<xsd:annotation>
							<xsd:documentation> The when_unknown element contains processing
								instructions for when when the received result is UNKNOWN.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="when_not_tested" type="inter:ResultChoiceType" minOccurs="0">
						<xsd:annotation>
							<xsd:documentation> The when_not_tested element contains processing
								instructions for when when the received result is NOT_TESTED.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="when_not_applicable" type="inter:ResultChoiceType"
						minOccurs="0">
						<xsd:annotation>
							<xsd:documentation> The when_not_applicable element contains processing
								instructions for when when the received result is NOT_APPLICABLE.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="when_error" type="inter:ResultChoiceType" minOccurs="0">
						<xsd:annotation>
							<xsd:documentation> The when_error element contains processing
								instructions for when when the received result is ERROR.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
				<xsd:attribute name="question_ref" type="inter:QuestionIDPattern" use="required">
					<xsd:annotation>
						<xsd:documentation> The question_ref attribute contains the id value of a
							question element. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
				<xsd:attribute name="id" type="inter:QuestionTestActionIDPattern" use="required">
					<xsd:annotation>
						<xsd:documentation> Each item is required to have a unique identifier that
							conforms to the definition of NCName in the Recommendation "Namespaces
							in XML 1.0", i.e., all XML 1.0 names that does not contain colons.
						</xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="BooleanQuestionTestActionType">
		<xsd:annotation>
			<xsd:documentation>The BooleanQuestionTestActionType type defines a structure that
				references a boolean_question and includes handlers for TRUE (YES) or FALSE (NO)
				responses.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionTestActionType">
				<xsd:sequence>
					<xsd:element name="when_true" type="inter:ResultChoiceType" minOccurs="1"
						maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The element when_true specifies the action to do when
								the answer is true.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="when_false" type="inter:ResultChoiceType" minOccurs="1"
						maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The element when_false specifies the action to do
								when the answer is false.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="ChoiceQuestionTestActionType">
		<xsd:annotation>
			<xsd:documentation>The ChoiceQuestionTestActionType type defines a structure that
				references a choice_question and includes handlers for the various choices set out
				in the choice_question. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionTestActionType">
				<xsd:sequence>
					<xsd:element name="when_choice" type="inter:WhenChoiceType" minOccurs="1"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation> Specifies the action to perform when the indicated
								choice is selected by the user. </xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="NumericQuestionTestActionType">
		<xsd:annotation>
			<xsd:documentation>The NumericQuestionTestActionType type defines a structure that
				references a numeric_question and includes handlers that indicate actions to perform
				based on whether the user's response matches a particular value or falls within a
				particular range.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionTestActionType">
				<xsd:choice>
					<xsd:annotation>
						<xsd:documentation> This structure is used to ensure that any number of
							when_equals and when_range handlers may appear, but there must be at
							least one handler (of one type or the other) and any when_equals
							handlers must precede any when_range. </xsd:documentation>
					</xsd:annotation>
					<xsd:sequence>
						<xsd:element name="when_equals" type="inter:WhenEqualsType" minOccurs="1"
							maxOccurs="unbounded">
							<xsd:annotation>
								<xsd:documentation> This element holds information on what to do
									when the answer matches the specified value.
								</xsd:documentation>
							</xsd:annotation>
						</xsd:element>
						<xsd:element name="when_range" type="inter:WhenRangeType" minOccurs="0"
							maxOccurs="unbounded">
							<xsd:annotation>
								<xsd:documentation> This element holds information on what to do
									when the answer is within a specified range of values.
								</xsd:documentation>
							</xsd:annotation>
						</xsd:element>
					</xsd:sequence>
					<xsd:element name="when_range" type="inter:WhenRangeType" minOccurs="1"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation> This element holds information on what to do when
								the answer is within a specified range of values.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:choice>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="StringQuestionTestActionType">
		<xsd:annotation>
			<xsd:documentation>The StringQuestionTestActionType type defines a structure that
				references a string_question and includes handlers that indicate actions to perform
				based on whether the user's response matches a given regular expression.
			</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionTestActionType">
				<xsd:sequence>
					<xsd:element name="when_pattern" type="inter:WhenPatternType" minOccurs="1"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation> This element holds information on what to do when
								the answer matches a specified regular expression pattern.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="TestActionRefType">
		<xsd:annotation>
			<xsd:documentation>The TestActionRefType type defines a structure that holds a reference
				(id) to a test_action or questionnaire. </xsd:documentation>
		</xsd:annotation>
		<xsd:simpleContent>
			<xsd:extension base="inter:TestActionRefValuePattern">
				<xsd:attribute name="negate" type="xsd:boolean" default="false">
					<xsd:annotation>
						<xsd:documentation> The negate attribute can be used to specify whether to
							toggle the result from PASS to FAIL, and vice versa. A result other than
							PASS or FAIL (e.g. ERROR, NOT_TESTED, etc.) will be unchanged by a
							negate operation. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
				<xsd:attribute name="priority" type="inter:PriorityType" use="optional"
					default="LOW">
					<xsd:annotation>
						<xsd:documentation> Priority is an optional attribute that can either be
							HIGH, MEDIUM or LOW. It specifies the importance of a priority test
							action reference. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:simpleContent>
	</xsd:complexType>
	<xsd:complexType name="WhenChoiceType">
		<xsd:annotation>
			<xsd:documentation>The WhenChoiceType type defines a structure that specifies the action
				to take in a choice_test_action when a particular choice is selected by a user in
				response to a choice_question.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:ResultChoiceType">
				<xsd:sequence>
					<xsd:element name="choice_ref" type="inter:ChoiceIDPattern"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation>The choice_ref element specifies the id of a choice.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="WhenEqualsType">
		<xsd:annotation>
			<xsd:documentation>The WhenEqualsType defines a structure that specifies the action to
				take in a numeric_test_action when a particular value is given by a user in response
				to a numeric_question.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:ResultChoiceType">
				<xsd:sequence>
					<xsd:element name="value" type="xsd:decimal" minOccurs="1" maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation> Each value holds what is to be matched.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
				<xsd:attribute name="var_ref" type="inter:VariableIDPattern" use="optional"/>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="WhenRangeType">
		<xsd:annotation>
			<xsd:documentation>The WhenRangeType type defines a structure that specifies the action
				to take in a numeric_test_action when a value given by a user in response to a
				numeric_question falls within the indicated range. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:ResultChoiceType">
				<xsd:sequence>
					<xsd:element name="range" type="inter:RangeType" minOccurs="1"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation> Each range element holds a single numeric range.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="WhenPatternType">
		<xsd:annotation>
			<xsd:documentation> The WhenPatternType type defines a structure that specifies the
				action to take in a string_test_action when a string given by a user in response to
				a string_question matches the given regular expression. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:ResultChoiceType">
				<xsd:sequence>
					<xsd:element name="pattern" type="inter:PatternType" minOccurs="1"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation> Each pattern element holds a regular expression
								against which the user's response string is to be compared.
							</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="PatternType">
		<xsd:annotation>
			<xsd:documentation>The PatternType type defines a structure that specifies a regular
				expression against which a string will be compared. </xsd:documentation>
		</xsd:annotation>
		<xsd:simpleContent>
			<xsd:extension base="xsd:string">
				<xsd:annotation>
					<xsd:documentation>This contents of this field must be a Perl Compatable Regular
						Expression (PCRE). </xsd:documentation>
				</xsd:annotation>
				<xsd:attribute name="var_ref" type="inter:VariableIDPattern" use="optional"/>
			</xsd:extension>
		</xsd:simpleContent>
	</xsd:complexType>
	<xsd:complexType name="RangeType">
		<xsd:annotation>
			<xsd:documentation>The RangeType type defines a structure that specifies a range against
				which a numeric user response is to be compared.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="min" type="inter:RangeValueType" minOccurs="0" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The min element contains a minimum value.
					</xsd:documentation>
				</xsd:annotation>

			</xsd:element>
			<xsd:element name="max" type="inter:RangeValueType" minOccurs="0" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The max element contains a maximum value.
					</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="ResultChoiceType">
		<xsd:annotation>
			<xsd:documentation>The ResultChoiceType complex type specifies processing instructions -
				either produce a result or move on to another test. The ResultChoiceType is extended
				by all handlers ("when_...") in test_actions.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:choice minOccurs="1" maxOccurs="1">
				<xsd:element name="result" type="inter:ResultType">
					<xsd:annotation>
						<xsd:documentation> This element indicates that a final value (i.e. PASS,
							FAIL, ERROR, UNKNOWN, NOT_TESTED, NOT_APPLICABLE) should be returned if
							the encapsulating handler is invoked. </xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="test_action_ref" type="inter:TestActionRefType">
					<xsd:annotation>
						<xsd:documentation> This element indicates that a new test_action should be
							processed if the encapsulating handler is invoked. </xsd:documentation>
					</xsd:annotation>
				</xsd:element>
			</xsd:choice>
			<xsd:element name="artifacts" type="inter:ArtifactsType" minOccurs="0" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The artifacts element contains all the artifacts that must be
						requested when a question, test action, or questionnaire has been
						evaluated.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="RangeValueType">
		<xsd:simpleContent>
			<xsd:extension base="xsd:decimal">
				<xsd:attribute name="inclusive" type="xsd:boolean" default="true">
					<xsd:annotation>
						<xsd:documentation>The inclusive attribute specifies whether the value
							should be in the specified range. The default is true, indicating it is
							included. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
				<xsd:attribute name="var_ref" type="inter:VariableIDPattern" use="optional"/>
			</xsd:extension>
		</xsd:simpleContent>
	</xsd:complexType>

	<!-- **************************************************************************** -->
	<!-- *   Question-related Global Types                                      		* -->
	<!-- **************************************************************************** -->
	<xsd:complexType name="QuestionsType">
		<xsd:annotation>
			<xsd:documentation>The QuestionsType type defines structures containing a set of
				QuestionType and ChoiceGroupType elements.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element ref="inter:question" minOccurs="1" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The question element contains information for a single
						question to be answered. Based on the data type of acceptable answers to the
						question, it can be a boolean_question, choice_question, numeric_question,
						or string_question. </xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="choice_group" type="inter:ChoiceGroupType" minOccurs="0"
				maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>Holds choice groups which represent possible sets of choices
						for choice_questions. Choice_groups may be reused across multiple
						choice_questions.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="QuestionType">
		<xsd:annotation>
			<xsd:documentation> The QuestionType complex type defines a structure to describe a
				question and any instructions to help in determining an answer. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:ItemBaseType">
				<xsd:sequence>
					<xsd:element name="question_text" type="xsd:string" minOccurs="1"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation> Provides the text of the question to pose to the
								user. </xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="instructions" type="inter:InstructionsType" minOccurs="0"
						maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation> An optional instructions field may be included to
								hold additional instructions to assist the user in determining the
								answer to the question. </xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
				<xsd:attribute name="id" type="inter:QuestionIDPattern" use="required">
					<xsd:annotation>
						<xsd:documentation> Each item is required to have a unique identifier that
							conforms to the definition of NCName in the Recommendation "Namespaces
							in XML 1.0", i.e., all XML 1.0 names that does not contain colons.
						</xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="BooleanQuestionType">
		<xsd:annotation>
			<xsd:documentation>The BooleanQuestionType type defines a question with valid responses
				of either {TRUE, FALSE} or {YES, NO}. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionType">
				<xsd:attribute name="default_answer" type="xsd:boolean" use="optional">
					<xsd:annotation>
						<xsd:documentation> The default_answer attribute specifies the default value
							of the boolean_question. Its value may be set to true or
							false.</xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
				<xsd:attribute name="model" default="MODEL_YES_NO" use="optional"
					type="inter:BooleanQuestionModelType">
					<xsd:annotation>
						<xsd:documentation> The model attribute specifies whether to the user should
							respond with {True, False} or {YES, NO}. If the value of this attribute
							is not set, then it defaults to MODEL_YES_NO (i.e. response can either
							be YES or NO). </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="ChoiceQuestionType">
		<xsd:annotation>
			<xsd:documentation>The ChoiceQuestionType type defines a question with one or more
				acceptable answers specified by the author. The user will select one of these
				specified answers as their response. Acceptable answers are specified either
				explicitly using the choice element or implicitly using the choice_group_ref element
				to reference a choice_group element. Choices are presented in the order in which
				they are provided. All the choices in a choice_group are inserted in the order in
				which they appear within the choice_group. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionType">
				<xsd:choice minOccurs="1" maxOccurs="unbounded">
					<xsd:element name="choice" type="inter:ChoiceType">
						<xsd:annotation>
							<xsd:documentation> Holds the information associated with one of the
								possible responses to this choice_question. </xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="choice_group_ref" type="inter:ChoiceGroupIDPattern">
						<xsd:annotation>
							<xsd:documentation> Holds a reference to a choice_group. The questions
								described in this choice group are used as possible responses for
								this choice_question. </xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:choice>
				<xsd:attribute name="default_answer_ref" type="inter:ChoiceIDPattern" use="optional">
					<xsd:annotation>
						<xsd:documentation> The default_answer_ref specifies the choice id of the
							default answer to the question. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="NumericQuestionType">
		<xsd:annotation>
			<xsd:documentation>The NumericQuestionType type defines a question that requires a
				numeric answer. Acceptable values may be positive or negative and may include
				decimals.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionType">
				<xsd:attribute name="default_answer" type="xsd:decimal" use="optional">
					<xsd:annotation>
						<xsd:documentation> An optional default value may be specified as the
							answer. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="StringQuestionType">
		<xsd:annotation>
			<xsd:documentation>The StringQuestionType type defines a question that requires a string
				answer. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionType">
				<xsd:attribute name="default_answer" type="xsd:string" use="optional">
					<xsd:annotation>
						<xsd:documentation> An optional default value may be specified as the
							answer. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:simpleType name="BooleanQuestionModelType">
		<xsd:annotation>
			<xsd:documentation>Provides the acceptable models (i.e. set of acceptable responses) for
				a boolean_question. </xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:enumeration value="MODEL_YES_NO">
				<xsd:annotation>
					<xsd:documentation> MODEL_YES_NO represents a response set of {YES, NO}.
					</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="MODEL_TRUE_FALSE">
				<xsd:annotation>
					<xsd:documentation> MODEL_TRUE_FALSE represents a response set of {TRUE, FALSE}.
					</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:complexType name="ChoiceType">
		<xsd:annotation>
			<xsd:documentation>The ChoiceType type defines structures that hold information about
				one acceptable answer to a choice_question. </xsd:documentation>
		</xsd:annotation>
		<xsd:simpleContent>
			<xsd:extension base="xsd:string">
				<xsd:attribute name="id" type="inter:ChoiceIDPattern" use="required">
					<xsd:annotation>
						<xsd:documentation> All choices are tagged with a unique identifier that may
							be referenced by a choice_test_action referencing the encapsulating
							choice_question. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
				<xsd:attribute name="var_ref" type="inter:VariableIDPattern" use="optional"/>
			</xsd:extension>
		</xsd:simpleContent>
	</xsd:complexType>
	<xsd:complexType name="ChoiceGroupType">
		<xsd:annotation>
			<xsd:documentation>The ChoiceGroupType type defines a group of choices that may then be
				reused in multiple choice_question elements. For example, a document may include
				multiple choice_questions with the options of "Good", "Fair", or "Poor". By defining
				these choices in a single choice_group, the author would not need to list them out
				explicitly in every choice_question. </xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="choice" type="inter:ChoiceType" minOccurs="1" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation> Holds the information associated with one of the possible
						responses for a choice_question. </xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
		<xsd:attribute name="id" type="inter:ChoiceGroupIDPattern" use="required">
			<xsd:annotation>
				<xsd:documentation> Holds the id of this choice group. This id is referenced within
					choice_question elements to include the choices contained in a group.
				</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>
	<xsd:complexType name="InstructionsType">
		<xsd:annotation>
			<xsd:documentation>The InstructionsType type defines a series of steps intended to guide
				the user in answering a question.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="title" type="inter:TextType" minOccurs="1" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The title element contains a descriptive heading for the
						instructions.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="step" type="inter:StepType" minOccurs="1" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The step element contains a single step within the
						instructions.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>

	<!-- **************************************************************************** -->
	<!-- *   Result-related Global Types                                      			* -->
	<!-- **************************************************************************** -->
	<xsd:complexType name="ResultsType">
		<xsd:annotation>
			<xsd:documentation>The ResultsType type defines structures containing results from
				questionnaires, test actions, questions, artifacts, and metadata about the start/end
				time of evaluation, any targets, and a short caption or title.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="title" type="inter:TextType" minOccurs="0" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The title element contains a descriptive heading or caption
						describing the result set.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="questionnaire_results" type="inter:QuestionnaireResultsType"
				minOccurs="0" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The questionnare_results element contains computed results of
						all the evaluated questionnaires.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="test_action_results" type="inter:TestActionResultsType" minOccurs="0"
				maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The test_action_results element contains computed results of
						all the evaluated test action types.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="question_results" type="inter:QuestionResultsType" minOccurs="0"
				maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The question_results element contains computed results of all
						evaluated question types.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="artifact_results" type="inter:ArtifactResultsType" minOccurs="0"
				maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The artifact_results element contains all artifacts that has
						been retrieved during evaluation. Scope is the entire
						document.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="targets" type="inter:TargetsType" minOccurs="0" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The targets element contains all the actual target users,
						systems, roles in which the OCIL document has been
						applied.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
		<xsd:attribute name="start_time" type="xsd:dateTime" use="optional">
			<xsd:annotation>
				<xsd:documentation> The start_time attribute is an optional attribute the specifies
					when the evaluation of this OCIL file started. </xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="end_time" type="xsd:dateTime" use="optional">
			<xsd:annotation>
				<xsd:documentation> The end_time attribute is an optional attribute the specifies
					when the evaluation of this OCIL file ended. </xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>
	<xsd:complexType name="QuestionnaireResultsType">
		<xsd:annotation>
			<xsd:documentation>The QuestionnaireResultsType type defines structures containing
				computed results of all the evaluated questionnaires.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="questionnaire_result" type="inter:QuestionnaireResultType"
				minOccurs="1" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The questionnaire_result element contains information about
						the result of a particular questionnaire. </xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="TestActionResultsType">
		<xsd:annotation>
			<xsd:documentation>The TestActionResultsType type defines structures containing computed
				results of all the evaluated test action types.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="test_action_result" type="inter:TestActionResultType" minOccurs="1"
				maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The test_action_result element contains the result of a
						test_action evaluation. One of these elements will appear for each
						test_action evaluated.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="QuestionResultsType">
		<xsd:annotation>
			<xsd:documentation>The QuestionResultsType type defines structures containing computed
				results of all evaluated question types.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element ref="inter:question_result" minOccurs="1" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation> A question_result element contains result information
						associated with a specific question. The specific type of question_result
						(boolean_question_result, choice_question_result, etc.) depends on the type
						of the associated question (boolean_question, choice_question, etc.)
					</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="QuestionnaireResultType">
		<xsd:annotation>
			<xsd:documentation>The QuestionnaireResultType type defines structures containing the
				computed result, associated artifacts and targets of a particular
				questionnaire.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="artifact_results" type="inter:ArtifactResultsType" minOccurs="0"
				maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The artifact_results element contains a set of retrieved
						artifacts.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
		<xsd:attribute name="questionnaire_ref" type="inter:QuestionnaireIDPattern" use="required">
			<xsd:annotation>
				<xsd:documentation> The questionnaire_ref attribute identifies a particular
					questionnaire using its id. </xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="result" type="inter:ResultType" use="required">
			<xsd:annotation>
				<xsd:documentation>The result attribute holds the result of evaluating the specified
					questionnaire.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>
	<xsd:complexType name="TestActionResultType">
		<xsd:annotation>
			<xsd:documentation>The TestActionResultType type defines structures containing all
				computed results of a TestActionType. One of these elements will appear for each
				test_action evaluated.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="artifact_results" type="inter:ArtifactResultsType" minOccurs="0"
				maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The artifact_results element contains a set of retrieved
						artifacts.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
		<xsd:attribute name="test_action_ref" type="inter:TestActionRefValuePattern" use="required">
			<xsd:annotation>
				<xsd:documentation> The test_action_ref attribute identifies a specific test_action
					using its id. </xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="result" type="inter:ResultType" use="required">
			<xsd:annotation>
				<xsd:documentation> The result attribute holds the result of evaluating the
					specified test_action specified. </xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>
	<xsd:complexType name="QuestionResultType">
		<xsd:annotation>
			<xsd:documentation>The QuestionResultType complex type defines structures that hold
				information about a question and the user's response to it.</xsd:documentation>
		</xsd:annotation>
		<xsd:attribute name="question_ref" type="inter:QuestionIDPattern" use="required">
			<xsd:annotation>
				<xsd:documentation> The question_ref attribute contains the id of a question.
				</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="response" type="inter:UserResponseType" use="optional"
			default="ANSWERED">
			<xsd:annotation>
				<xsd:documentation>The response attribute classifies the user response. If the user
					provides a standard answer to the question the response is set to ANSWERED (the
					default). If, however, the user selects an exceptional answer (UNKNOWN,
					NOT_APPLICABLE, etc.) then this attribute will be set to the corresponding
					exceptional result. </xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>
	<xsd:complexType name="BooleanQuestionResultType">
		<xsd:annotation>
			<xsd:documentation>The BooleanQuestionResultType type defines structures containing a
				reference to a boolean_question, the user's response, and whether the question was
				successfully posed. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionResultType">
				<xsd:sequence>
					<xsd:element name="answer" type="xsd:boolean" maxOccurs="1" nillable="true">
						<xsd:annotation>
							<xsd:documentation>The value of the answer to the boolean_question. It
								could either be TRUE or FALSE.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="ChoiceQuestionResultType">
		<xsd:annotation>
			<xsd:documentation>The ChoiceQuestionResultType type defines structures containing a
				reference to a choice_question, the user's response, and whether the question was
				successfully posed. </xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionResultType">
				<xsd:sequence>
					<xsd:element name="answer" type="inter:ChoiceAnswerType" maxOccurs="1"
						nillable="true">
						<xsd:annotation>
							<xsd:documentation>The answer element contains a choice_ref attribute
								that identifies the choice selected by the user.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="NumericQuestionResultType">
		<xsd:annotation>
			<xsd:documentation>The NumericQuestionResultType type defines structures containing a
				reference to a numeric_question, the result provided by the user, and whether the
				question was successfully posed.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionResultType">
				<xsd:sequence>
					<xsd:element name="answer" type="xsd:decimal" maxOccurs="1" nillable="true">
						<xsd:annotation>
							<xsd:documentation>The decimal value of the answer to a numeric_question
								as provided by the user.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="StringQuestionResultType">
		<xsd:annotation>
			<xsd:documentation> A string_question_result element contains a reference to a
				string_question, the string provided by the user in response, and whether the
				question was successfully posed.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:QuestionResultType">
				<xsd:sequence>
					<xsd:element name="answer" type="xsd:string" maxOccurs="1" nillable="true">
						<xsd:annotation>
							<xsd:documentation> The string value of the answer to a string_question
								provided by the user. </xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:simpleType name="ResultType">
		<xsd:annotation>
			<xsd:documentation>The ResultType simple type defines acceptable result values for
				questionnaires and test_actions.</xsd:documentation>
			<xsd:documentation> || P | F | E | U | NT | NA ||
				---------------||-----------------------------||------------------||------------------------------------------
				|| 1+ | 0 | 0 | 0 | 0 | 0+ || Pass || 0+ | 1+ | 0+ | 0+ | 0+ | 0+ || Fail AND || 0+
				| 0 | 1+ | 0+ | 0+ | 0+ || Error || 0+ | 0 | 0 | 1+ | 0+ | 0+ || Unknown || 0+ | 0 |
				0 | 0 | 1+ | 0+ || Not Tested || 0 | 0 | 0 | 0 | 0 | 1+ || Not Applicable || 0 | 0 |
				0 | 0 | 0 | 0 || Not Tested
				---------------||-----------------------------||------------------||------------------------------------------
				|| 1+ | 0+ | 0+ | 0+ | 0+ | 0+ || Pass || 0 | 1+ | 0 | 0 | 0 | 0+ || Fail OR || 0 |
				0+ | 1+ | 0+ | 0+ | 0+ || Error || 0 | 0+ | 0 | 1+ | 0+ | 0+ || Unknown || 0 | 0+ |
				0 | 0 | 1+ | 0+ || Not Tested || 0 | 0 | 0 | 0 | 0 | 1+ || Not Applicable || 0 | 0 |
				0 | 0 | 0 | 0 || Not Tested </xsd:documentation>
		</xsd:annotation>
		<xsd:union memberTypes="inter:ExceptionalResultType">
			<xsd:simpleType>
				<xsd:restriction base="xsd:string">
					<xsd:enumeration value="PASS">
						<xsd:annotation>
							<xsd:documentation>A PASS value indicates that the check passed its
								test.</xsd:documentation>
						</xsd:annotation>
					</xsd:enumeration>
					<xsd:enumeration value="FAIL">
						<xsd:annotation>
							<xsd:documentation>A FAIL value indicates that the check did not pass
								its test.</xsd:documentation>
						</xsd:annotation>
					</xsd:enumeration>
				</xsd:restriction>
			</xsd:simpleType>
		</xsd:union>
	</xsd:simpleType>
	<xsd:simpleType name="ExceptionalResultType">
		<xsd:annotation>
			<xsd:documentation>The ExceptionalResultType type defines possible exceptional results
				of a question.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:enumeration value="UNKNOWN">
				<xsd:annotation>
					<xsd:documentation>An UNKNOWN value indicates that the result of a test cannot
						be determined.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="ERROR">
				<xsd:annotation>
					<xsd:documentation>An ERROR value indicates that an error occured while
						processing the check.</xsd:documentation>
					<xsd:documentation> Among other causes, this can indicate an unexpected response
						from the user. </xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="NOT_TESTED">
				<xsd:annotation>
					<xsd:documentation>A NOT_TESTED value indicates that the check has not been
						tested yet. </xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="NOT_APPLICABLE">
				<xsd:annotation>
					<xsd:documentation>A NOT_APPLICABLE value indicates that the check is not
						relevant and can be skipped.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="UserResponseType">
		<xsd:annotation>
			<xsd:documentation>The UserResponseType type defines structures containing the type of
				response made by the user. The user could either have answered the question or have
				taken any of the ExceptionalResultType values.</xsd:documentation>
		</xsd:annotation>
		<xsd:union memberTypes="inter:ExceptionalResultType">
			<xsd:simpleType>
				<xsd:restriction base="xsd:string">
					<xsd:enumeration value="ANSWERED">
						<xsd:annotation>
							<xsd:documentation>Indicates that the user responded by answering the
								question posed.</xsd:documentation>
						</xsd:annotation>
					</xsd:enumeration>
				</xsd:restriction>
			</xsd:simpleType>
		</xsd:union>
	</xsd:simpleType>
	<xsd:complexType name="ChoiceAnswerType">
		<xsd:annotation>
			<xsd:documentation>The ChoiceAnswerType type defines structures containing a choice_ref
				attribute that identifies the choice selected by the user.</xsd:documentation>
		</xsd:annotation>
		<xsd:attribute name="choice_ref" type="inter:ChoiceIDPattern">
			<xsd:annotation>
				<xsd:documentation>The choice_ref attribute specifies an id of the choice selected
					by the user.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>

	<!-- **************************************************************************** -->
	<!-- *   Artifact-related Global Types                                       			* -->
	<!-- **************************************************************************** -->
	<xsd:complexType name="ArtifactsType">
		<xsd:annotation>
			<xsd:documentation>The ArtifactsType type defines structures containing a set of
				artifact elements.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="artifact" type="inter:ArtifactType" minOccurs="1"
				maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>An artifact is evidence supporting an answer, completed test
						action/questionnaire. Examples include a file or a submitted
						text.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="ArtifactType">
		<xsd:annotation>
			<xsd:documentation>The ArtifactType type defines structures containing information about
				an artifact such as title, description, persistence, datatype, and/or if it's
				required to complete an answer to a question.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="title" type="inter:TextType" minOccurs="1" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The title element holds a short summary or a caption about
						the artifact.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="description" type="inter:TextType" minOccurs="1" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The description element holds information that describes what
						the artifact is about.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
		<xsd:attribute name="id" type="inter:ArtifactIDPattern" use="required">
			<xsd:annotation>
				<xsd:documentation> Each item is required to have a unique identifier that conforms
					to the definition of NCName in the Recommendation "Namespaces in XML 1.0", i.e.,
					all XML 1.0 names that does not contain colons. </xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="persistent" type="xsd:boolean" use="optional" default="true">
			<xsd:annotation>
				<xsd:documentation>The persistent attribute specifies whether the artifact is time
					sensitive or not. If the value is true, then a snapshot or a copy must be kept.
					Otherwise, a pointer to the location of the artifact is enough. The default
					value is true.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="datatype" type="inter:ArtifactDataType" use="optional" default="TEXT">
			<xsd:annotation>
				<xsd:documentation>The datatype attribute specifies how to treat the value of the
					artifact. It can either be TEXT or REFERENCE. The default is
					TEXT.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="required" type="xsd:boolean" use="optional" default="false">
			<xsd:annotation>
				<xsd:documentation>The required element specifies whether the artifact must be
					included or not. If true, then it must be included. The questionnaire is not
					considered complete without it. Otherwise, it is desired but not
					necessary.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>
	<xsd:complexType name="ArtifactResultsType">
		<xsd:annotation>
			<xsd:documentation>The ArtifactResultsType type defines structures containing a set of
				artifact_result elements.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="artifact_result" type="inter:ArtifactResultType" minOccurs="1"
				maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The artifact_result element contains an artifact, its value,
						who submitted it, and who provided it.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="ArtifactResultType">
		<xsd:annotation>
			<xsd:documentation>The ArtifactResultType type defines structures containing informaiton
				about the submitted artifact, its value, who provided and submitted it, and when it
				was submitted.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="value" type="xsd:string" minOccurs="1" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The value element contains either the artifact data itself or
						a pointer to it.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="provider" type="inter:ProviderValuePattern" minOccurs="1"
				maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The provider element contains information about the user or
						system that provided the artifact.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="submitter" type="inter:UserType" minOccurs="1" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The submitter element contains information about the user who
						submitted the artifact.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
		<xsd:attribute name="artifact_ref" type="inter:ArtifactIDPattern" use="required">
			<xsd:annotation>
				<xsd:documentation>The artifact_ref holds the unique identifier of the artifact
					object that describes what the artifact is about, the type of data it holds, and
					other metadata.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="timestamp" type="xsd:dateTime" use="required">
			<xsd:annotation>
				<xsd:documentation>The timestamp attribute holds the date and time when the artifact
					was collected.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>
	<xsd:simpleType name="ArtifactDataType">
		<xsd:annotation>
			<xsd:documentation>The ArtifactDataType type defines the acceptable data values for an
				artifact.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:enumeration value="TEXT">
				<xsd:annotation>
					<xsd:documentation>A TEXT value specifies that the artifact is an essay entered
						during the evaluation.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="REFERENCE">
				<xsd:annotation>
					<xsd:documentation>A REFERENCE value specifies that the artifact holds a
						reference to a file or a URL.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
		</xsd:restriction>
	</xsd:simpleType>

	<!-- **************************************************************************** -->
	<!-- *   Target-related Global Types                                       			* -->
	<!-- **************************************************************************** -->
	<xsd:complexType name="TargetsType">
		<xsd:annotation>
			<xsd:documentation>The TargetsType type defines structures containing a set of target
				elements.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element ref="inter:target" minOccurs="1" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>A target element describes the user, system, or role that
						applies to all questionnaires in scope. For instance, specifying that user
						Joe Smith should complete this document; applies to system with ip address
						of 123.45.67.89; applies to all systems functioning as (role) web servers;
						or all (role) administrators should complete this document.
					</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="UserType">
		<xsd:annotation>
			<xsd:documentation>The UserTargetType type defines structures containing information
				about a user such as name, organization, position, email, and
				role.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:NamedItemBaseType">
				<xsd:sequence>
					<xsd:element name="organization" type="xsd:string" minOccurs="0"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation>The organization element specifies the company or
								institution that the user belongs to.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="position" type="xsd:string" minOccurs="0"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation>The position element holds the job title or the
								position of the user within his/her
								organization.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="email" type="xsd:string" minOccurs="0" maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation>The email element holds the email address where the
								user can be contacted.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="SystemTargetType">
		<xsd:annotation>
			<xsd:documentation>The SystemTargetType type defines structures containing information
				about the organization it belongs to, a set of ip addresses of computers/networks
				included in the system, descrioption about it, and the roles it
				performs.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:NamedItemBaseType">
				<xsd:sequence>
					<xsd:element name="organization" type="xsd:string" minOccurs="0" maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The organization element specifies what company or
								institution the system belongs to.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="ipaddress" type="xsd:string" minOccurs="0"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation>The ipaddress element holds the ip address of a
								target compuer/network.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="description" type="inter:TextType" minOccurs="0"
						maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The description element holds information what the
								target system is about.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>

	<!-- **************************************************************************** -->
	<!-- *   Variable-related Global Types                                   			* -->
	<!-- **************************************************************************** -->
	<xsd:complexType name="VariablesType">
		<xsd:annotation>
			<xsd:documentation>The VariablesType type defines structures containing a set of
				variables.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element ref="inter:variable" minOccurs="1" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>A variable element holds a value defined by the author, a
						value based on a question's answer, or a value from an external
						source.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="VariableType">
		<xsd:annotation>
			<xsd:documentation>The VariableType type defines structures used to hold a single
				value.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:ItemBaseType">
				<xsd:sequence>
					<xsd:element name="description" type="inter:TextType" minOccurs="0"
						maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The description element holds information that
								describes the value stored on the variable.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
				<xsd:attribute name="id" type="inter:VariableIDPattern" use="required">
					<xsd:annotation>
						<xsd:documentation>Each item is required to have a unique identifier that
							conforms to the definition of NCName in the Recommendation "Namespaces
							in XML 1.0", i.e., all XML 1.0 names that does not contain
							colons.</xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
				<xsd:attribute name="datatype" type="inter:VariableDataType" use="required">
					<xsd:annotation>
						<xsd:documentation>The datatype attribute specifies how to treat the
							variable's value. It can be TEXT or NUMERIC.</xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="ConstantVariableType">
		<xsd:annotation>
			<xsd:documentation>The ConstantVariableType type defines structures containing a value
				defined by the author of the document.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:VariableType">
				<xsd:sequence>
					<xsd:element name="value" type="xsd:string" minOccurs="1" maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The value element holds the data stored on the
								variable.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="LocalVariableType">
		<xsd:annotation>
			<xsd:documentation>The LocalVariableType type defines structures containing a value
				determined during evaluation. Value is computed based on the matched pattern,
				choice_ref, or range value, and the answer to the linked
				question</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:VariableType">
				<xsd:sequence>
					<xsd:element name="set" type="inter:VariableSetType" minOccurs="0"
						maxOccurs="unbounded">
						<xsd:annotation>
							<xsd:documentation>The set element contains information describing how
								to compute the value to be stored on the variable. It holds the
								patterns, choice_refs, and range values to be matched with the
								answer to the linked question; and the appropriate value to be
								stored on the variable based on the match.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="default_value" type="xsd:string" minOccurs="0" maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The optional default_value element holds the initial
								value of the variable, if the linked question has not been evaluated
								yet.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
				<xsd:attribute name="question_ref" type="inter:QuestionIDPattern" use="required">
					<xsd:annotation>
						<xsd:documentation>The question_ref attribute holds the unique identifier of
							the question in which the variable is linked. </xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="ExternalVariableType">
		<xsd:annotation>
			<xsd:documentation>The ExternalVariableType type defines structures containing a value
				defined elsewhere or some external source.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:VariableType">
				<xsd:sequence>
					<xsd:element name="default_value" minOccurs="0" maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The optional default_value element holds the initial
								value of the variable, if the value cannot be retrieved from the
								external source.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="VariableSetType">
		<xsd:annotation>
			<xsd:documentation>The VariableSetType type defines structures containing information
				describing how to compute a variable value. It holds the patterns, choice_refs, and
				range values to be matched; and the appropriate value to be stored on the variable
				based on the match.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:choice minOccurs="1" maxOccurs="unbounded">
				<xsd:element name="when_pattern" type="xsd:string">
					<xsd:annotation>
						<xsd:documentation>The pattern element is a string representation of the
							pattern to be matched.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="when_choice_ref" type="inter:ChoiceIDPattern">
					<xsd:annotation>
						<xsd:documentation>The choice_ref element holds a choice unique identifier
							to be matched.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
				<xsd:element name="when_range" type="inter:RangeType">
					<xsd:annotation>
						<xsd:documentation>The range element holds a range of decimal values to
							matched.</xsd:documentation>
					</xsd:annotation>
				</xsd:element>
			</xsd:choice>
			<xsd:element name="value" minOccurs="1" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The value element contains the data to be stored on the
						variable if any of the patterns, choice_refs, or range values has been
						matched.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:simpleType name="VariableDataType">
		<xsd:annotation>
			<xsd:documentation>The VariableDataType simple type defines how a variable data value
				should be treated or used.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:enumeration value="TEXT">
				<xsd:annotation>
					<xsd:documentation>The TEXT value specifies that the variable data value should
						be treated as text.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="NUMERIC">
				<xsd:annotation>
					<xsd:documentation>The NUMERIC value specifies that the variable data value
						should be treated as number.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
		</xsd:restriction>
	</xsd:simpleType>

	<!-- **************************************************************************** -->
	<!-- *   Instructions-related Global Types 		           			* -->
	<!-- **************************************************************************** -->
	<xsd:complexType name="ReferenceType" mixed="true">
		<xsd:annotation>
			<xsd:documentation>The ReferenceType complex type defines structures used to hold
				information about an external reference given its URI and
				description.</xsd:documentation>
			<xsd:documentation>This structure may be used to reference other standards such as CVE,
				CCE, or CPE. To do so, the href attribute would give the relevant namespace. For
				example, the namespace of the current version of CPE is
				http://cpe.mitre.org/dictionary/2.0 and the body of this element would hold a
				specific CPE identifier. References to other information (documents, web pages,
				etc.) are also permitted.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:TextType">
				<xsd:attribute name="href" type="xsd:anyURI">
					<xsd:annotation>
						<xsd:documentation> The href attribute holds the URI of an external
							reference. This may be the namespace associated with the information in
							the body or a web URL containing relevant information.
						</xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="StepType">
		<xsd:annotation>
			<xsd:documentation>The StepType complex type defines structures that describe one step
				(out of possibly multiple steps) that a user should take in order to respond to a
				question. The steps would appear as part of the question's instructions
				element.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="description" type="inter:TextType" minOccurs="0" maxOccurs="1">
				<xsd:annotation>
					<xsd:documentation>The description element contains some information about this
						step type.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="reference" type="inter:ReferenceType" minOccurs="0"
				maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The reference element contains information about any external
						references related to this step type.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
			<xsd:element name="step" type="inter:StepType" minOccurs="0" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The step element contains is a substep for this step
						type.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
		<xsd:attribute name="is_done" type="xsd:boolean" use="optional" default="false">
			<xsd:annotation>
				<xsd:documentation>The is_done attribute indicates whether this step has been done.
					The value is true when it is done. Otherwise, it is false, It is an optional
					attribute that defaults to false.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="is_required" type="xsd:boolean" use="optional" default="true">
			<xsd:annotation>
				<xsd:documentation>The is_required attribute indicates whether a step is required or
					not. If it is not, then it can be skipped. It is an optional attribute that
					defaults to true.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>

	<!-- **************************************************************************** -->
	<!-- *   Global Types                                		   			* -->
	<!-- **************************************************************************** -->
	<xsd:complexType name="ItemBaseType">
		<xsd:annotation>
			<xsd:documentation>The ItemBaseType complex type defines structures allowing a set of
				notes to be included. This type is inherited by many of the elements in the OCIL
				language.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="notes" type="xsd:string" minOccurs="0" maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>An optional set of notes to describe additional
						information.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="NamedItemBaseType">
		<xsd:annotation>
			<xsd:documentation>The TargetType type defines the user, role, or system that applies to
				a questionnaire or the whole OCIL document.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:ItemBaseType">
				<xsd:sequence>
					<xsd:element name="name" type="xsd:string" minOccurs="1" maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The name element holds the tile or caption for the
								target.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="CompoundTestActionType">
		<xsd:annotation>
			<xsd:documentation>The CompoundTestActionType type describes the structures used to
				combine multiple test_action elements into a single result.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="inter:ItemBaseType">
				<xsd:sequence>
					<xsd:element name="title" type="inter:TextType" minOccurs="0" maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The title element contains a descriptive heading for
								the set of test_actions.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="description" type="inter:TextType" minOccurs="0"
						maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The description element holds information describing
								the set of test_actions.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="references" type="inter:ReferencesType" minOccurs="0"
						maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The references element holds one or more reference
								elements. Examples could include references to other standards such
								as CVE, CCE, or CPE.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="actions" type="inter:OperationType" minOccurs="1"
						maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The actions element holds one or more test_action
								elements along with the operators used to combine them into a single
								result.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
					<xsd:element name="artifacts" type="inter:ArtifactsType" minOccurs="0"
						maxOccurs="1">
						<xsd:annotation>
							<xsd:documentation>The artifacts element contains all the artifacts that
								must be requested when a question, test action, or questionnaire has
								been evaluated.</xsd:documentation>
						</xsd:annotation>
					</xsd:element>
				</xsd:sequence>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>
	<xsd:complexType name="ReferencesType">
		<xsd:annotation>
			<xsd:documentation>The ReferenceType complex type contains a set of
				references.</xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="reference" type="inter:ReferenceType" minOccurs="1"
				maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The reference element contains information about any external
						references. Examples could include references to other standards such as
						CVE, CCE, or CPE.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
	</xsd:complexType>
	<xsd:complexType name="OperationType">
		<xsd:annotation>
			<xsd:documentation> The OperationType type defines structures that hold a set of
				test_actions and provide instructions as to how to aggregate their individual
				results into a single result. </xsd:documentation>
		</xsd:annotation>
		<xsd:sequence>
			<xsd:element name="test_action_ref" type="inter:TestActionRefType" minOccurs="1"
				maxOccurs="unbounded">
				<xsd:annotation>
					<xsd:documentation>The test_action_ref elements holds the identifier of a
						test_action element. At least one test_action_ref must be
						included.</xsd:documentation>
				</xsd:annotation>
			</xsd:element>
		</xsd:sequence>
		<xsd:attribute name="operation" type="inter:OperatorType" use="optional" default="AND">
			<xsd:annotation>
				<xsd:documentation>The operation attribute describes how to aggregate the results of
					a set of test_actions. Its value defaults to the Boolean operator
					"AND".</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="negate" type="xsd:boolean" use="optional" default="false">
			<xsd:annotation>
				<xsd:documentation>The negate attribute can be used to specify whether to toggle the
					result from PASS to FAIL, and vice versa. A result other than PASS or FAIL (e.g.
					ERROR, NOT_TESTED, etc.) will be unchanged by a negate
					operation.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
		<xsd:attribute name="priority" type="inter:PriorityType" use="optional" default="LOW">
			<xsd:annotation>
				<xsd:documentation>Priority is an optional attribute that can either be HIGH, MEDIUM
					or LOW. It specifies the importance of the referenced set of test_action
					elements.</xsd:documentation>
			</xsd:annotation>
		</xsd:attribute>
	</xsd:complexType>
	<xsd:simpleType name="OperatorType">
		<xsd:annotation>
			<xsd:documentation>The OperatorType simple type provides a list of possible operator
				values that operates on a set of test_action elements.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:enumeration value="AND">
				<xsd:annotation>
					<xsd:documentation>The AND operator produces a true result if every argument is
						true. If one or more arguments are false, the result of the AND is false.
						See the truth table provided in the ResultType type for a complete list of
						how the various result types are combined by an AND
						operation.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="OR">
				<xsd:annotation>
					<xsd:documentation>The OR operator produces a true result if one or more
						arguments is true. If every argument is false, the result of the OR is
						false. See the truth table provided in the ResultType type for a complete
						list of how the various result types are combined by an AND
						operation.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="PriorityType">
		<xsd:annotation>
			<xsd:documentation>The PriorityType simple type provides a list of possible priority
				attribute values for a set of test_action elements. The notion of importance is left
				to the author's discretion.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:enumeration value="HIGH">
				<xsd:annotation>
					<xsd:documentation>A HIGH priority test_action is more important than both
						MEDIUM and LOW priority test_actions.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="MEDIUM">
				<xsd:annotation>
					<xsd:documentation>A MEDIUM priority test_action is more important than LOW
						priority test_actions.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
			<xsd:enumeration value="LOW">
				<xsd:annotation>
					<xsd:documentation>A LOW priority test_action has less importance compared to
						MEDIUM and HIGH priority test_actions.</xsd:documentation>
				</xsd:annotation>
			</xsd:enumeration>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:complexType name="TextType">
		<xsd:annotation>
			<xsd:documentation>The TextType complex type defines an element that holds any
				information.</xsd:documentation>
		</xsd:annotation>
		<xsd:complexContent>
			<xsd:extension base="xsd:anyType">
				<xsd:attribute ref="xml:lang">
					<xsd:annotation>
						<xsd:documentation>This attribute specifies the language in which to
							interpret the information.</xsd:documentation>
					</xsd:annotation>
				</xsd:attribute>
			</xsd:extension>
		</xsd:complexContent>
	</xsd:complexType>

	<!-- **************************************************************************** -->
	<!-- *   ID Patterns                                                           			* -->
	<!-- **************************************************************************** -->
	<xsd:simpleType name="TestActionRefValuePattern">
		<xsd:annotation>
			<xsd:documentation> A test_action_ref may refer to either a test_action or a
				questionnaire. This type represents the union of these two ID
				patterns.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:testaction:[1-9][0-9]*"/>
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:questionnaire:[1-9][0-9]*"/>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="QuestionnaireIDPattern">
		<xsd:annotation>
			<xsd:documentation>ID values for questionnaires must match this pattern. Each ID must be
				unique within an OCIL document.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:questionnaire:[1-9][0-9]*"/>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="QuestionTestActionIDPattern">
		<xsd:annotation>
			<xsd:documentation>ID values for test_actions must match this pattern. Each ID must be
				unique within an OCIL document.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:testaction:[1-9][0-9]*"/>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="QuestionIDPattern">
		<xsd:annotation>
			<xsd:documentation>ID values for questions must match this pattern. Each ID must be
				unique within an OCIL document.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:question:[1-9][0-9]*"/>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="ChoiceIDPattern">
		<xsd:annotation>
			<xsd:documentation> ID values for choices in choice_questions must match this pattern.
				Each ID must be unique within an OCIL document.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:choice:[1-9][0-9]*"/>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="ChoiceGroupIDPattern">
		<xsd:annotation>
			<xsd:documentation> ID values for choice_group references in choice_questions must match
				this pattern. Each ID must be unique within an OCIL document.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:choicegroup:[1-9][0-9]*"/>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="VariableIDPattern">
		<xsd:annotation>
			<xsd:documentation> ID values for variable references must match this pattern. Each ID
				must be unique within an OCIL document.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:variable:[1-9][0-9]*"/>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="ArtifactIDPattern">
		<xsd:annotation>
			<xsd:documentation>ID values for artifact references must match this pattern. Each ID
				must be unique within an OCIL document.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:artifact:[1-9][0-9]*"/>
		</xsd:restriction>
	</xsd:simpleType>
	<xsd:simpleType name="ProviderValuePattern">
		<xsd:annotation>
			<xsd:documentation>Provider for artifacts may be a user or a system. This type
				represents the union of these two ID patterns.</xsd:documentation>
		</xsd:annotation>
		<xsd:restriction base="xsd:string">
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:user:[1-9][0-9]*"/>
			<xsd:pattern value="ocil:[A-Za-z0-9_\-\.]+:system:[1-9][0-9]*"/>
		</xsd:restriction>
	</xsd:simpleType>

</xsd:schema>
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<?xml version="1.0" encoding="UTF-8"?>
<ocil xsi:schemaLocation="http://www.mitre.org/ocil/2 ocil.xsd" xmlns="http://www.mitre.org/ocil/2"
  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
  <generator>
    <author id="ocil:mitre.org:user:1">
      <name>Maria Casipe</name>
      <organization>org 1</organization>
      <organization>org 2</organization>
      <email>email@company.org</email>
    </author>
    <schema_version>1.1</schema_version>
    <timestamp>2008-04-03T12:06:31</timestamp>
    <product_name>Sample Product Name</product_name>
    <product_version>2.0</product_version>
  </generator>

  <document>
    <title>Sample OCIL Document</title>
    <description>This document shows how to define questionnaires, questions, test actions of
      different types.</description>
    <notice>Contents of the questionnaires are samples taken from the Internet.</notice>
  </document>

  <questionnaires>

    <questionnaire id="ocil:mitre.org:questionnaire:1">
      <title>Backseat Driver questionnaire</title>
      <actions negate="false" operation="AND">
        <test_action_ref priority="HIGH" negate="false"
          >ocil:mitre.org:testaction:1</test_action_ref>
      </actions>
    </questionnaire>

    <questionnaire id="ocil:mitre.org:questionnaire:2">
      <title>Multiple Choice Questions</title>
      <actions negate="false" operation="AND">
        <test_action_ref priority="HIGH" negate="false"
          >ocil:mitre.org:testaction:16</test_action_ref>
        <test_action_ref priority="HIGH" negate="false"
          >ocil:mitre.org:testaction:18</test_action_ref>
        <test_action_ref priority="HIGH" negate="false"
          >ocil:mitre.org:testaction:20</test_action_ref>
      </actions>
    </questionnaire>

    <questionnaire id="ocil:mitre.org:questionnaire:3">
      <title>Numeric Questions</title>
      <actions negate="false" operation="AND">
        <test_action_ref priority="HIGH" negate="false"
          >ocil:mitre.org:testaction:22</test_action_ref>
      </actions>
    </questionnaire>

    <questionnaire id="ocil:mitre.org:questionnaire:4">
      <title>String Questions</title>
      <actions negate="false" operation="AND">
        <test_action_ref priority="HIGH" negate="false"
          >ocil:mitre.org:testaction:23</test_action_ref>
      </actions>
    </questionnaire>
  </questionnaires>

  <test_actions>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:1"
      id="ocil:mitre.org:testaction:1">
      <when_true>
        <result>FAIL</result>
      </when_true>
      <when_false>
        <test_action_ref negate="false">ocil:mitre.org:testaction:2</test_action_ref>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:2"
      id="ocil:mitre.org:testaction:2">
      <when_true>
        <result>FAIL</result>
      </when_true>
      <when_false>
        <test_action_ref negate="false">ocil:mitre.org:testaction:3</test_action_ref>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:3"
      id="ocil:mitre.org:testaction:3">
      <when_true>
        <test_action_ref negate="false">ocil:mitre.org:testaction:4</test_action_ref>
      </when_true>
      <when_false>
        <result>FAIL</result>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:4"
      id="ocil:mitre.org:testaction:4">
      <when_true>
        <result>FAIL</result>
      </when_true>
      <when_false>
        <test_action_ref negate="false">ocil:mitre.org:testaction:5</test_action_ref>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:5"
      id="ocil:mitre.org:testaction:5">
      <when_true>
        <result>FAIL</result>
      </when_true>
      <when_false>
        <test_action_ref negate="false">ocil:mitre.org:testaction:6</test_action_ref>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:6"
      id="ocil:mitre.org:testaction:6">
      <when_true>
        <test_action_ref negate="false">ocil:mitre.org:testaction:7</test_action_ref>
      </when_true>
      <when_false>
        <result>FAIL</result>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:7"
      id="ocil:mitre.org:testaction:7">
      <when_true>
        <test_action_ref negate="false">ocil:mitre.org:testaction:8</test_action_ref>
      </when_true>
      <when_false>
        <result>FAIL</result>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:8"
      id="ocil:mitre.org:testaction:8">
      <when_true>
        <result>FAIL</result>
      </when_true>
      <when_false>
        <test_action_ref negate="false">ocil:mitre.org:testaction:9</test_action_ref>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:9"
      id="ocil:mitre.org:testaction:9">
      <when_true>
        <test_action_ref negate="false">ocil:mitre.org:testaction:10</test_action_ref>
      </when_true>
      <when_false>
        <result>FAIL</result>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:10"
      id="ocil:mitre.org:testaction:10">
      <when_true>
        <test_action_ref negate="false">ocil:mitre.org:testaction:11</test_action_ref>
      </when_true>
      <when_false>
        <result>FAIL</result>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:11"
      id="ocil:mitre.org:testaction:11">
      <when_true>
        <test_action_ref negate="false">ocil:mitre.org:testaction:12</test_action_ref>
      </when_true>
      <when_false>
        <result>FAIL</result>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:12"
      id="ocil:mitre.org:testaction:12">
      <when_true>
        <result>FAIL</result>
      </when_true>
      <when_false>
        <test_action_ref negate="false">ocil:mitre.org:testaction:13</test_action_ref>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:13"
      id="ocil:mitre.org:testaction:13">
      <when_true>
        <result>FAIL</result>
      </when_true>
      <when_false>
        <test_action_ref negate="false">ocil:mitre.org:testaction:14</test_action_ref>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:14"
      id="ocil:mitre.org:testaction:14">
      <when_true>
        <test_action_ref negate="false">ocil:mitre.org:testaction:15</test_action_ref>
      </when_true>
      <when_false>
        <result>FAIL</result>
      </when_false>
    </boolean_question_test_action>
    <boolean_question_test_action question_ref="ocil:mitre.org:question:15"
      id="ocil:mitre.org:testaction:15">
      <when_true>
        <result>FAIL</result>
      </when_true>
      <when_false>
        <result>PASS</result>
      </when_false>
    </boolean_question_test_action>

    <choice_question_test_action question_ref="ocil:mitre.org:question:16"
      id="ocil:mitre.org:testaction:16">
      <when_choice>
        <test_action_ref>ocil:mitre.org:testaction:17</test_action_ref>
        <choice_ref>ocil:mitre.org:choice:1</choice_ref>
      </when_choice>
      <when_choice>
        <result>FAIL</result>
        <choice_ref>ocil:mitre.org:choice:2</choice_ref>
        <choice_ref>ocil:mitre.org:choice:3</choice_ref>
        <choice_ref>ocil:mitre.org:choice:4</choice_ref>
        <choice_ref>ocil:mitre.org:choice:31</choice_ref>
        <choice_ref>ocil:mitre.org:choice:32</choice_ref>
        <choice_ref>ocil:mitre.org:choice:33</choice_ref>
      </when_choice>
    </choice_question_test_action>
    <choice_question_test_action question_ref="ocil:mitre.org:question:17"
      id="ocil:mitre.org:testaction:17">
      <when_choice>
        <result>FAIL</result>
        <choice_ref>ocil:mitre.org:choice:5</choice_ref>
        <choice_ref>ocil:mitre.org:choice:6</choice_ref>
        <choice_ref>ocil:mitre.org:choice:7</choice_ref>
      </when_choice>
      <when_choice>
        <result>PASS</result>
        <choice_ref>ocil:mitre.org:choice:8</choice_ref>
      </when_choice>
    </choice_question_test_action>
    <choice_question_test_action question_ref="ocil:mitre.org:question:18"
      id="ocil:mitre.org:testaction:18">
      <when_choice>
        <result>FAIL</result>
        <choice_ref>ocil:mitre.org:choice:9</choice_ref>
        <choice_ref>ocil:mitre.org:choice:10</choice_ref>
        <choice_ref>ocil:mitre.org:choice:12</choice_ref>
      </when_choice>
      <when_choice>
        <test_action_ref>ocil:mitre.org:testaction:19</test_action_ref>
        <choice_ref>ocil:mitre.org:choice:11</choice_ref>
      </when_choice>
    </choice_question_test_action>
    <choice_question_test_action question_ref="ocil:mitre.org:question:19"
      id="ocil:mitre.org:testaction:19">
      <when_choice>
        <result>FAIL</result>
        <choice_ref>ocil:mitre.org:choice:13</choice_ref>
        <choice_ref>ocil:mitre.org:choice:14</choice_ref>
        <choice_ref>ocil:mitre.org:choice:16</choice_ref>
      </when_choice>
      <when_choice>
        <result>PASS</result>
        <choice_ref>ocil:mitre.org:choice:15</choice_ref>
      </when_choice>
    </choice_question_test_action>
    <choice_question_test_action question_ref="ocil:mitre.org:question:20"
      id="ocil:mitre.org:testaction:20">
      <when_choice>
        <test_action_ref>ocil:mitre.org:testaction:21</test_action_ref>
        <choice_ref>ocil:mitre.org:choice:17</choice_ref>
      </when_choice>
      <when_choice>
        <result>FAIL</result>
        <choice_ref>ocil:mitre.org:choice:18</choice_ref>
        <choice_ref>ocil:mitre.org:choice:19</choice_ref>
        <choice_ref>ocil:mitre.org:choice:20</choice_ref>
        <choice_ref>ocil:mitre.org:choice:21</choice_ref>
      </when_choice>
    </choice_question_test_action>
    <choice_question_test_action question_ref="ocil:mitre.org:question:21"
      id="ocil:mitre.org:testaction:21">
      <when_choice>
        <result>PASS</result>
        <choice_ref>ocil:mitre.org:choice:22</choice_ref>
      </when_choice>
      <when_choice>
        <result>FAIL</result>
        <choice_ref>ocil:mitre.org:choice:23</choice_ref>
        <choice_ref>ocil:mitre.org:choice:24</choice_ref>
        <choice_ref>ocil:mitre.org:choice:25</choice_ref>
      </when_choice>
    </choice_question_test_action>

    <numeric_question_test_action question_ref="ocil:mitre.org:question:22"
      id="ocil:mitre.org:testaction:22">
      <when_range>
        <result>FAIL</result>
        <range>
          <min>0</min>
          <max>10</max>
        </range>
      </when_range>
      <when_range>
        <result>PASS</result>
        <range>
          <min>11</min>
          <max>100</max>
        </range>
      </when_range>
    </numeric_question_test_action>

    <string_question_test_action question_ref="ocil:mitre.org:question:23"
      id="ocil:mitre.org:testaction:23">
      <when_pattern>
        <result>PASS</result>
        <pattern>pattern 1</pattern>
      </when_pattern>
      <when_pattern>
        <result>FAIL</result>
        <pattern>pattern 2</pattern>
      </when_pattern>
    </string_question_test_action>
  </test_actions>

  <questions>
    <boolean_question id="ocil:mitre.org:question:1" model="MODEL_TRUE_FALSE">
      <question_text>It is safe to wear your seatbelt behind your back or under your arm when riding
        a vehicle.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:2" model="MODEL_TRUE_FALSE">
      <question_text>Being a backseat driver means it is okay to be noisy or distracting to the
        driver as long as you are giving them safety tips.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:3" model="MODEL_TRUE_FALSE">
      <question_text>When riding the bus, it is important to stay in your seat for the whole trip.
        Even when the bus is not moving.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:4" model="MODEL_TRUE_FALSE">
      <question_text>It is safe to walk behind a bus if you think the bus driver sees
        you.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:5" model="MODEL_TRUE_FALSE">
      <question_text>When driving through a work zone, it is legal to drive faster than the posted
        speed limit as long as there are no workers in the zone.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:6" model="MODEL_TRUE_FALSE">
      <question_text>the best response for a "Work Zone Ahewad" sign is to brake and be prepared to
        stop.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:7" model="MODEL_TRUE_FALSE">
      <question_text>Kids can wear a seatbelt once they are 80 pounds or 58 inches
        tall.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:8" model="MODEL_TRUE_FALSE">
      <question_text>It is okay to read a map or directions while driving because driver inattention
        rarely causes vehicle crashes.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:9" model="MODEL_TRUE_FALSE">
      <question_text>In a work zone, orange is the color of the signs, barrels, cones, and worker
        clothing.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:10" model="MODEL_TRUE_FALSE">
      <question_text>About 36,000 crashes occur in Maine each year, killing 200 people and injuring
        15,000!</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:11" model="MODEL_TRUE_FALSE">
      <question_text>One way you can be a helpful Backseat Driver is to offer to be in charge of
        changing a CD or answering the cell phone. That way the driver can stay focused on the
        road.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:12" model="MODEL_TRUE_FALSE">
      <question_text>It is safe to drive right behind or to pass a plow or maintenance
        vehicle.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:13" model="MODEL_TRUE_FALSE">
      <question_text>Hydroplaning is a name for the motion of windshield wipers on a vehicle's
        windshield.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:14" model="MODEL_TRUE_FALSE">
      <question_text>In Maine, it's the law to have our headlights on when your wipers are
        on.</question_text>
    </boolean_question>
    <boolean_question id="ocil:mitre.org:question:15" model="MODEL_TRUE_FALSE">
      <question_text>In the United States, drivers are becoming safer overall. For instance, the
        numbers of deaths due to aggresive driving has gone down since the early
        1990s.</question_text>
    </boolean_question>

    <choice_question id="ocil:mitre.org:question:16">
      <question_text>Which of the following is one of the matjor approaches to
        psychology?</question_text>
      <choice id="ocil:mitre.org:choice:1" var_ref="ocil:mitre.org:variable:1">VARIABLE</choice>
      <choice id="ocil:mitre.org:choice:2">Structuralism</choice>
      <choice_group_ref>ocil:mitre.org:choicegroup:1</choice_group_ref>
      <choice id="ocil:mitre.org:choice:3">Psychiatry</choice>
      <choice id="ocil:mitre.org:choice:4">New Age Movement</choice>
    </choice_question>
    <choice_question default_answer_ref="ocil:mitre.org:choice:5" id="ocil:mitre.org:question:17">
      <question_text>Sensation, perception, and memory are of particular interest to which group of
        contemporary psychologists?</question_text>
      <choice id="ocil:mitre.org:choice:5">Psychoanalysts</choice>
      <choice id="ocil:mitre.org:choice:6">Behaviorists</choice>
      <choice id="ocil:mitre.org:choice:7">Humanistic Psychologists</choice>
      <choice id="ocil:mitre.org:choice:8">Cognitive Psychologists</choice>
    </choice_question>
    <choice_question default_answer_ref="ocil:mitre.org:choice:9" id="ocil:mitre.org:question:18">
      <question_text>Using operational definitions answers which question?</question_text>
      <choice id="ocil:mitre.org:choice:9">Who</choice>
      <choice id="ocil:mitre.org:choice:10">Why</choice>
      <choice id="ocil:mitre.org:choice:11">What</choice>
      <choice id="ocil:mitre.org:choice:12">How</choice>
    </choice_question>
    <choice_question default_answer_ref="ocil:mitre.org:choice:13" id="ocil:mitre.org:question:19">
      <question_text>Why did John B. Watson reject the structuralist study of mental
        events?</question_text>
      <choice id="ocil:mitre.org:choice:13">He believed the structuralism relied too heavily on
        scientific methods</choice>
      <choice id="ocil:mitre.org:choice:14">He rejected the concept that psychologists should study
        observable behavior.</choice>
      <choice id="ocil:mitre.org:choice:15">He believed that scientists should focus on what is
        objectively observable.</choice>
      <choice id="ocil:mitre.org:choice:16">He actually embraced both structuralism and
        functionalism.</choice>
    </choice_question>
    <choice_question default_answer_ref="ocil:mitre.org:choice:17" id="ocil:mitre.org:question:20">
      <question_text>Explaining a student's poor performance on an exam to the unfair difficulty
        level of the questions refers to what kind of cause?</question_text>
      <choice id="ocil:mitre.org:choice:17">Immediate, external cause</choice>
      <choice id="ocil:mitre.org:choice:18">Immediate, internal cause</choice>
      <choice id="ocil:mitre.org:choice:19">Development cause</choice>
      <choice id="ocil:mitre.org:choice:20">Necessary and sufficient cause</choice>
      <choice id="ocil:mitre.org:choice:21">Weak cause</choice>
    </choice_question>
    <choice_question default_answer_ref="ocil:mitre.org:choice:22" id="ocil:mitre.org:question:21">
      <question_text>A researcher shows erotic films to one group of subjects and violent films to
        another group of subjects. The researcher then assesses the cooperativeness of each group of
        subjects. The independent variable in this study is</question_text>
      <choice id="ocil:mitre.org:choice:22">The level of cooperativeness</choice>
      <choice id="ocil:mitre.org:choice:23">The type of film seen</choice>
      <choice id="ocil:mitre.org:choice:24">The level of sexual arousal in subjects</choice>
      <choice id="ocil:mitre.org:choice:25">The level of agressiveness in subjects</choice>
    </choice_question>

    <numeric_question id="ocil:mitre.org:question:22">
      <question_text>How many servers do you have?</question_text>
    </numeric_question>

    <string_question id="ocil:mitre.org:question:23">
      <question_text>What is your role?</question_text>
    </string_question>

    <choice_group id="ocil:mitre.org:choicegroup:1">
      <choice id="ocil:mitre.org:choice:31">Choice 31</choice>
      <choice id="ocil:mitre.org:choice:32">Choice 32</choice>
      <choice id="ocil:mitre.org:choice:33">Choice 33</choice>
    </choice_group>
  </questions>
  
  <variables>
    <constant_variable id="ocil:mitre.org:variable:1" datatype="TEXT">
      <value>Psychoanalysis</value>
    </constant_variable>
    <local_variable question_ref="ocil:mitre.org:question:22" id="ocil:mitre.org:variable:1" datatype="NUMERIC">
      <set>
        <when_range>
          <min>0</min>
          <max>100</max>
        </when_range>
        <value>10</value>
      </set>
      <default_value>1</default_value>
    </local_variable>
  </variables>

</ocil>
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